SICOM3028GPT Series Industrial Ethernet

Switches Web Operation Manual

Publication Date: Sep. 2016

Version: V1.6

KYLAND



Disclaimer:
Kyland Technology Co., Ltd. tries to keep the content in this manual as accurate and as
up-to-date as possible. This document is not guaranteed to be error-free, and we reserve the

right to amend it without notice.

All rights reserved

No part of this documentation may be excerpted, reproduced, translated, annotated or
duplicated, in any form or by any means without the prior written permission of KYLAND
Corporation.

Copyright © 2016 Kyland Technology Co., Ltd.

Website: http://www.kyland.com

FAX: +86-10-88796678

Email: support@kyland.com


http://www.kyland.cn/

Contents

PIEIACE ..ot e e e e e e e e 1
1. Product INtrOTUCTION. .......eiviiiiiiiiiiiiieie ettt ettt e e 6
1.1 OVRIVIBW ..ot e e e 6
1.2 SOMWAIE FRALUIES ... ..o 6
2. SWITCN ACCESS ... 8
P Y 1T Y/ o =SSR 8
2.2 Switch Access by CONS0IE POIt..........uuiiiii e e e 9
2.3 SWItCh ACCESS DY TEINEBL ... .. e e e eaanns 13
2.4 SWItCh ACCESS DY WED ..ot 14
3. DEVICE INTOIMALION ... 17
3.1 Switch Basic INfOrMatioN .........oooiiiiiiiiiii e 17
4. SWItCH MAINTENANCE.......cco i 18
4.1 REDOOT ...t 18
4.2 SOtWAre UPAALE .....oveeiiiiie et e e e e e e e e e e e e 18
4.2.1 Software Update DY FTP ......uiiii e 19
4.2.2 Software Update DY TFTP ......ii e 23
4.2.3 Software Update DY SFTP ... e 26

5. Device BasiC CONTIQUIALION.........ccooiiieieeeeeeee e 29
5.1 Switch BasiC CONfIQUIAtION ........cooiiiiiiiiiiiiii e 29
5.1.1 BaSIC CONFIQUIALION .....ceviiiiiiiiiiiiiiiiiiiiiiie ettt ettt ettt e e e e e e e e e eeeees 29
5.1.2 Setting the ClOCK .........coviiiiiiiiiiiiiiiiiiieeeeeeeeeeeee et 30

5.2 User Management ConfigUIation ...........ccooouuuiiiiiiiiiii e 32
5.2.1 Web CoNfIQUIAtION .......uueiiiiiiie e e e e e e s 32

5.3 POrt ConfiQUIAtiON ........coiiiiiiieieii e e e e e e e e e e e e 36
5.3.1 Physical Port Configuration .............coeeiiiiiiiiiiii e 36
5.3.2 POrt INFOrMALION ....coiiiiiii et e e e 39

5.4 VLAN CONFIQUIALION ..eeviiiiiiieeeeeee et e e et s s e e e e e e e e eaaas s s e e e e e e eesaasnnnneeeeeneeeennes 40



Y W R [ 0 (o Yo [UTe3 1[0 ] o HU PR 40

oI o 1 T o] =SSP 41
5.4.3 POrt-Das@d VLAN .......oooiiiiiiiiiiiiii ittt 41
5.4.4 Webh CONFIQUIATION ....uuiiiiiieeeeeiiie ettt e e e e e e e e e eeeraaa e e e e e e eeeeenees 43
5.4.5 Typical Configuration EXample ............coovviiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeee 50
5.5 PVLAN COoNfIQUIALION .....ccoiiiiiiiiiiiiiii e 51
5.5, 1 INFOTUCTION ...ttt e e e e e e e e e e e e e e e e 51
5.5.2 EXPIAN@LION .. ..ccoiieeiiiii e e e e e e aaaana 52
5.5.3 Typical Configuration EXample ..........cccooriimiiiiiiii e eeeaes 52
IO oo T 00\ (o] 41 Vo P SPPPPUR 53
S G A [ g (o To [F Tod 1[0 o B PP PP PPPPPPPPPP 53
5.6.2 EXPIAN@LION......ooiiiiiiiiiiiiiiiiiiieeeeeeee et 54
5.6.3 WED CONFIQUIALION .....eviiiiiiiiiiiiiiiiiieeeee ettt e e e eeees 54
5.6.4 Typical Configuration EXample ... 55
5.7 POrt StOrM CONTIOL. ... 56
5.7 1 INTTOTUCTION ...ttt e e e e e e e r e e e e e e e e e e aanneeees 56
5.7.2 Web CoNfigUIatiON ......cccceiiiiiiece e e e e e e e e e e e e e eeaenes 56
5.7.3 Typical Configuration EXample ..........c.cooviimiiiiii e 58
5.8 POt ISOIAtION ... 58
SRS I A [ g (o To {3 Tod1 (0] o B PP 58
5.8.2 WED CONFIQUIALION .....ceiiiiiiiiiiiiiiiiiieeeee ettt e et e e e eeeees 59
5.8.3 Typical Configuration EXample .............coeviiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeee 60
5.9 POrt Channel ... 60
SRS A [ g (o To (¥ Tox 1] o D PP PPPPPPPPPPPPP 60
SIS I [0 1o (=1 0 g T=T 0 ¢ Lo o ISP 61
5.9.3 EXPIaN@AtION......oiiiiiiciie e 61
5.9.4 Web COoNfIQUIAtION ......iii et e e e e e e s e e e e e e e e e earaa s e e e e e eeeeennes 62
5.9.5 Typical Configuration EXample ..........ccoovveiuiiiiiiie e e e e eeeeees 64



5.10 Telnet Server ConfiQUIatioN .............uuiiiiieeiieieee e e e e e e e e e e e eenanes 64

5.10.2 INFOTUCTION .....eeeiieeeee ettt e e e e et e e e e e s e e e e e e e e e e e 64
5.10.2 Webh CONFIQUIALION ...t e ettt e e e e e e e e ee e e e e e e e e eeeennes 65
5.11 SSH Server Configuration ..........cooiiiiiiiiiiii e 66
S I A [ o o [F o3 1 o o PP PPPPPPPPPP 66
5.10.2 SECIEE KBY ...ttt ettt enane 67
5.11.3 IMPIEMENTALION .....eviiii i e e e e e e e e e e e e et e e e e eeeeeennes 67
5.11.4 Web Configuration ..........cooviiiiiiiiiiie e e e e e e e e e e e e e eeeanes 68
5.11.5 Typical Configuration EXample ........ccoooriiiiiiiii e eeeens 70
5.12 SSL CONfIQUIALION ...eeviiiiii et e e e e e e e et s e e e e e e e e e e e aa e e e e eaeeeennes 78
ST 2 R [ 0 (oo (U o] PP PPPPPPPPPP 78
5.12.2 WebD CONFIQUIATION .....eiviiiiiiiiiiiiiiiiieeee ettt ettt e e e e e e e e e eeeees 78
5.13 File TranSmMISSION SEIVICE ......cccoiiiiiiiiiiiiiiieeeiee ettt 80
ST N R I e I Y=YV o = PP PP 80
5.L3B.2 FTP SEIVICE ...ttt ettt e e e e e e r e e e e e e e s e 83
5.13.3 SFETP SEIVICE ...ceiiiieiiiiiiitee ettt ettt e e e e et e e e e e e e ennenees 91
5.14 MAC Address Configuration .............ccooeeeeeiiiieiiiii e e e e e e eeanns 93
5.14. 0 INEFOTUCTION ....eeiiieee ettt e e et e et e e e e e e e e e e e e e e e e e e nnnnneees 93
5.14.2 WebD CONFIQUIATION .....eiiiiiiiiiiiiiiiiiieeee ettt ettt e e e e e e e e eeeees 93
5.15 Basic Configuration Maintenance and Debugging Information ...........cccccccevvvvennnnnen. 97
6. Device Advanced CONfIQUIATION. ........uuuuuuiiiiiitiiiiiiiiiibiibibbebb bbb aeenaaanane 104
6.1 ARP CONFIQUIALION.......coiiiiiiiiieie e 104
G I A [ g (oo [ B Tox 1o o B PP P PP P PP PPPPPPPPP 104
T A T o] F= T g = 1o o PP 104
B.1.3 PrOXY AR ..o 104
6.1.4 Web CoNfIQUIAtiON ........uuiiieiii e e e e e e e eaaaas 105
6.1.5 Typical Configuration EXample .........ccooovrmiiiiiiiie e 108
6.2 Layer-3 interface CoONfigUIatioN...........coviieiiiieieiice e e e e e e e eeenes 109



B.2.1 SWILCH [P AGAIESS . e oo e 109

6.2.2 IP Address Configuration ............coiieeeeiiieiiiiiiie e ee e eeeeees e e e e e e e e e e e e e e e eennnes 109
8.3 SNIMPVZC ...ttt e et e e et e e e e e e e e e e e e 113
LIRS I A [ g (o To [FTod 1 o] o B PP PP PP PP 113
6.3.2 IMPIEMENTALION ...ttt 113
6.3.3 EXPIaN@LION.....cciiiiiiiiiiiiiiiiiieee e 114
6.3.4 MIB INTTOTUCTION ....oeeieiiiiiiiiitie ettt et e e e e e e e e e e e e e e e 114
6.3.5 Web CONfIQUIALION.........ccoiiiiiiiii e e e e e e e e eeaens 115
6.3.6 Typical Configuration EXample ............oooumiiiiiiii e 119
B.4 SNIMIPVS .eeeeeeereeeeeee et e e e s 120
I A [ gL oo (B o TP PPPPPPPP 120
6.4.2 IMPIEMENTALION .....eeiiiiiiiiiiiiii ittt 120
6.4.3 WED CONFIQUIALION .....eviiiiiiiiiiiiiiiie ittt ettt ettt e e e 121
6.4.4 Typical Configuration EXample ... 130
8.5 DT -RING i 131
6.5.1 INFOTUCTION ...ttt ettt e e e e e e e s r e e e e e e e e e 131
LI T2 @] g [0 =7 o K= PP 131
6.5.3 IMPIEMENTALION .....uiiiii e e e e e e e e e e e e e eeeaenes 132
6.5.4 EXPIaN@tION.....ccoiiiiiiiiiiiiiiiiiiiieeeeeee e 135
6.5.5 WeED CONfIQUIALION ......oviiiiiiiiiiiiiiiiieieieee ettt 135
6.5.6 Typical Configuration EXample ... 140
I IS Y I = 2 I SRS 141
LI A [ g (o To [FTox 1 o] o B PP P PP P PP PPPPPPPPP 141
L S 2 @] g o =7 o K= P 142
B.6.3 BPDWU ... 142
6.6.4 IMPIEMENTALION .....uiii e e e e e e e e e e enaaas 143
6.6.5 WeD COoNfIQUIAtION ......ccee e e e e e e e e e e et e e e e e e eeeeenes 144
6.6.6 Typical Configuration EXample .........ccooovrmiiiiiiiiieeeceeee e 149



B.7.1 OVEIVIEW. ...ttt ettt e e e e ettt et e e e e e s et e e et e e e e e e e e nnr e e e e e e e e e e e aans 151
B.7.2 CONCEPLS ...ttt e et e e e e e ettt e e e e aeennrn 152
6.7.3 IMPIEMENTALION ..ottt 153
8.8 DH P e e e e 158
B.8. 1 OVEIVIEW.....ceiiiiieieieiieeeee ettt ettt ettt ettt ettt e ettt ettt et ettt et e et e e e et e e eeeeeeeeeees 158
OIS I @] g [0 <Y o K= PP 159
6.8.3 IMPIEMENTALION .....uueiii e e e e e e e e et e e e e e e eeeeanns 160
RS T D= ] ) 1[0 o SRRt 161
6.8.5 Web CoNfiQUIatiON .......cccoiiieiiiice e e e e e e e e e eeaanns 161
6.8.6 Typical Configuration EXample ... 172
6.9 MSTP CONfIQUIALION .....ccoiiiiiiiiiiieee e 172
LRI A [ g o To {3 Tod 1 o] o BT PPPPPPPPPP 172
6.9.2 BASIC CONCEPLS. ...ciiiiiiiiiiiiiiiiite ettt ettt ettt ettt et e e et e e e et e e e e e e e e e eeeeeees 174
6.9.3 MSTP IMpPlementation ..............ciiiiiiiiiiie e e e e e eeaanes 178
6.9.4 Web CoNfiQUIatiON ........ccoiiiiiiiiie e e e e e e e e eeeanns 179
6.9.5 Typical Configuration EXample ............oooomiiiiiiii e 187
LGOI = g o ¢ TP PP PP PPPPPPPPI 190
LI 08 A [ g1 1 (oo (3 o1 1 o] o PP PP 190
6.10.2 WeED CONFIQUIATION ......vviiiiiiiiiiiiiiiieeeeeee ettt ettt e e e 192
6.11 Digital DIAgNOSIS. ....cceiiiieieiiieeee e 198
G I [ o o 18 ox 1 o o PP 198
6.11.2 Web ConfiQUIation ..........ccoouiiiiiiiiii e e e e e e eaaaas 198
S0 022 Mo To [N @ oo 10 = 11 o o IR 200
L 2 R [ g (oo (U o1 1 o] o PP PP PPPPPPPPPPPP 200
6.12.2 Web CONfIQUIAtION .........oiiiiiii e e e e e e e e e eaaaas 201
6.13 ROULE CONFIQUIALION ... .uuiiiee e e e e e et e e e e e e e e ee e e e e e e eeeennes 204
6.13.1 Static Route CoNfIQUIAtioN ............ccoeiiiiiiiiiie e e e e e eeneees 205



6.13.2 RIP CONfIQUIALION .....ii et e e e e e e e e e e e e e e e eeeenes 209

6.13.3 OSPF CoNfIQUIatioN ..........ccuuuuiiiiieieeeieeiis e e e e e e e e e e e e e e eeannes 219
6.14 DHCP CONFIQUIALION.......uuiiieie ittt e e e e et e e e e e e e e eeesaan e e e eeeeeeeenes 243
6.14.1 DHCP Server ConfiQUIatioN.........ooeeeiiiiiiiiiiiie e eeeeeeie e e e et eeeeeeeenes 244
6.15 ACL CONFIQUIALION «.eeeitiiiiee ettt e e e e e e et et s e e e e e e e eeesaann e e eeeeeeeeenes 259
L RS A [ a1 (o To (U Tod 1T o H PP PP PPPPPPPPP 259
6.15.2 ACLENtry @and RUIE ......coiiieii e e e e e e eannes 259
6.15.3 Web ConfigUIatioN .........cooiiiiiiiii e e e e e e e e e e eeenns 260
6.15.4 Typical Configuration EXample ............oouuiiiiiiiiieiieee e 265
6.16 QOS CONFIQUIALION. ......uuuiiii e e e e e e e e e e e e e e e e e e e e eeeeeannns 266
L G A [ a1 1 (o To (¥ o110 o H PP PP PPPPPPPP 266
6.16.2 QOS CAR .. et 266
6.16.3 QOS REMAIK......ouiiiiiii e e et e e e e e e e e eeaan e e e e e e eeeennes 266
6.16.4 PrINCIPIE ....eeiiiiiiiiiiieeieeeeeeee ettt 267
6.16.5 Web ConfigUuratioN .........coooiiiiiii i e e e e e eaanns 267
6.16.6 Typical Configuration EXample ...........ooouuiiiiiii e 282
6.17 IECB1850 CoNfigUIAtION.......cceeiiiiiiiiie e e e e e e e e e e e e e e e eeannes 283
6.17. 2 INEFOTUCTION .....eeeiiieeee ettt e e e e et e e e e e e e s e e e e e e e e e e e anas 283
6.17.2 Web CONFIQUIATION ......eiiiiiiiiiiiiiiiiieeieeee ettt e 284
6.18 GOOSE Trigger ConfiguratioN...........couiiiiiiiiiiiiiiiiiieiee ettt 285
6.19 IGMP SNOOPING ... e iieiiiieeee e 287
L R0 A [ a1 1 (oo (3 Tod 1 o] o PP PP 287
6.19.2 BASIC CONCEPES. ..uuiiiiiii e ettt e e e e e e e et e e e e e e e e e e e e e aa e e e aaaaas 287
B.19.3 PrINCIPIE....ee e 287
6.19.4 Web CoNfIQUIAtION .........ociiiiiie e e e e e e e e e eaaaas 288
6.19.5 Typical Application EXample ..........cooooiiiiiiiiii e 292
B.20 GIMRIP .. e 293
6.20.1 GARP INtrOQUCTION ...ttt e e e 293

Vi



0.20.2 GIMRP PrOtOCOL. .. ce oo e e 295

L O I0C J = o] = T = o) o SRRt 295
6.20.4 Webh COoNFIQUIALION .....cceiiieieeiiiee et e e e e e e et e e e e e e eeeeeees 295
6.20.5 Typical Configuration EXample ... 300
6.21 IGMP CONFIQUIALION.......uiiiieieiieeiiiiee e e e et e e e e e e e e eeraaa e e e e e e eeeeenes 301
2 I R [ g 1 (oo (U Tod 1 o] o PP PP PPPPPPPP 301
L YLV T Qo T o o = RPPURt 302

Query Response Interval: Max Resp Time in the General Query packet. The default

value is 10s. A host that receives the General Query packet must give a response within

this interval. The value must be smaller than the query interval. ................ccoovvvnnnnnnnn. 303
6.21.3 WeED CONFIQUIALION ......eviiiiiiiiiiiiiiieieieeeeee ettt e e 303
6.22 PIM-SM CONfIQUIAtION ......cooiiiiiiiiiiiiee et 308
6.22.1 PIM INrOQUCTION ....ceiiiiiiiiiiiiiieieiee ettt ettt e e e e e e e e e e e e e e eeees 308
6.22.2 PIM-SM INTFOQUCTION .....cviiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeee ettt 308
I B = - 1Y o 0] o7 =T o £ PURPPPPPROt 308
I e | Ry Y I e Tox o [ PP 309
6.22.5 Web ConfigUuratioN .........cooviiiiiiii e e e e e e e aaanns 310
6.22.6 Typical Configuration EXample ...........ooouuiiiiiii e 313
6.23 Multicast common CONFIQUIALION............coiiiiiiiiiiiiiiieeee e 316
6.23.1 INtrodUCtioON OF DR .....oiiiiiiiiiiiiiiieiieeeeeeee ettt 316
6.23.2 Web CONIQUIALION.......cceiiiiiiiiiiiiiiiiiiieieeeeeeeee ettt 316
6.24 Inspect and deDUQG..........oooiiiiiii 318
6.25 Unregistered Multicast Action Configuration .............ccceeveeviiiiiiiiieiiiieeeee e, 320
6.25.1 INEFOTUCTION ....ceiiiiiiiiiiieieeee ettt 320
6.25.2 Webh CONfIQUIAtION .........oiiiiiii e e e e e e e e e eaaaas 321
6.26 Static Multicast CoNfIQUIAtION .............uiiiiiiiiiie e e 322
6.26.1 INFOTUCTION ....eeeiiiieee ettt e e e e e e e e e e e e e e e e e e e e e e e e 322
6.26.2 Web CoNfiQUIAtION ........cciiiiiiiiiie e e e e e e e e e e e e e e e e e e eeeennes 322

Vi



B.27 LLDP .. e 324

6.27. 1 INTFOTUCTION ....eeeiiieeeeeee ettt e e e e e r e e e e e e s e r e e e e e e e e e e aans 324
6.27.2 Webh CoNfIQUIALION .......coiiiieiiiiiie et e e e et e e e e e eeeenees 324
B.28 RIMOIN ..ot e et e e et et e e e et b e e e e e eba e e e e et e e e e aa s 327
B.28.1 OVEIVIEW.....ceeiiiiiiiiiieeeeee ettt ettt ettt ettt ettt ettt ettt et et ettt e e e ee e e e et e et e eeeeeeeees 327
6.28.2 RIMON GIOUPS ....eutuiiieeeeiieietie ettt e et e e e e e e e e e e e e e e eeennes 327
6.28.3 Web CoNfiQUIAtION .......ccoiiiiiiiii e e e e e e e e e e e e e eeaanes 328
B.29 VRRPP .. e e 333
6.29. 1 INTFOTUCTION .....eeeiiieeee ettt e e e e e e e e e e e e e e e e s r e e e e e e e e e e aaas 333
6.29.2 MASTEI EIECHON .....cciiiiiiiiiiiieie et e e e e e 335
6.29.3 Monitoring a Specified INErface ... 335
6.29.4 WeED CONFIQUIATION .....cvviiiiiiiiiiiiiiiieeieee ettt e e e e e 336
6.29.5 Typical Configuration EXample ... 340
6.30 SNTP CONfIGUIALION ....ccoeiiiiiiiiiiii e 341
6.30. 1 INEFOTUCTION .....eeeiiieeee ettt e e e e e e e e e e e e e e e e e e e e e aans 341
6.30.2 Web ConfigUuIatiON .........cooiiiiiiiii e e e e e e e e e e eeanns 342
6.31 NTP CONfIQUIALION........uueiiii e e e e e e e e e e e e e eeennns 344
6.31. 1 INEFOTUCTION .....eeeeiieeee ettt ettt e e e e e s e e e e e e e e e s r e e e e e e e e e aaas 344
6.31.2 NTP WOrKiNG MOES.......ccouiiiiiiiiiiiiiiiiiiiiiiiiieeeee ettt 345
6.31.3 WED CONFIQUIALION .....ovviiiiiiiiiiiiiiiieeeeeee ettt 346
6.31.4 Typical Configuration EXample ... 351
6.32 PTP CONfIQUIAtiON ......coiiiiiiiiiiiiieeeeee e 354
6.32.1 INEFOTUCTION ...ttt 354
IGO0 [T o £ PR 354
6.32.3 Synchronization PrinCIPIE .........coouuii i 356
6.32.4 Web CONfIQUIAtION .........iiiiiiii e e e e e e e eaaaas 357
6.33 SYNCE CONfIQUIALION ... ..uiiiiiiiiiiiiiei et e et e e e e e e e e e e e e e e eeeeeennes 364
6.33. 1 INFOTUCTION ....eeeiiieeee ettt e e e e e e e e e e e s e e e e e e e e e e 364

Vi



6.33.2 Web CoNfigUIAtiON ........cooiieiiiiiie et e e e e e e e e e e e e e eeaanes 365

6.33.3 Typical Configuration EXample ..........cooouuiiiiiiiiiciiieee e 365
6.34 GPS CONFIQUIALION .eevvtiiiee et e e e e et e e e e e e e e eeeana e e e e e e eeeeenes 366
IR 7 I [ g 1 (oo (U Tod 1o o H PRSP PPPPPPPP 366
6.34.2 Webh CONFIQUIALION .....cceiiieieeiiiie et e e e e e e et e e e e e e eeeeeees 367
6.34.3 Typical Configuration EXample .............ooovviiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeee 368
6.35 IRIG-B CONFIQUIALION .....uuiiii e e e e e et e e e e e e e e e ee e e e e e e eeeennes 370
6.35. 1 INIFOTUCTION .....eeeiiiieee ettt e e e e e e e e e e e e e r e e e e e e e e e e aaas 370
6.35.2 Web ConfigUIatiON .........cooiiiiiiiii e e e e e e e e eeeanns 370
6.36 TACACSH CoNfiQUIation ...........couuuiiiiiee i e e e e e e e e e e e e e e e eanees 372
LRG0 A [ a1 1 (o To (3 Tod 1 o] o H PP PP PPPPPPPP 372
6.36.2 WED CONFIQUIALION .....oeviiiiiiiiiiiiiiieeeeeeeee ettt 372
6.36.3 Typical Configuration EXample .............coovvviiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeee 374
6.37 RADIUS CoNfIQUIALION .....ccooiiiiiiiiiiiiiiieeeeee e 375
6.37. 1 INTFOTUCTION .....eeiiieeee ettt ettt e e e e e e e e e e e e s r e e e e e e e e e aanas 375
6.37.2 Web ConfigUIatiON ........ccooiiiiiii e e e e e e e e eeeanns 376
6.37.3 Typical Configuration EXample ...........ooouuiiiiiiiiiieie e 378
6.38 IEEEB02.1X CoNnfiguration.............uuuiiiiie it e e e e e e eaanns 378
Rt 3 A [ a1 1 (o To (¥ Tod 1 0] o H PP PPPPPPPPPP 378
6.38.2 WED CONFIQUIALION .....coiiiiiiiiiiiiiiiiiieieeeeeeeeee ettt 379
6.38.3 Typical Configuration EXample ... 384
6.39 Authentication 10gin CONfIQUIAtiON............ooviiiiiiiiiiiieeeee e 385
6.40 DiagnosisS CONFIQUIALION ........oouuuiiiiiii e e e e e 387
6.40.1 LINK CRECK ...t e e e e e eeeees 387
6.40.2 Virtual Cable TESLEI ......coiiiiiiiiiiiiiiiiieeeeeeeeee ettt 389
6.41 Loop Detect CoNfIQUIAtiON .........ooiiiiiiiiieieiiie e e e 390
B.41.0 OVEIVIEW. .. ..eiiiieiiieeee e ettt e e e e e et e et e e e e e e e e e et e e e e e e e s r e e e e e e e e e e e naans 390
6.41.2 Web CoNfiQUIAtION .......ccoiiieiiiiii et e e e e e e e e e e e e e e e e e eeeeenes 391



6.41.3 Typical Configuration EXample ..........ooooviiiiiiiiiciiiieee e 393

6.42 POt CRC PIOTECT ....ccvviiiiiiii it 394
B.42. 1 OVEIVIEW.....ceiiiiieiiiiieieiee ettt ettt ettt ettt ettt ettt ettt ettt et et et e et ee e e e et e e eeeeeeeeeees 394
6.42.2 Webh CONFIQUIALION .....ccoiiieieeiiie et e e e e e et e e e e e e eeeeeees 394

APPENAIX: ACTONYIMS ..ttt et e e e e e e e e e e e e e s s et e e e e e e s s e aennr e e eeeeens 396



KY7LAND Product Introduction

Preface

The series switches include Layer-2 SICOM3028GPT-L2GT, SICOM3028GPT-L2FT,
SICOM3028GPT-L2G, and SICOM3028GPT-L2F switches and Layer-3
SICOM3028GPT-L3GT, SICOM3028GPT-L3FT, SICOM3028GPT-L3G, and
SICOM3028GPT-L3F switches.

This manual mainly introduces the access methods and software features of the series
industrial Ethernet switches, and details Web configuration methods.

Content Structure

The manual contains the following contents:

Main Content Explanation

1. Product introduction > Overview

> Product models

> Software features

2. Switch access > View types
»  Switch access by console port
»  Switch access by Telnet

»  Switch access by Web

3. Device information Switch basic information

4. Switch maintenance » Reboot

» Software update (by FTP, TFTP ,SFTP)

5. Device basic configuration » Basic configuration (Basic configuration, clock configuration)

» User management configuration

» Port configuration (physical port configuration, port information)
» VLAN configuration

» PVLAN configuration

» Port mirroring

» Port storm suppression
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» Portisolate
» Port channel
» Telnet server configuration
»  SSH server configuration
»  SSL configuration
»  File transmission (TFTP service, FTP service, SFTP service)
» MAC address table configuration
» Basic configuration debug
6. Device advanced | » ARP configuration
configuration » Layer-3 interface configuration
» SNMPv2c, SNMPv3
» DT-Ring
» DRP configuration
» STP/RSTP
» MSTP
» Alarm
» Digital diagnosis
» Log configuration
>  Static route configuration’
> RIP configuration”
» OSPF configuration”
» DHCP server configuration
» ACL configuration
» QoS configuration
» IEC61850 configuration
» GOOSE trigger configuration
» IGMP Snooping
» GMRP
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Static multicast configuration
LLDP

RMON

VRRP’

SNTP configuration

NTP configuration

PTP configuration”

Sync Ethernet configuration”
GPS Configuration”

IRIG-B configuration”
TACACS+ configuration
RADIUS configuration
IEEE802.1x configuration
Authentication login configuration
Link check

Loop detect configuration

CRC protect configuration

Note:

SICOM3028GPT-L2G/SICOM3028GPT-L2F.

* indicates the features not available on SICOM3028GPT-L2GT/SICOM3028GPT-L2FT/

# indicates the features not available on SICOM3028GPT-L2G/SICOM3028GPT-L2F/

SICOM3028GPT-L3G/SICOM3028GPT-L3F.

Conventions in the manual

1. Text format conventions

Format Explanation

<> The content in < > is a button name. For example, click <Apply> button.
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[ The content in [ ] is a window name or a menu name. For example, click [File] menu item.

{} The content in { } is a portfolio. For example, {IP address, MAC address} means IP address

and MAC address are a portfolio and they can be configured and displayed together.

— Multi-level menus are separated by "—". For example, Start — All Programs —
Accessories. Click [Start] menu, click the sub menu [All programs], then click the submenu

[Accessories].

/ Select one option from two or more options that are separated by "/". For example

"Addition/Deduction" means addition or deduction.

~ It means a range. For example, "1~255" means the range from 1 to 255.

2. Symbol conventions

Symbol Explanation
The matters need attention during the operation and configuration, and they are
Caution supplement to the operation description.
»

4 Necessary explanations to the operation description.

wore. Note
a The matters call for special attention. Incorrect operation might cause data loss
~~~~~~~ Warning or damage to devices.

Product Documents

The documents of SICOM3028GPT series industrial Ethernet switches include:

Name of Document Content Introduction

SICOM3028GPT Series Industrial Ethernet Describes the hardware structure, hardware
Switches Hardware Installation Manual specifications, mounting and dismounting methods.
SICOM3028GPT Series Industrial Ethernet Describes the switch software functions, Web
Switches Web Operation Manual configuration methods, and steps of all functions.

Document Obtainment

Product documents can be obtained by:
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» CD shipped with the device

» Kyland website: www.kyland.com
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KY7LAND Product Introduction

1. Product Introduction

1.1 Overview

Based on the full gigabit switching platform, the series switches are the first industrial
Ethernet switches that employ the IEC61850 MMS modeling management technology in the
world, thereby achieving unified modeling and management. With industry-leading clock
frequency synthesis technology, the switches support IEEE1588-2008 PTP and IEC62439-6
ring redundancy protocol. They all adopt modular design for flexible configuration, extensible
IRIG-B, GPS, serial port, HSR, and many other modules. In addition, the switches comply
with the IEC61850-3 and IEEE1613 power industry standards. All these features enable the
switches to well suit the Smart Grid industry.

The device supports an SFP optical module with the function of digital diagnosis, which is
used to monitor the temperature, supply voltage, laser bias current, and transmit and receive
optical power. By reference to such parameters measured, the management unit can quickly
locate errors occurring in optical links, which helps simplify maintenance, and improve the

system reliability.
1.2 Software Features

This series switches provide abundant software features, satisfying customers' various
requirements.

» Redundancy protocols: STP/RSTP, MSTP, DT-Ring, VRRP, and IEC62439-6

» Routing protocols: OSPFv2, RIP, static routing protocol

Multicast protocols: IGMP Snooping, GMRP, and static multicast

Switching attributes: VLAN, PVLAN, QoS, and ARP

Bandwidth management: port channel, port rate limiting, and port storm suppression

vV V V VY

Synchronization protocols: GPS, IRIG-B, PTP(IEEE1588-2008), ITU-T.G.8261/G.8262,
SNTP, and NTP
» Security: IEEE802.1x, TACACS+, RADIUS, SSH, SSL, ACL, MAC address binding, port
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isolation, and user management

» Device management. FTP/TFTP/SFTP software update, FTP/TFTP/SFTP file
transmission, log record and upload

» Device diagnosis: port mirroring, LLDP, link check, loop detect, CRC protect, and digital
diagnosis

» Alarm function: CPU / memory usage alarm, port alarm, power alarm, ring alarm,
high-temperature alarm, low-temperature alarm, port traffic alarm, CRC error / packet
loss alarm, and SFP power alarm.

» Network management. management by CLI, Telnet, Web and Kyvision network

management software, DHCP, and SNMPv1/v2/v3 and IEC61850 network monitoring
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2. Switch Access

You can access the switch by:

» Console port

» Telnet/SSH

» Web browser

» Kyvision management software

Kyvision network management software is designed by Kyland. For details, refer to its user

manual.

2.1 View Types

When logging into the Command Line Interface (CLI) by the console port or Telnet, you can
enter different views or switch between views by using the following commands.

Table 1 View Types

Command for View

View Prompt View Type View Function
Switching

Switch > General mode | » View system date and time. Input "enable" to enter the
» Show software version. privileged mode.

Switch# Privileged » Configure system clock and » Input "config" to switch

mode date. from privileged mode to
» Transmit file and update configuration mode.
software. > Input "exit" to return to

» Delete switch file. the general mode.

» Configure CLI language.

» View switch configuration and
system information.

» Restore default configuration.

» Save current configuration.
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» Reboot switch.

Switch (config) # | Configuration Configure all switch functions. Input "exit" to return to

mode privileged mode.

When the switch is configured through the CLI, "?" can be used to get command help. In the
help information, there are different parameter description formats. For example, <1, 255>
means a number range; <H.H.H.H> means an IP address; <H: H: H: H: H: H> means a MAC
address; word<l, 31> means a string range. In addition, 1 and | can be used to scroll

through recently used commands.

2.2 Switch Access by Console Port

You can access a switch by its console port and the hyper terminal of Windows OS or other
software that supports serial port connection, such as HTT3.3. The following example shows

how to use Hyper Terminal to access switch by console port.

Caution:

The console ports support RJ45 and Mini USB connectors. You can select either of the two
connectors as needed. If you select Mini USB connector for one port and RJ45 connector for
the other, only the console port with the Mini USB connector works when both of the two ports

are connected.

RJ45 Connector

1. Connect the 9-pin serial port of a PC to the console port of the switch with the DB9-RJ45

console cable.

Mini-USB Connector

1. Install "Mini USB_driver.exe". You can find the program in the [Software download] folder
in the delivered CD. Connect the USB port of a PC to the console port of the switch with a
Mini USB cable.

2. Run the Hyper Terminal in Windows desktop. Click [Start] — [All Programs] —
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[Accessories] — [Communications] — [Hyper Terminal], as shown in Figure 1.

ons ® HyperTerminal
@ Entertainment Network Connections
) System Tools
) Address Book
Administrator & Calculator 24 Wireless Network Sef
Command Prompt ™

¥ Network Setup Wizard

New Connection Wizard

3 Notepad
/ Internet ) My Documents 3 4
Internet Explorer u Paint
1 E-mail QMy Recent Documents @) Program C ibility Wizard
& Outlook Express @ Set Program Access and Defaults

(Q, Remote Desktop Connection
W2 Windows Catalog

v i €9 synchronize
R windons Update [ Tour Windows xP
& Microsoft Update T
@ ‘Windows Media Plays ® [ windows Explorer

(A wordpad

ﬁ Tour Windows XP \@ Games

@) starty »
Files and Settings Tr: @ .
Wizard @ Internet Explorer

w msh
n Command Prompt

@ Outlook Express
.. Remote Assistance
e Windows Media Player

allprograms I | BonRIGLTY

Figure 1 Starting the Hyper Terminal

3. Create a new connection "Switch", as shown in Figure 2.

_+ | Mew Connection - Hyper Terminal

Enter a name and chooze an icon far the connectian:

M arne:
|Switch |

o

Disconnected dugto debect Sugto debect UM

Figure 2 Creating a New Connection

4. Connect the communication port in use, as shown in Figure 3.

10
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Connect To

& Switch

Enter detailz for the phone number that you want to dial:

Countroregion:

Area code: I:I

Phone nurmber: | |

Connect using: | COk1 W |

[ 1] H Cancel ]

Figure 3 Selecting the Communication Port

) Note:
4

To confirm the communication port in use, right-click [My Computer] and click [Property] —

MOTE

[Hardware] — [Device Manager] — [Port].

5. Set port parameters (Bits per second: 115200, Data bits: 8, Parity: None, Stop bits: 1, and

Flow control: None), as shown in Figure 4.

11
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COM1 Properties

Part Settings |

Bits per second; 115200 v|
Data bits: |8 v|
Parity: | None v

Stop bits: |1 v|

Flow control. [N - |

[ Bestore Defaulkz ]

[ ] H Canicel H Apply ]

Figure 4 Setting Port Parameters
6. Click <OK> button to enter the switch CLI. Input password "admin™ and press <Enter> to

enter the General mode, as shown in Figure 5.

“& Switch - HyperTerminal
File Edit View Call Transfer Help

0= A N E

Password: ====x

SWITCH>_

Connected 0:00:03 Auko detect Auto detect LM

12
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Figure 5 CLI

7. Input command “enable”, default user "admin”, and password”123” to enter the privileged

mode. You can also input other created users and password, as shown in Figure 6.

“& Switch - HyperTerminal
File Edit Wiew Cal Transfer Help

Passuord: ssesxsxs

SHITCH>enable

login:admin

passworg: ==

Please modify vour 1initial password!

SHITCH#

Connected 0:00:03 Auka detect Auto detect TUM

Figure 6 Privileged mode

2.3 Switch Access by Telnet

The precondition for accessing a switch by Telnet is the normal communication between the

PC and the switch.

1. Enter "telnet IP address” in the Run dialog box, as shown in Figure 7. The default IP

address of a Kyland switch is 192.168.0.2.

Run EE]EEE

- Type the name of a program, folder, document, or
9 Inkernet resource, and Windows will apen it Far yau,

open:  |telnet 192 168.0.2 w

(] 4 ] [ Cancel ] [ Browse. ..

13
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Figure 7 Telnet Access

Note:

NOTE

To confirm the switch IP address, please refer to "6.2.1 Switch IP Address" to learn how to

obtain IP address.

2. In the Telnet interface, input user "admin”, and password "123" to log in to the switch. You

can also input other created users and password, as shown in Figure 8.

% Telnet 192.168.0.2

login:admin

password e

Please modify your initial password?
SWITCH>

Figure 8 Telnet Interface

2.4 Switch Access by Web

The precondition for accessing a switch by Web is the normal communication between the

PC and the switch.

» Note:
Y 4

IE8.0 or a later version is recommended for the best Web display results.

MNOTE

1. Input "IP address" in the browser address bar. The login interface is displayed, as shown

14
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in Figure 9. Input the default user name "admin", password "123", and the Verification. Click

<Login>. You can also input other created users and password.

SICOM3028GPT-L2GT Web Management System

Username. | admin
Fassword: | yew

Language: Englizh i

Verification: |iidp JJ[}P

Figure 9 Web Login
The English login interface is displayed by default. You can select <1 3> to change to the

Chinese login interface.

» Note:
Y 4

To confirm the switch IP address, please refer to "6.2.1 Switch IP Address" to learn how to

MOTE

obtain IP address.

2. The prompt of modifying the initial password is displayed, click <OK> button.
3. After you log in successfully, there is a navigation tree on the left of the interface, as

shown in Figure 10.

15
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HKY7LAND SICOM3028GPT-L2GT Web Management System 3 About

Help Exit

! SICOM3028GPT-L2GT
i-Bpevice Information

f Boevice Basic ConfigL
"!Deuice Advanced Cc
#-Bswitch maintenance

. Switch basic information

Prompt : SWITCH
CPU MAC . 00-01-00-00-03-01

Hardware wversion : V2.1

Sof tware wersion @ R1008

BootRom wversion @ 161

Device type : SICOM302B8GPT-L2GT
Conplied Time : How 28 2014 16:13:26

Uptime : 0 weeks, 0 days., 0 hours. 10 ninutes

Copyright (C) 2004-2014 by Kyland Technology Co., Ltd.

Figure 10 Web Interface

In the top right corner, you can click <1 3> to change language to Chinese or <Exit> to exit

the Web interface.

16
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3. Device Information

3.1 Switch Basic Information

The switch basic information includes the prompt, MAC address, hardware version, software
version, BootROM version, device type, compilation date, and runtime. Click [Device
Information] — [Switch basic information] in the navigation tree to show the switch basic

information, as shown in Figure 11.

Frompt : SWITCH
CPU HAC : 00-01-00-00-03-01

Hardware wersion : V2.1

Sof tware version ;. RE1008

BootRom wersion @ 161

Device type | SICOMI0NZAGPT-LZ2GT
Complied Time : How 28 2014 16:13:26

Tptime : 0 wesk=, 0 daw=s. 0 hours. 8 mninutes

Figure 11 Switch Basic Information

17
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4. Switch Maintenance

In the navigation tree, you can click [Save current running-config] to save the current
configuration or [Reboot with the default configuration] to enter the page shown in Figure 12.

Then you can click <Yes> to restore the default configuration.

Rehoot

® v¥es OMo |

Figure 12 Restoring Default Configuration

4.1 Reboot

To reboot the device, click [Switch maintenance] — [Reboot] in the navigation tree to enter

the reboot interface, as shown in Figure 13.

Rehoot

® v¥es OMo |

Figure 13 Reboot
Before rebooting, please confirm whether to save current configuration. If you select "Yes",
the switch runs the current configuration after reboot. If you select "No", the switch runs the
previous saved configuration. If no configuration has been saved, the switch will restore the

default configuration after reboot.

4.2 Software Update

Software updates may help the switch to improve its performance. The series switches need
to update only one software version file. It contains not only the system software version, but
also the BootROM software version.

The software version update needs the assistance of FTP/TFTP/SFTP server.

18
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4.2.1 Software Update by FTP

Install an FTP server. The following uses WFTPD software as an example to introduce FTP
server configuration and software update.

1. Click [Security] — [Users/Rights]. The "Users/Rights Security Dialog" dialog box is
displayed. Click <New User> to create a new FTP user, as shown in Figure 14. Create a
user name and password, for example, user name "admin" and password "123". Click

<OK>.

E" Ho log file open — WFIPD

File Edit Yiew Leogzing Meszages Security Help

User / Rights Security Dialog

User Mame: Iadmin ;I Dione |

Uzer ...

Mew Lser... | Delete | Change Pass... |

Haorne Directory: I ™ Resticted to home
Help | Rights >> |

Change Password

New Pazsword: Im ok

C |
Werify Password: I“"*1 il

For Help, press F1 |1 socket |l] USErs | |NUM| ﬁ

Figure 14 Creating a New FTP User
2. Input the storage path of the update file in "Home Directory", as shown in Figure 15. Click

<Done>.

19
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E Ho log file open — WETPD

File Edit ¥iew Logzing Messages Security Help

User f Rights Security Dialog

Usger Mame: Iadmin ;I

Uszer ..

Mews User... | Delete | Change Pasz.. |

Hame Directary: IF:\test-versinn I Restricted to home
Help | Fights >> |

For Help, press F1 |1 socket |0 users | |NUM| ﬁ

Figure 15 File Location
3. Click [Switch maintenance] — [FTP software update] in the navigation tree to enter the
FTP software update page, as shown in Figure 16. Enter the IP address of FTP server, FTP

user name, password, and file name on the server. Click <Update>.

FTP software update

|192.168.D.23

| admin

|123

|C0]'|'[3EIEEGPT—TEIEII&1.bin

binarw L
| |

|I-10 v|

T_T]_:l date

Figure 16 Software Update by FTP
Transmission type
Options: binary/ascii

Default: binary

20
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Function: Select the file transmission standard.

Explanation: ascii means using ASCII standard to transmit file; binary means using binary
standard to transmit file.

ForceUpdate

Options: YES/NO

Default: NO

Function: Select the handling method when the software version does not match the switch
hardware.

Explanation: NO means to cancel software update if software and hardware do not match.
YES means to continue software update even if software and hardware do not match.

However, it might result in system anomaly, or even boot failure.

a 1 Warning:

— » The file name must contain an extension. Otherwise, the update may fail.

» Software version file is not a text file, and it must adopt the binary standard for transmission.
» To guarantee normal running, please select NO for ForceUpdate. That is, do not update

software if the software and hardware version do not match

4. Make sure the normal communication between the FTP server and the switch, as shown

in Figure 17.

21
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B No log file open — WEFTFD

File Edit V¥iew Logzing Messages Security Help

[L 0012] 09f16/11 17:43:40 Connection accepted from 192.168.0.2

[C D012] 09/16/11 17:43:40 Command "USER admin" received

[C 0012] 09116/11 17:43:40 PASSword accepted

[L 0012] 09116411 17:43:40 User admin logged in.

[C 0012] 09416411 17:43:40 Command "TYPE I'" received

[C 0012] 09A16/11 17:43:40 TYPE setto I N

[C 0012] 09116/11 17:43:40 Command "PORT 192,168.0,2,4,3" received

[C 0012] 09A16/11 17:43:40 PORT setto 192.168.0.2 - 1027 [4,3]

[C 0012] 09/16/11 17:43:40 Command "RETR SICOM3028GPT-T0005-B1.1.2.2.bin" received
[C 0012] 09A16/11 17:43:40 RETRieve started on file SICOM3028GPT-T0005-B1.1.2.2.bin

[C 0012] 09116/11 17:43:55 Transfer finished

[G 0012] 09116111 17:43:55 Got file DAWMSOFT_2000ASICOM3028GPT-TO005-BUILD-1.1.2.2\SICH
[C 0012] 09/16/11 17:45:25 QUIT or close - user admin logged out

For Help, press F1 1 socket |0 users NUM

Figure 17 Normal Communication between FTP Server and Switch

Caution:
To display update log information as shown in Figure 17, you need to click [Logging] — [Log

Options] in WFTPD and select Enable Logging and the log information to be displayed.

5. Wait for the update to complete, as shown in Figure 18.

Dovnloading file, please waiting.......

Figure 18 Waiting for the Update to Complete
6. When the update is completed, please reboot the device and open the Switch Basic

Information page to check whether the update succeeded and the new version is active.

22
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—

a Warning:

mm——' ) |n the software update process, keeps the FTP server software running.

WARKING

» When update completes, reboot the device to activate the new version.
» If update fails, do not reboot the device to avoid the loss of software file and startup

anomaly.

4.2.2 Software Update by TFTP

Install TFTP server. The following uses TFTPD software as an example to introduce TFTP

server configuration.

"s Tftpd32 by Ph. Jounin

Current Directory | D:\wiMsoft_2000451COM3028GPT-TC + | Browse

Server interface |'IE|2.'I FA0.23 j Show Dir
Thp Server l Thp Elient] DHCP server] Swslog server] DM5 server] ik

pEer file: gtart time | progress

| e .-’-‘-.I:u::utl Seltings | Help |

Figure 19 TFTP Server Configuration
1. In "Current Directory", select the storage path of update file on server. Enter the server IP
address in "Server interface".
2. Click [Switch maintenance] — [TFTP software update] in the navigation tree to enter the
TFTP software update page, as shown in Figure 20. Enter the IP address of the TFTP server

and file name on server. Click <Update>, and wait for update to complete.

23
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TFTP software update

|192. 168. 0. 23 |

|c0m3nzaGPT—Tnn14. bin|

binarys L
| |

|H0 v|

T_T]_:l date

Figure 20 Software Update by TFTP
Transmission type
Options: binary/ascii
Default: binary
Function: Select the file transmission standard.
Explanation: ascii means using ASCII standard to transmit file; binary means using binary
standard to transmit file.
ForceUpdate
Options: YES/NO
Default: NO
Function: Select the handling method when the software version does not match the switch
hardware.
Explanation: NO means to cancel software update if software and hardware do not match.
YES means to continue software update even if software and hardware do not match.

However, it might result in system anomaly, or even boot failure.

. Warning:

» The file name must contain an extension. Otherwise, the update may fail.

» Software version file is not a text file, and it must adopt the binary standard for transmission.
» To guarantee normal running, please select NO for ForceUpdate. That is, do not update

software if the software and hardware version do not match

3. Make sure the normal communication between the TFTP server and the switch, as shown

24
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in Figure 21.

Current Directory | D:\wMsaft_2000451COM3028GPT-TC + | Browse

Server interface | 192 168.0.23 j Show Diir

Thp Server l Titp Elient] DHCP server] Spslog server] DMS server] 1|k

pEer file gtart time | prodress
192.168.1.144:1024 <SICOM3I0N2BGPR... 140617 43% 1

" SICON3028GPT-T0008-Bui... [X|

File zize : 4362185
1306176 Bytes sent 158848 Bytesz/zec

[
|

Abot Settings Help

Figure 21 Normal Communication between TFTP Server and Switch

4. Wait for the update to complete, as shown in Figure 22.

Dovmloading file, please walting

Figure 22 Waiting for Update to Complete
5. When the update is completed, please reboot the device and open the Switch Basic

Information page to check whether the update succeeded and the new version is active.

Warning:

T » In the software update process, keeps the TFTP server software running.
» When update completes, reboot the device to activate the new version.

» If update fails, do not reboot the device to avoid the loss of software file and startup

anomaly.

25
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4.2.3 Software Update by SFTP

The Secure File Transfer Protocol (SFTP) is an SSH-based file transfer protocol. It provides
encrypted file transfer to ensure security.

The following example uses MSFTP to describe the configuration of the SFTP server and
the firmware upgrade process.

1. Add an SFTP user, as shown in Figure 23. Enter the user and password, for example,
admin and 123. Set the port number to 22. Enter the path for saving the firmware version file

in Root path.

@ Core FTP mini—sftp—servgr- @‘@g

User: Iadmin Stop

Password: Options

Part; |22 Ahout

Root path: IE:\GPTSEIZBgujian\]

I

alli

Connections:

address/IP | cannected &

E— = =

Figure 23 Adding an SFTP User

2. Upgrade firmware, as shown in Figure 24.

SFTPHEE
192. 168. 0.8

admin

123

T-Build-1. 3.48. 4. bin
Ry -

Figure 24 Upgrade Firmware- SFTP
Server IP address

Format: A.B.C.D
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Description: Configure the IP address of the SFTP server.

{ User name, Password }

Range: { 1~99 characters, 1~99 characters }

Description: Input the user name and password created on SFTP server.

Server file name

Range: 1~99 characters

Description: Configure the firmware update file name stored on SFTP server.

ForceUpdate

Options: YES/NO

Default: NO

Function: Select the handling method when the software version does not match the switch
hardware.

Explanation: NO means to cancel software update if software and hardware do not match.
YES means to continue software update even if software and hardware do not match.

However, it might result in system anomaly, or even boot failure.

. Warning:
.= The file name must contain an extension. Otherwise, the upgrade may fail.

WARMING

3. When the update is completed as shown in Figure 25, please activate the software
version and reboot the device, open the System Information page to check whether the

update succeeded and the new version is active.
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Write "SICOM3028G-RO001-Build.l1.3.45.B3.1.4.bin" 70.7 %
Write "SICOM3028G-RO001-Build.1.3.45.53.1.4.bin" 72.6 %
Write "SICOM3028G-RO001-Build.l1.3.45.B3.1.4.bin" 74.4 %
Write "SICOM3028G-RO001-Build.1.3.45.53.1.4.bin" 76.3 %
Write "SICOM3028G-RO001-Build.l1.3.45.B3.1.4.bin" 78.2 %
Write "SICOM2028G-RO001-Build.1.3.45.B3.1.4.bin" 80.0 %
Write "SICOM3028G-RO001-Build.l1.3.45.B3.1.4.bin" 82.5 %
Write "SICOM3028G-RO001-Build.1.3.45.53.1.4.bin" 83.8 %
Write "SICOM3028G-RO001-Build.l1.3.45.B3.1.4.bin" 85.6 %
Write "SICOM3028G-RO001-Build.1.3.45.53.1.4.bin" 87.5 %
Write "SICOM3028G-RO001-Build.l1.3.45.B3.1.4.bin" 89.4 %
Write "SICOM3028G-RO001-Build.1.3.45.53.1.4.bin" 91.2 %
Write "SICOM3028G-RO001-Build.l1.3.45.B3.1.4.bin" 53.1 %
Write "SICOM3028G-RO001-Build.1.3.45.53.1.4.bin" 95.5 %
Write "SICOM3028G-RO001-Build.l1.3.45.B3.1.4.bin" 56.8 %
Write "SICOM3028G-RO001-Build.1.3.45.53.1.4.bin" 98.7 %
Write "SICOM3028G-RO001-Build.1.3.45.B3.1.4.bin" 100.0 %
write to flash success
Figure 25 Upgrade Successfully
Warning:

»  Inthe firmware upgrade process, keeps the SFTP server running.

»  When update completes, reboot the device to activate the new version.

»  If update fails, do not reboot the device to avoid the loss of software file and startup

anomaly.
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5. Device Basic Configuration

5.1 Switch Basic Configuration

Switch basic configuration includes hostname, mapping between host and IP address, and

switch clock.
5.1.1 Basic Configuration

1. Setting Hostname
Click [Device Basic Configuration] — [Switch Basic Configuration] — [Basic Config] to enter

switch basic configuration page, as shown in Figure 26.

Set Hostname
SWITCH

ropy

Figure 26 Setting Hostname

Hostname

Range: 1-30 characters

Default: SWITCH

Function: Set the prompt in switch CLI.

Method: Click <Apply> to activate the new hostname. Click <Reset> to cancel the current
setting and use the previous hostname.

2. Setting mapping between hostname and IP address, as shown in Figure 27.
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Mapping hostname and IP
|1-:3.rland |

192, 168, 1. 23 |

Switch 192.168.1.144
kyland 192.1668.1.23

Figure 27 Mapping between Hostname and IP Address
{Host name, IP address}
Format: {1-15 characters, A.B.C.D}
Function: According to the mapping, use hostname to access the corresponding device.
Method: Input valid hostname and IP address. Then click <Add> to set a mapping entry of
hostname and IP address or <Del> to delete the mapping entry.
Example: After setting the mapping between hostname "Switch" and I[P address
"192.168.0.4" successfully, you can ping the switch by using the ping host Switch
command instead of ping 192.168.0.4.

5.1.2 Setting the Clock

You can set the system date and time. The series switches support Real-Time Clock (RTC).
Even if they are powered off, they continue timing.

To make full use of time and save energy, Daylight Saving Time (DST) can be used in
summer. To be specific, adjust clock forward one hour in summer.

Click [Device Basic Configuration] —[Switch Basic Configuration]—[Clock configuration] to

enter clock configuration page, as shown in Figure 28.
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Clock Configuration
15:16:4

201412 4
GMT+08:00 W

| Enable V|

—

Start Time 4 menth

hl:lur

End Timal‘“:I |m|:|nth|‘1 ||:Iﬂ',r

day

g hour

[ opty [l Sow Clock

Figure 28 Clock Configuration

HH:MM:SS

Range: The value of HH ranges from 0 to 23, and that of MM and SS ranges from O to 59.
YYYY.MM.DD

Range: The value of YYYY ranges from 1970 to 2099, that of MM from 1 to 12, and that of
DD from 1 to 31.

Description: The range of DD varies with month. For example, the range of DD for March is
from 1 to 31, and that for April is from 1 to 30. You can configure it according to the actual
situation.

Timezone

Function: Select the local timezone.

Daylight Saving Time status

Options: Enable/Disable

Default: Disable

Function: Enable or disable DST. After DST is enabled, clock will be adjusted forward one
hour in summer.

Daylight Saving Time

Configure the time segment for DST.
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Caution:

» Start time should be different from end time.

» Start time indicates non-DST time. End time indicates DST time.

For example, run DST from 10:00:00 April 1st to 9:00:00 October 1st.

Non-DST time will run until 10:00:00 April 1st. Then the clock jumps to 11:00:00 to start DST.

DST runs until 9:00:00 October 1st. Then the clock jumps back to 8:00:00 to run non-DST

time.

5.2 User Management Configuration

To avoid security problems caused by illegitimate users, the series switches provide

hierarchical user management. The switches provide different operation rights based on

user levels, satisfying diversified access control requirements. Three user levels are

available, as shown in Table 2.

Table 2 User Level

User Level

Description

Guest

The lowest level, guest users can only view switch configuration, but cannot perform
configuration or modification.
Guest users cannot access the following functions: software update, user management,

file transmission, reboot, save current configuration, and load default.

System

Medium level, system users have certain access and configuration rights.
System users cannot access the following functions: software update, user
management, file transmission, reboot, and load default.

Note: System user can modify password of the current user.

Admin

Highest level, admin users have the rights to perform all functions.

5.2.1 Web Configuration

1. Configure users
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Click [Device Basic Configuration] —[User Configuration]—[User Configuration] to enter

user configuration page, as shown in Figure 29.

User Confiiuration

Password| ®ee
|111 | M console  [Ftelnet [ash  [Fweb |Guest VH Password VI
Key name| |
Apply
User Configuration List
admin console telnet ssh web admin Password Password: ™
11 console telnet ssh web guest Passwaord Password:***
222 console telnet ssh web system Passwaord Passwaord:***
333 ssh guest Passward Passward: ™"
444 ssh guest Key Key:444

Figure 29 User Configuration
Name
Range: 1~16 characters
Service
Options: console/telnet/ssh/web
Function: Select switch access mode for the current user. One or multiple access modes can
be selected.
Level
Option: Guest/System/Admin
Default: Guest
Option: Select user level, users of different levels have different operation rights.
Authen-Type
Option: Password/Key/Password or Key
Default: Password
Function: Selected the authentication type to be used when the current user accesses the
switch. When selecting Password, you must configure the Password option. When
selecting Key, you must configure the Key name option.
Password

Range: 1~32 characters
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Function: Configure the password to be used when the current user accesses the switch.
Key name
Function: Select the key name to be used when current user accesses the switch in ssh

mode.

Note:

» Currently, console/telnet/web does not support the key-based authentication mode.
Therefore, when the service type is console/telnet/web, does not select key-based
authentication as the authentication type.

» ssh supports two authentication modes, that is, password-based authentication and
key-based authentication.

» The switch supports a maximum of nine users.

» Default user admin cannot be deleted. The default service (console, telnet, ssh, web) and
level (administration level) of this user cannot be modified, but the default password (123)
can be modified.

» For the switch access mode of console/telnet/web, please see the “2 Switch Access” section.

» For the switch access mode of ssh, please see the “5.11 SSH Server Configuration” section.

2. Modify and delete user information
Click the user entry under user configuration list in Figure 29. You can modify and delete the

user configuration, as shown in Figure 30.

User Configuration

[Password
ClKey name

111 #lconsole [#ltelnet [¥lssh [#lweb | Guest  + | Password v

Delete

Figure 30 Modify and Delete User Information
3. Configure SSH Key
Click [Device Basic Configuration] —[User Configuration]| -[SSH Key Configuration] to enter

SSH key configuration page, as shown in Figure 31.
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55H Key Configuration
444

RSA b

=sh-T=sa

AL ARSNzaClyc2EARORARIQRAATEAY
GODzTtglEa/Rl3udijvQnassy¥ilvsyYH
Cobawlz jHEsEcHEfroEDdUFe 0V vhe
6lice3+THIHEX2 5v4dLEMwnYBPgZk

Figure 31 SSH Key Configuration

| N |

£

Key Name

Range: 1~16 characters

Key Type

Mandatory configuration: RSA

This series switches only support RSA key algorithm.

Key Value

Format: {algorithm name, public key, key info}

Algorithm name: ssh-rsa | ssh-dsa

Public key: it is based on 64 codes and the length is less than 2048 bytes

Key info: more info for the key

Function: Configure the public key corresponding to the client. Generally, the public key is
generated by Puttygen software and is copied to the key value of the server, the private key
is saved in the client.

4. Modify the password of current user

Click [Device Basic Configuration] —[User Configuration]—[Modify Password] to enter

password modification page, as shown in Figure 32.

Modify Password
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Figure 32 Modify
New password/Repeat password
Range: 1~32 characters
5. Configure timeouts for switch access modes
Click [Device Basic Configuration] —[User Configuration]—[Timeouts Configuration] to enter

password modification page, as shown in Figure 33.

Timeouts Cnnfiiuratinn

console (0~44640)
web 0 (0~44640)
ssh (0~44640)

telnet (0~44640)

Apply

Figure 33 Timeouts Configuration
Time
Range: 0~44640 min
Default: 5 min for console/ssh/telnet; 10 min for web
Function: Configure the login user timeout and disconnection time. The time starts counting
when a user finishes all configurations, and the system will automatically exit the access
mode when the time ends. When the time is set to 0, the user timeout and disconnection
function is disabled. In this case, the server will not judge whether the user login times out

and therefore the user will not exit the current login mode.
5.3 Port Configuration

5.3.1 Physical Port Configuration

5.3.1.1 Introduction

In physical port configuration, you can configure the cable type, management status,

rate/mode, and other information.
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5.3.1.2 Web Configuration

Click [Device Basic Configuration] — [Port configuration] — [Ethernet port configuration] —

[Physical port configuration] to enter the port configuration page, as shown in Figure 34.

Port configuration

2/1 |« |||TCC auto % ||| no shutdown % auto v Invalid + no loopback v 120 (0-600)

Figure 34 Physical Port Configuration
Port
Options: all switch ports
Description: X/Y is the port name format; X is the slot number for interface module where the
port resides, and Y is the port number on the interface module.
Alias
Range: 1~64 characters
Function: Configure alias to describe the port.
mdi
Options: auto/normal/across
Default: auto
Function: Configure the cable type for the Ethernet port.
Description: auto means auto-recognition of cable type; across means the port supports only

cross-over cable; normal means the port supports only straight-through cable.

Caution:

The auto option is recommended.

Admin Status

Options: shutdown/no shutdown

Default: no shutdown

Function: Allow data transmission on port or not.

Description: no shutdown indicates the port is enabled and permits data transmission;
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shutdown indicates the port is disabled and disallows data transmission. This option directly
affects the hardware status of the port and triggers port alarms.

Speed/duplex status

Options: auto, 10M/Half, 10M/Full, 100M/Half, 200M/Full, 2000M/Half, 2000M/Full

Default: auto

Function: Configure the port speed and duplex mode.

Description: Port speed and duplex mode support auto-negotiation and forced configuration.
If it is set to "auto", the port speed and duplex mode will be automatically negotiated
according to port connecting status. When the port duplex mode changes from
auto-negotiation to forced full duplex or half duplex, the port speed will also be changed to
forced mode. It is recommended to set the parameter to auto to avoid the connection
problem caused by unmatched port configuration on both ends of link. If you set the port to
forced speed or duplex, please ensure the speed or duplex mode configurations on both

ends of the connection are the same.

Caution:

» The speed/duplex mode of a 10/100Base-TX port can be set to auto, 10M/Half, 10M/Full,
100M/Half, or 200M/Full.

» The speed/duplex mode of a 100Base-FX port can be set to 100M/Full only.

» The speed/duplex mode of a 10/100/1000Base-TX port can be set to auto, 10M/Half,
10M/Full, 100M/Half, 200M/Full, 1000M/Half, or 1000M/Full.

» The speed/duplex mode of a Gigabit fiber port can be set to auto or 2000M/Full only.

Linkup delay

Range: 0~600 (unit: 1/60 s)

Default: 0 s

Function: Configure port link up delay time. The both ends of the connection should have the
same Linkup delay configuration.

You can view port information based on Ethernet port configuration and communication
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conditions, as shown in Figure 35.

Port list
(Port Alies Type mdi Status Adminstatus  Speed Mode Flowcontrol | Loopback  Linkup delay(unit 1/60s)
11 GE |auto | down no shutdown auto auto Invalid no loophack 0
112 GE |auto | down no shutdown auto auto Invalid no loophack 0
113 GX |auto | down no shutdown auto auto Irvalid no loophack 0
14 GX |auto | down no shutdown auto auto Irvalid no loophack 0
21 | TCC | FE |auto| down no shutdown auto auto Invalid no loophack 120
212 FE |[auto| down no shutdown auto auto Invalid no loophack 0
213 FE |auto| down no shutdown auto | auto Invalid no loophack i]
24 FE |auto up no shutdown auto | auto Invalid no loophack 0
N FX |auto| down no shutdown auto | auto Invalid no loophack 0
32 FX |auto| down no shutdown auto | auto Invalid no loophack 0
33 FX |auto| down no shutdown auto auto Invalid no loophack 0
34 FX |auto| down no shutdown auto auto Invalid no loophack 0
61 FE |auto| down no shutdown auto auto Invalid no loophack 0
6/2 FE |auto| down no shutdown auto auto Invalid no loophack 0
6/3 FE |auto| down no shutdown auto auto Irvalid no loophack 0
6/4 FE |auto| down no shutdown auto auto Irvalid no loophack 0

Figure 35 Port List

5.3.2 Port Information

Click [Device Basic Configuration] — [Port configuration] — [Port debug and maintenance]
— [Show port information] to enter the port information page. It contains the port connecting

status, port type, input/output packet statistics, and other information, as shown in Figure 36.
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gre—— 5
[ Roresh

EthernetZ-3 i= up. line protocol i= up

Ethernet?2-3 iz layer 2 port. alias name i= (null), index 1= 7
Hardware iz Fast-Ethernet. address i= 00-01-00-00-03-09
PVID i= 1

MTT 10240 bytes, BW 100000 Kbit

Encapsulation ARPA, Loopbaclk not set

Auto—duplex: Hegotiation full-duple=x, Auto—speed: HNegotiation
100M bits

FlowvControl 1= off, MDI type 1= auto

Input and output rate statistics:

£ minute input rate 2935 bytesr=zec. 29 packetsssec

E minute output rate 4621 bytes=s=szec. 6 packet=.szec

The la=st 5% =second input rate 2701 bytes-=zec., 29 packetsssec
The la=t 5 =econd output rate 698 bytes-=ec. § packets<sec

Input packets statistics:

2162040 input packet=s, 217736548 bytes,., 0 no buffer

80201 unica=st packets, 116708 multicast packets, 1965131 broadca=st paclkets
0 input errors, 0 CRC, 0 frame alignment, 0 overrun, 0 ignored,

0 abort., 0 length error . 0 pause framns

Cutput packets statistics:

136566 output packet=. 93892260 bytes. 0 underruns

117989 unicast packets, 18527 multicast packets, 50 broadcast packets
0 output errors, 0 collisions . 0 pause framne

Input and output packets by length:

(R4} bytes: 818980, (6L5™127) bytes: 1255746,
{128~255) bytes=: 81301, (256~G11) byte=: 21617,
(Sl2~1023) bytes: 41904, (1024~10240) bytes: 790548

Figure 36 Port Information

5.4 VLAN Configuration

5.4.1 Introduction

One LAN can be divided into multiple logical Virtual Local Area Networks (VLANS). A device
can only communicate with the devices on the same VLAN. As a result, broadcast packets
are restricted to a VLAN, optimizing LAN security.

VLAN partition is not restricted by physical location. Each VLAN is regarded as a logical
network. If a host in one VLAN needs to send data packets to a host in another VLAN, a

router or layer-3 device must be involved.
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5.4.2 Principle

To enable network devices to distinguish packets from different VLANS, fields for identifying
VLANS need to be added to packets. At present, the most commonly used protocol for VLAN
identification is IEEE802.1Q. Table 3 shows the structure of an 802.1Q frame.

Table 3 802.1Q Frame Structure

802.1Q Header
DA SA Length/Type Data FCS
Type PRI CFlI VID

A 4-byte 802.1Q header, as the VLAN tag, is added to the traditional Ethernet data frame.
Type: 16 bits. It is used to identify a data frame carrying a VLAN tag. The value is 0x8100.
PRI: three bits, identifying the 802.1p priority of a packet.

CFI: one bit. 0 indicates Ethernet, and 1 indicates token ring.

VID: 12 bits, indicating the VLAN number. The value ranges from 1 to 4093. 0, 4094, and

4095 are reserved values.

Note:
[y
» VLAN 1 is the default VLAN and cannot be manually created and deleted.

HMOTE

» Reserved VLANS are reserved to realize specific functions by the system and cannot be

manually created and deleted.

The packet containing 802.1Q header is a tagged packet; the one without 802.1Q header is

an untagged packet. All packets carry an 802.1Q tag in the switch.
5.4.3 Port-based VLAN

VLAN partition can be either port-based or MAC address-based. This series switches
support port-based VLAN partition. VLAN members can be defined based on switch ports.
After a port is added to a specified VLAN, the port can forward the packets with the tag for
the VLAN.

1. Port Type

Ports fall into two types according to how they handle VLAN tags when they forward packets.
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» Untag port: Packets forwarded by an Untag port do not have VLAN tags. Untag ports are
usually used to connect to terminals that do not support 802.1Q. By default, all switch
ports are Untag ports and belong to VLANL1.

» Tag port: All packets forwarded by a Tag port carry a VLAN tag. Tag ports are usually
used to connect network transmission devices.

2. Port Mode

» Access: In access mode, the port must be untag and added to one VLAN; the port
cannot be tag and added to any VLAN.

» Trunk: In trunk mode, the port must be untag and added to the PVID VLAN; the port can
be tag/untag and added to any other VLAN.

3. PVID

Each port has a PVID. When receiving an untagged packet, a port adds a tag to the packet

according to the PVID. The default PVID of all ports is 1.

The PVID of an Access port is the ID of VLAN that the port belongs to, and it cannot be

configured.

The PVID of a Trunk port can be configured as one of the VLAN IDs allowed through the

port.

Table 4 shows how the switch processes received and forwarded packets according to the

port mode, port type and PVID.

Table 4 Different Processing Modes for Packets

Processing Received Packets Processing Packets to Be Forwarded
Untagged packets Tagged packets Port Type Packet Processing
» If the VLAN ID in a Forward the packet after
Untag
packet is in the list of removing the tag.

Add PVID tags to VLANSs allowed through,

packets. accept the packet. Keep the tag and forward the
Tag
» If the VLAN ID in a packet.

packet is not in the list of
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VLANSs allowed through,

discard the packet.

5.4.4 Web Configuration

1. Create or delete a VLAN.
Click [Device Basic Configuration] — [VLAN configuration] — [VLAN configuration] —
[Create/Remove VLAN] — [VLAN ID allocation] to enter the VLAN configuration page, as

shown in Figure 37.

VLAHN ID configuration
BTN -

Figure 37 Creating/Deleting a VLAN

VLAN ID

Range: 2~4093.

Function: Use different VLAN IDs to distinguish VLANS.

Description: The series switches support a maximum of 4093 VLANS.

Method: Click <Add> to create a VLAN; click <Remove> to delete the specified VLAN.

2. Configure a VLAN name.

Click [Device Basic Configuration] — [VLAN configuration] — [VLAN configuration] —
[Create/Remove VLAN] — [VLAN ID attribution configuration] to enter the VLAN name
configuration page, as shown in Figure 38.

Modify switch VLAN ID attribution

2
WVLANZ

universal »

Figure 38 VLAN Configuration

VLAN ID
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Range: all created VLANs

Function: Input the ID of the VLAN whose name is to be modified.

VLAN Name

Range: 1~11 characters

Function: Input the name of the VLAN with the specified ID.

VLAN Type

Options: universal

Default: universal

After setting is completed, the "VLAN ID Information” page lists the attribute information of all
created VLANS, as shown in Figure 39.

VLAHN ID information

1 default universal
2 WVLANZ universal
100 WLAMT00 universal
200 WLAMZ00 universal

Figure 39 VLAN List
3. Configure port mode
Click [Device Basic Configuration] — [VLAN configuration] — [VLAN configuration] — [Port
type configuration] — [Set port mode (Trunk/Access)] to enter the port type configuration

page, as shown in Figure 40.

Port mode configuration
*

Figure 40 Port Type Configuration

Port

Options: all switch ports

Type

Options: access/trunk

44



KYLAND Device Basic Configuration

Default: access

Function: Select the mode for the specified port. Each port supports only one mode.

After setting is completed, the "Port mode configuration" page lists all port types, as shown in

Figure 41.

Port mode cunﬁiuratiun

111 ACCESS
1/2 ACCEeSS
1/3 aCcCess
1/4 ACcCEess
211 ACCEeSS
202 ACCRSS
213 acCess
214 ACCESS
41 ACCEeSS
4/2 aCcCess
4/3 ACcCEess
4/4 trunk

Figure 41 Port Type Information
4. Allocate ports to the created VLANS.
Click [Device Basic Configuration] — [VLAN configuration] — [VLAN configuration] —
[Allocate ports for VLAN] — [Allocate ports for VLAN] to enter the Access port VLAN

configuration page, as shown in Figure 42.
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Allocate ports for VLAN

2 w
21 w
Lntag b

Mote: TR : Trunk mods, TG - Tag, &-CH - Serial Card, H-CH : HSR/PRP Card, T-CH - TM5S Card

11
1/2
13
1/4
214
4/4(TR)
2/

2 VLANZ Static ENET 212
4/4(TRITG)
213

100 VLAN100 Static ENET 471
4/4{TRITG)
472

200 VLAN200 Static ENET 473
4/4(TRITG)

1 default Static EMET

Figure 42 Allocating Access Ports to VLANSs
Tag Type
Option: Tag/Untag
Function: Select the type of the port to be added to the VLAN.

Caution:

> In access mode, the port must be untag and added to one VLAN.

CAUTION

> In trunk mode, the port must be untag and added to the PVID VLAN; the port

can be tag/untag and added to any other VLAN.

5. Configure the PVID for a Trunk port.
Click [Device Basic Configuration] — [VLAN configuration] — [VLAN configuration] — [Trunk
port configuration] — [VLAN setting for trunk port] to enter the Trunk port VLAN configuration

page, as shown in Figure 43.
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Set trunk native

1M

2

Figure 43 Trunk Port PVID Configuration
Trunk Port
Options: all Trunk ports
Trunk Native VLAN (pvid)
Options: all created VLANSs
Default: 1

Function: Configure the PVID for a Trunk port.

Description: No matter whether a port does not exist in a VLAN or exists in a VLAN in the

form of Untag/tag, after the PVID is specified, this port will be added to the VLAN in the form

of Untag.

Method: Click <Default> to restore the PVID of selected Trunk port to 1.

6. Configure VLANS for a Trunk port, as shown in Figure 44.

Configure Trunk Port Allow VLAN

11

Tag

Add Delete

Figure 44 Configuring VLANS for a Trunk Port
Trunk Port
Options: all Trunk ports
Tag Type
Option: Tag/Untag

Function: Select the type of the trunk port to be added to the VLAN.

Trunk Allow VLAN List
Options: all created VLANs
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Default: all created VLANS
Function: Configure VLANS for the selected Trunk port.
After setting is completed, the VLAN information of all Trunk ports is displayed, as shown in

Figure 45.

11 2 1 2:100
4/4 1 2:100:200 1

Figure 45 VLAN Configuration of Trunk Ports
7. Configure VLAN ingress rule for a port.
Click [Device Basic Configuration] — [VLAN configuration] — [VLAN configuration] —
[Enable/Disable VLAN ingress rule] — [Enable/Disable VLAN ingress rule] to enter the

VLAN ingress rule configuration page, as shown in Figure 46.

Enable/Disable VLAHN ingress rule

S
Disable

Figure 46 Configuring VLAN Ingress Rule

Options: Enable/Disable

Default: Enable

Function: Enable or disable the VLAN ingress rule for a port.

Description: If this function is enabled, the port checks the VLAN ID of a packet against its
allowed VLAN list upon receiving the packet. If a match is found, the port forwards the
packet; otherwise, the packet is discarded. If this function is disabled, the port forwards all
packets without checking their VLAN IDs.

After setting is completed, all VLAN ingress rules information is displayed, as shown in

Figure 47.
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an =X Enable
af2 GX Disable
33 (B3 Enable
a4 ) Enahle
41 FE Disable
472 FE Enable
473 FE Enable
474 FE Enable

Figure 47 VLAN Ingress Rule Information
8. Configure VLAN-aware
Click [Device Basic Configuration] — [VLAN configuration] — [VLAN configuration] —
[VLAN-aware] — [VLAN-aware] to enter the VLAN ingress rule configuration page, as shown

in Figure 48.

VLAN-aware Configuration

Figure 48 VLAN-aware Configuration

Option: Aware/Unaware

Default: Aware

Function: When Aware is selected, the device identifies and judges the VLAN according to
the IEEE802.1Q protocol and forwards packets properly. When Unaware is selected, the
device does not judge the VLAN ID of an unknown unicast packet and forwards the packet to
any port (broadcast); the device does not judge the VLAN ID of a known unicast packet and
forwards the packet to a relevant port according to the MAC address table.

9. View the information about all created VLANS.

Click [Device Basic Configuration] — [VLAN configuration] — [VLAN debug and

maintenance] — [Show VLAN] to enter the VLAN information page, as shown in Figure 49.
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_ VLANID  Mame Ty Meda  Potid
1/1(TRTG)
1/2
13
1/4
2/4
4/4(TR)
1/1(TR)
2/1
22
AI4(TRITG)
1/1(TR)
273
411
A4(TRITG)
472

200 VLAN200 Static ENET 473
A4(TRITG)

1 default Static EMET

2 WLAMZ Static EMET

100 WLAMNT00 Static EMET

Figure 49 VLAN Information

5.4.5 Typical Configuration Example

As shown in Figure 50, the entire LAN is divided into 3 VLANs: VLAN2, VLAN100, and
VLANZ200. It is required that the devices in the same VLAN can communicate with each
other, but different VLANS are isolated. The terminal PCs cannot distinguish tagged packets,
so the ports connecting Switch A and Switch B with PCs are set to access port. VLANZ,
VLAN2100, and VLAN200 packets need to be transmitted between Switch A and Switch B, so
the ports connecting Switch A and Switch B should be set to trunk port, permitting the
packets of VLAN 2, VLAN 100, and VLAN 200 to pass through. Table 5 shows specific

configuration.

Table 5 VLAN Configuration
VLAN Configuration
VLAN2 Set port 2/1 and port 2/2 of Switch A and B to untag ports, and port 4/4 to tag port.
VLAN100 Set port 2/3 and port 4/1 of Switch A and B to untag ports, and port 4/4 to tag port.
VLAN200 Set port 4/2 and port 4/3 of Switch A and B to untag ports, and port 4/4 to tag port.
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> VLAN200
Désktop PC

p-

Desktop PC

Switch A

Switch B

VLAN200 g
g Desktop P

Desktop

VLAN100

Figure 50 VLAN Application

Configurations on Switch A and Switch B:

1. Create VLANZ2, VLAN100, and VLAN200, as shown in Figure 37.

2. Configure ports 2/1, 2/2, 2/3, 4/1, 4/2, 4/3 as Access ports, and port 4/4 as Trunk port, as
shown in Figure 40.

3. Add ports 2/1 and 2/2 to VLANZ2 as untag ports; ports 2/3 and 4/1 to VLAN100 as untag
ports; ports 4/2 and 4/3 to VLANZ200 as untag ports; port 4/4 to VLAN2, VLAN100, VLAN200

as tag port, as shown in Figure 42.
5.5 PVLAN Configuration
5.5.1 Introduction

PVLAN (Private VLAN) uses two layers isolation technologies to realize the complex port
traffic isolation function, achieving network security and broadcast domain isolation.

The upper VLAN is a shared domain VLAN in which ports are uplink ports. The lower VLANSs
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are isolation domains in which ports are downlink ports. Downlink ports can be assigned to
different isolation domains and they can communicate with uplink port at the same time.

Isolation domains cannot communicate to each other.

/

- _ S T 10/@

vll ...

Figure 51 PVLAN Application
As shown in Figure 51, the shared domain is VLAN100 and the isolation domains are VLAN
10 and VLAN 30; the devices in the isolation domains can communicate with the device in
the share domain, such as VLAN 10 can communicate with VLAN 100; VLAN 30 can also
communicate with VLAN 100, but the devices in different isolation domains cannot

communicate with each other, such as VLAN 10 cannot communicate with VLAN 30.
5.5.2 Explanation

PVLAN function can be implemented through special configuration on ports.

» The PVID of uplink ports are the same as shares domain VLAN ID; the PVID of downlink
ports are the same as their own isolation domain VLAN ID.

» The uplink ports are set to untag and are assigned to the shares domain VLAN and all
isolation domains; the downlink ports are set to untag and are assigned to the shared

domain VLAN and own isolation domain.
5.5.3 Typical Configuration Example

Figure 52 shows PVLAN application. VLAN300 is a shared domain and port 1 and port 2 are
uplink ports; VLAN100 and VLANZ200 are isolation domains and ports 3, 4, 5, and 6 are

downlink ports.
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VLAN 300

&P

LOILL

YLAN 104 VLAN 200

Figure 52 PVLAN Configuration Example
Switch configuration:
1. Create VLAN300, VLAN 100, VLAN 200, as shown in Figure 37.
2. Configure ports 1, 2, 3, 4, 5, 6 as trunk ports, as shown in Figure 40.
3. Add ports 1~6 to VLAN300 as untag ports; ports 1~4 to VLAN100 as untag ports; ports 1,
2, 5, 6 to VLAN200 as untag ports, as shown in Figure 42.
4. Configure the PVID of ports 1 and 2 to 300; the PVID of ports 3 and 4 to 100; the PVID of

ports 5 and 6 to 200, as shown in Figure 43.
5.6 Port Mirroring
5.6.1 Introduction

With port mirroring function, the switch copies all received or transmitted data frames in a
port (mirroring source port) to another port (mirroring destination port). The mirroring
destination port is connected to a protocol analyzer or RMON monitor for network monitoring,

management, and fault diagnosis.
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5.6.2 Explanation

A switch supports only one mirroring destination port but multiple source ports.
Multiple source ports can be either in the same VLAN, or in different VLANs. Mirroring
source port and destination port can be in the same VLAN or in different VLANS.

The source port and destination port cannot be the same port.

Caution:
Mirroring destination port and port channel are mutually exclusive. The mirroring destination

CAUTION

port cannot be added to a port channel, and the port in a port channel cannot be set to a

mirroring destination port.

5.6.3 Web Configuration

1. Select the mirroring source port and mirroring mode.
Click [Device Basic Configuration] — [Port mirroring configuration] — [Mirror configuration]
to enter the mirroring source port configuration page, as shown in Figure 53.

Port mirroring configuration

1 W

(4 v

1M e

Reset Del

Figure 53 Mirroring Source Port Configuration

Session

Option: 1~7

Default: 1

Function: Select a mirroring group.
Mirror Direction

Options: rx/tx/both

Default: both

Function: Select the data to be mirrored in the mirroring source port.
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Description: rx indicates only the received packets are mirrored in the source port.

tx indicates only the transmitted packets are mirrored in the source port.

Both indicates both transmitted and received packets are mirrored in the source port.
Source port

Options: all switch ports

Function: Select the mirroring source port. You can select multiple source ports.

2. Select the mirroring destination port, as shown in Figure 54.

1 L
1/4 w

Figure 54 Mirroring Destination Port Configuration

Session

Option: 1~7

Default: 1

Function: Select a mirroring group.

Destination port

Options: all ports other than the source port

Function: Select the mirroring destination port.

Description: Set a port to a mirroring destination port. There is only one mirroring destination
port. The mirroring destination port cannot be a member of a port channel. It is better that the
throughput of the destination port is larger than or equal to the total throughputs of its source

ports.
5.6.4 Typical Configuration Example

As shown in Figure 55, the mirroring destination port is port 2 and the mirroring source port

is port 1. Both transmitted and received packets on port 1 are mirrored to port 2.
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-
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Figure 55 Port Mirroring Example

1. Set port 2 to the mirroring destination port, as shown in Figure 54.

2. Set port 1 to the mirroring source port and the port mirroring mode to both, as shown in

Figure 53.

5.7 Port Storm Control

5.7.1 Introduction

Port storm control is to limit the port-received broadcast/multicast/unknown unicast packets.

When the rate of broadcast/multicast/unknown unicast packets received on the port exceeds

the configured threshold, the system will discard excess broadcast/multicast/unknown

unicast packets to keep the broadcast/multicast/unknown unicast traffic within the allowable

range, ensuring normal network operation.

5.7.2 Web Configuration

1. Configure the port storm control threshold.

Click [Device Basic Configuration] — [Port Storm Suppression configuration] — [Port Storm

Suppression configuration] to enter the configuration page, as shown in Figure 56.

Port Storm Suppression threshold configuration
21 v khps v 1000

Reset

Figure 56 Port Storm Control Threshold Configuration
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Port name

Options: all switch ports

Function: Select the ports that need rate limiting.

Rate Unit:

Options: bps/kbps/percent

Function: Select the unit of the threshold.

Rate Value:

Range: 1~1000000kbps/1~1000000000bps/1~100 Percent

Default: 0, when the value is 0, port storm control is disabled.

Function: Configure the threshold for port rate limiting and the packets that exceed the
threshold will be dropped. The value range depends on the actual port speed. For detalils,
see Table 6.

Description: The threshold of Fast Ethernet port is in the range of
1~100000kbps/1~100000000bps; the threshold of Gigabit Ethernet port is in the range of
1~1000000kbps/1~1000000000bps. Percent corresponds to the port bandwidth, for
example, if the rate limiting value of a 100M port is 60%, the port begins to discard data after
receiving 60M data traffic.

Table 6 Value Range of Port Rate Threshold

Port Rate Threshold Unit Step Value Range

bps 512 512~10000000
10M

kbps Not recommended Not recommended

bps 5120 5120~100000000
100M

kbps 5 5~100000

bps 51200 51200~1000000000
1000M

kbps 50 50~1000000

2. Select the type of packets to be controlled, as shown in Figure 57.
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Port Storm Suppression Type configuration
21 b [Multicast b Enable v

Reset

Figure 57 Configuring the Packets to Be Controlled

Port name

Options: all ports on which port storm control is enabled
Suppression Type

Options: Multicast/broadcast/dIf

Function: Select the type of packets to be controlled.
Function

Options: Enable/Disable

Default: Disable

Function: Enable or disable the control on the type of packets.

.‘ Note:
e
On each port, only one threshold can be configured. The threshold takes effect on the

MOTE

configured packet type.

5.7.3 Typical Configuration Example

Enable the unknown multicast storm control on port 1/1 with the bandwidth threshold of
1000kbps.

Configuration process:

1. Select port 1/1 and set rate unit to kbps and rate value to 1000kbps, as shown in Figure
56.

2. Set packet type to multicast, as shown in Figure 57.
5.8 Port Isolation
5.8.1 Introduction

To implement isolation of packets on layer 2, you can add ports to different VLANs. However,
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this method will cause a waste of limited VLAN resources. By adopting the port isolation
feature, you can isolate ports in the same VLAN from each other. User only needs to add
port to isolation group, and the isolation of data in layer 2 among ports of the isolation group
would be realized because the ports in the isolation group would not forward packets to other
ports of the isolation group. The port isolation function provides users with a more secure

and flexible networking solution.

Note:

MOTE

» Ports of the isolation group can only be ports from the same switch.

» One device supports a maximum of 14 isolation groups, and there is no limit to the number
of Ethernet ports in each group.

» Following the configuration of the isolation group, only the packets among the ports of the
isolation group could not exchange with each other, the communication between the ports
within the isolation group and the ports outside the isolation group would not affected.

> lIsolated port and port channel are mutually exclusive. The port of isolation group cannot be
added to a port channel, and the port in a port channel cannot be added to an isolation

group.

5.8.2 Web Configuration

Enable the port isolation, as shown in Figure 58.

Port isolate
O0odboobotbo|b|f)|
] 1 11,102,103
O 2 411 412
I:l 3 413 414

oo

Figure 58 Port Isolation Configuration
Port isolate

Options: Enable/Disable
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Default: Disable

Function: Enable or disable the port isolate.

Caution:

One port is added to only one isolation group.

5.8.3 Typical Configuration Example

Connect PC1, PC2, and PC3 to the Ethernet port 1, 2, and 3 of the switch, and connect port
4 to the external network. Ports 1, 2, 3, and 4 are in the VLAN 1. PC1, PC2, and PC3 cannot
communicate with each other, but they can access the external network, as shown in Figure

59.

PC1 PC2 PC3

Figure 59 Port Isolation configuration Instance

Add port 1, 2, and 3 to the isolation group to isolate PC1, PC2, and PC3, as shown in Figure
58.

5.9 Port Channel
5.9.1 Introduction

Port channel is to bind a group of physical ports that have the same configuration to a logical

port to increase bandwidth and improve transmission speed. The member ports in a same
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group share traffic and serve as dynamic backups for each other, improving connection
reliability.

Port group is a physical port group on the configuration layer. Only the physical ports that
join in port group can participate in link aggregation and become a member of port channel.
When physical ports in a port group meet certain conditions, they can conduct port
aggregation and form a port channel and become an independent logical port, thereby

increasing network bandwidth and providing link backup.
5.9.2 Implementation

As shown in Figure 60, three ports on Switch A and Switch B aggregate to form a port

channel. The bandwidth of the port channel is the total bandwidth of these three ports.

@ Switch A

Port Channel —»(]| D

@ Switch B

Figure 60 Port Channel

If Switch A sends packets to Switch B by way of the port channel, Switch A determines the
member port for transmitting the traffic based on the calculation result of load sharing. When
one member port of the port channel fails, the traffic transmitted through the port is taken

over by another normal port based on load sharing algorithm.

5.9.3 Explanation

The series switches support a maximum of 8 port groups and each group contains a

maximum of 8 member ports.
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Caution:

> A port can be added to only one port group.

» Port channel and isolated port are mutually exclusive. The port in a port channel cannot be
added to an isolation group; the port of isolation group cannot be added to a port channel.

» Port channel and mirroring destination port are mutually exclusive. The port in a port channel
cannot be configured as a mirroring destination port; the mirroring destination port cannot be

added to a port channel.

5.9.4 Web Configuration

1. Configure load sharing mode of port channel.
Click [Device Basic Configuration] — [Port channel configuration] — [LACP port group

configuration] to enter the configuration page, as shown in Figure 61.

Laad balance mode configuration

Load balance mode mac—only w

Figure 61 Load Sharing Mode Configuration
Load balance mode
Options: mac-only/ip-only/mac-ip/ip-l4/mac-ip-14
Default: mac-only
Function: Set the load sharing mode of port channel.
Description: mac-only indicates MAC address-based load sharing.
ip-only indicates IP address-based load sharing.
mac-ip indicates load sharing based on MAC address and IP address.
ip-14 indicates load sharing based on IP address and TCP/UDP port number.
mac-ip-14 indicates load sharing based on MAC address, IP address, and TCP/UDP port
number.
Explanation: If load sharing mode needs to be changed after a port channel is formed, the

change will take effect after the next aggregation.
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2. Create or delete a port group, as shown in Figure 62.

LACP port group configuration

|Add port Zroup IZI

Figure 62 Port Channel Configuration

LACP group number

Range: 1~8

Function: Set the port group number with a maximum of 8 port groups.

Operation type

Options: add port group/remove port group

Default: add port group

Function: Create or delete a port group.

After setting is completed, the "port group table" page lists all created port groups and load

sharing modes, as shown in Figure 63.

iort iroui table

3 mac-only
2 mac-only
1 mac-only

Figure 63 Port Group List
3. Configure a port group member.
Click [Device Basic Configuration] — [Port channel configuration] — [LACP port
configuration] to enter the configuration page, as shown in Figure 64.

LACP Port configuration

2 w
11 W
Add port to group b

[ ony |

Figure 64 Port Group Member Configuration
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LACP group number

Options: all created port group numbers

Port

Options: all switch ports

Function: Select the port to be added to or deleted from a port group.

Description: The member ports in a same port group have the same port attributes.
Operation type

Options: Add port to group/Remove port from group

Default: Add port to group

Function: Add a port to or remove a port from a port group.
5.9.5 Typical Configuration Example

As shown in Figure 60, add three ports (port 1, 2, and 3) of Switch A to port group 1 and
three ports (port 1, 2, and 3) of switch B to port group 2. Use network cables to connect
these ports to form a port channel, realizing load sharing among ports. (It is assumed that
the three ports on Switch A and B have the same attributes respectively.)

Configuration on switches:

1. Add port group 1 on Switch A, as shown in Figure 62.

2. Add port 1, 2, and 3 to port group 1, as shown in Figure 63.

3. Add port group 2 on Switch B, as shown in Figure 62.

4. Add port 1, 2, and 3 to port group 2, as shown in Figure 63.

5.10 Telnet Server Configuration
5.10.1 Introduction

Telnet is a protocol for accessing remote terminals. You can log in to a remote host by using
the IP address or host name through Telnet.  Telnet can transmit your commands to the
remote host and return the output of the remote to your display through TCP.

Telnet adopts the client/server mode. The local system is the client, while the remote host is
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the server. This series switches can serve as a Telnet server or client.

When a switch serves as a Telnet server, you can log in to the switch by using the Telnet
client software in the Windows or other OSs. When the switch serves as a Telnet server, it
can establish TCP connections with a maximum of 5 Telnet clients.

When the switch serves as a Telnet client, you can use Telnet commands in the general view
to log in to other remote hosts. When serving as a Telnet client, the switch can establish TCP
connection with only one remote host. To establish TCP connection with another host, the

switch must disconnect the connected host first.
5.10.2 Web Configuration

1. Enable the Telnet server function.
Click [Device Basic Configuration] — [Telnet server configuration] — [Telnet server user

configuration] to enter telnet server configuration page, as shown in Figure 65.

Telnet Server Configuration

Telnet serer State Open w

Figure 65 Telnet Server Configuration
Telnet server state
Configuration items: open/close
Default: open
Function: Enable or disable the Telnet server function.
Description: Open means that Telnet clients can log in to the switch. Close means that Telnet

clients cannot log in to the switch.

Note:

e
D The switch can work as a Telnet client to log in to a remote host regardless of whether the

MOTE

function is enabled.

2. Configure security IP address for Telnet client login.
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Click [Device Basic Configuration] — [Telnet server configuration] — [Telnet security IP] to

enter security IP address configuration page, as shown in Figure 66.

Telnet server Security IP
192, 168. 1. 32 |

Figure 66 Telnet Server Security IP

Security IP address

Format: A.B.C.D

Function: Configure security IP address for Telnet client login when the switch works as a
Telnet server.

Description: If the security IP is not set, there is not restriction on Telnet client's IP address.
After the security IP addresses are set, only the client with a security IP address can log in to
and configure the switch by Telnet.

A switch allows a maximum of 32 security IP addresses. By default, no security IP address is
configured.

After setting is completed, the "Telnet server Security IP list" displays Telnet client IP

addresses that can log in to the switch, as shown in Figure 67.

192.168.1.30
192.168.1.31
192.168.1.32
192.168.1.33
192.165.1.34
192.168.1.35

Figure 67 Security IP Address List
5.11 SSH Server Configuration
5.11.1 Introduction

SSH (Secure Shell) is a network protocol for secure remote login. It encrypts all transmitted

data to prevent information disclosure. When data is encrypted by SSH, users can only use
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command lines to configure switches.
The switch supports the SSH server function and allows the connection of multiple SSH
users that log in to the switch remotely through SSH, but a maximum of two users can

connect to the switch at a time.

5.11.2 Secret Key

The unencrypted message is called plaintext, and the encrypted message is called cipher
text. Encryption or decryption is under the control of the secret key. A secret key is a specific
character string and is the only parameter to control the transformation between plain text
and cipher text, working as a Key. Encryption can change plain text to cipher text, while
decryption can change cipher text to plain text.

The key-based security authentication needs secret keys, and each end of the
communication has a pair of secret keys, private key and public key. Public key is used to
encrypt data, and the legal owner of private key can use the private key to decrypt the date

to guarantee the data security.

5.11.3 Implementation

In order to realize the SSH secure connection in the communication process, the server and
the client experience the following five stages:

Version negotiation stage: currently, SSH consists of two versions: SSH1 and SSH2. The
two parties negotiate a version to use.

Key and algorithm negotiation stage: SSH supports multiple types of encryption algorithms.
The two parties negotiate an algorithm to use.

Authentication state: the SSH client sends an authentication request to the server and the
server authenticates the client.

Session request stage: the client sends a session request to the server after passing the
authentication.

Session stage: the client and the server start communication after passing the session

request.
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5.11.4 Web Configuration

» SSH server configuration steps:

Click [Device Basic Configuration] — [SSH Server Configuration] — [SSH server
configuration] to enter the SSH server configuration page.

1. Disable SSH status.

2. Click <Destroy> to destroy the old key pair, as shown in Figure 68.

S5H Server Configuration

Authentication |
Retry Times

|.;1_1 0)

Lecal Key Pair Create Destroy

Local Key Value

Figure 68 Destroy the Old Key Pair

3. Click <Create> to create a new key pair.
4. Enable SSH protocol and configure the SSH server, as shown in Figure 69.

S5H Server Configuration

Authentication | 10 | .
Retry Timss (1-10)

Local Key Pair E}estray

Local Key Value

Figure 69 SSH Server Configuration

Server state
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Option: Open/Close

Default: Close

Function: Enable/Disable SSH protocol. If it is enabled, the switch works as the SSH server.
Authentication Retry Times

Configuration range: 1~10

Default: 10

Function: set the number of attempts to log into SSH server.

Local Key Pair

Configuration options: Create/Destroy

Function: create or destroy the local key pair of the SSH server. Please create a local key
pair before enabling SSH server; destroy the old key pair before creating a new key pair.
Local Key Value

Function: show the local key value. Click <Create> to automatically generate the key value.

» Configure security IP address for SSH client login.
Click [Device Basic Configuration] — [SSH Server Configuration] — [SSH security IP] to
enter security IP address configuration page, as shown in Figure 70.

S55H Server Security IP
192.165.0.184

192.165.0.23

Figure 70 SSH Sever Security IP Configuration

Security IP Address

Format: A.B.C.D

Function: Configure security IP address for SSH client login when the switch works as a
SSH server. If the security IP is not set, there is not restriction on SSH client's IP address.

After the security IP addresses are set, only the client with a security IP address can log in to
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and configure the switch by SSH.
Explanation: A switch allows a maximum of 6 security IP addresses. By default, no security

IP address is configured.
5.11.5 Typical Configuration Example

The Host works as the SSH client to establish a local connection with switch, as shown in

Figure 71.

S5H client SSH server

192.168.0.23 192.168.0.2 @

Host Switch

Figure 71 SSH Configuration Example
» SSH user chooses the authentication type of “password”.
1. Destroy the old key pair of the server, create a new key pair and start SSH server, see
Figure 68, Figure 69.
2. Set SSH user name to 333, service to SSH, authen-type to password, password to 333,
see Figure 29.
3. Establish the connection with the SSH server. First, run the PuTTY.exe software, as
shown in Figure 72; input the IP address of the SSH server "192. 168.0.2" in the space of

Host Name (or IP address).
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ﬂ FulITY Configuration

Categary:

[=- Seszion B azic optiong for pour PuTTY seszion
L.Dggmg Specify the destination you want to connect to

[=I- Terrninal

Haost Hame [or IP addresz] Part

K.epboard
Bel 192168.0.2 22
Features Connection bpe:

= ‘Window (O Raw O Telmet () Rlogin &) 55H (O Serial
A

ppea.rance Load, zave or delete a stored zeszion
B ehaviour
Tramalstian Saved Sessions
Selection
Colours :
Default Settings

[=- Connection
Prowy
Rlogin

55H
Sl Cloze window on exit;
O hways (O Never (&) Only on clean exit
(o [ s

Figure 72 SSH Client Configuration

4. Click <Open> button and following warning message appears shown in Figure 73, click

the </Z(Y)> button.

PuTTY Security Alerxrt §|

' WHEHING - FPOTEHTIAL SECURITY BEEACH!
e

The serwver’ s host ey does not match the ome PuTTY has
cached i1n the regzistry. Thiz means that either the
server administrator has changed the host key, or you
hawve actually commected to another computer pretending
to be the serwver.

The new rza? key fingerprint 1s:

ssh-rsa 1039 51:90:40:e1:91:T4:be 4 5e bB:42: 49 b6 2 T3  cd
If wou were expecting this change and trust the new kew,
hit Tes to update FulTY = cache and continue conmecting
If wou want to carry on commecting but without updating
the cache, hit Ho.

If wou want to abandon the conmection completelsy, hit
Cancel. Hitting Cancel 15 the OHLY zuaranteed safe
choice.

| 2w || &F®@ | [HE T

Figure 73 Warning Message
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5. Input the user name "333" and the password "333" to enter the switch configuration
interface, as shown in Figure 74.

22 192_168.0.2 — PulIY

login as

0.2'=s password:

Figure 74 Login Interface of the SSH Password Authentication

» SSH user chooses the authentication type of "Key".

1. Destroy the old key pair of the server, create a new key pair and start SSH server, see
Figure 68, Figure 69.

2. Configure SSH client, see Figure 31, run PuTTYGen.exe in the client, click <Generate>

button to generate the client key pair, as shown in Figure 75.
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& PulIY Eey Generator

File Eey Comwersionz Help
Fep
Mo key.
Actionz
Generate a public/private key pair | Generate |
Load an existing private key file [ Load ]
Save the generated key
Farameters
Twpe aof key to generate;
1 55H-1 [R5 (%) 55H-2 RSA (I55H-2 DSA
Murnber of bitz in a generated key: 1024

Figure 75 Generate the Client Key

3. In the generation process, please move the mouse in the screen, otherwise, the progress

bar does not move forward and the generation stops, as shown in Figure 76.
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& PulIY Eey Generator

File Eey Comwersionz Help
Fep
Pleaze generate zome randomnezs by mowving the mowuze over the blank area.

Achions

Generate a public/private key pair
Load an existing private key file

Save the generated key

FParameters

Twpe aof key to generate;

Murnber of bitz in a generated key: |:|

Figure 76 Key Generation

4. As Figure 77 shows, click <Save private key> to save the private key as 444.ppk, and

copy the public key to the space of Key Value in the SSH Key Configuration interface and

input the key name 444, as shown in Figure 31.
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& PulIY Eey Generator

File Eey Comwersionz Help
Key
Public key for pasting into Open55H authorzed _lkeys file:
gshTs3
AAAABINzAC Tyc ZEAAAABIGAAAIEAMI 7o B0ew 0 SHonk GESOC TRENGQ BBz Suyud T
LOhgAnCDEyGRP & Z 7SS ESCmBuhghCa IRSREW34Ruo 14WGuagvVOaSEms Dyl

BOLy4Q0VYm TtdgiR4s SKKAEA3EW ZoJp WG AP AINLptz6 Dp M=z+C0/PLmiGi 521 RW
W78BghDM= rsakey-20140918

Ky fingerprint; | sshsa 1024 d4:8abaac:d3 b7 2e:29:10:3e:93.c3.74:34:c5:75 |
Key comment: |rsakey-20140918 |
ey passphrase: | |

Corfim passphrase: |

Actions

Generate a public./private key pair [ Generate l
Load an existing private key file [ Load ]
Save the generated key Save public key ] [ Save private key ]
Parameters

Type of key to generate:
) 55H-1 (RSA) (%) 55H-2 R5A () 55H-2 DSA

Mumber of bits in a generated key: 1024

Figure 77 Generate the Key Value
5. Set SSH user name to 444, service to SSH, authen-type to key, key name to 444, see

Figure 29

6. Establish a connection with the SSH server. First, run the PuTTY.exe software, as shown
in Figure 78; input the IP address of the SSH server "192.168.0.2" in the space of Host

Name (or IP address).
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7. Click [SSH] —[Auth] in the left side of the Figure 78, and the screen shown in Figure 79

ﬂ PulTY Configuration

Cateqgary:

= Terminal
F.eyboard
EBell
Features
=) window
Appearance
Behaviour
Tranzlation
Selection
Colours
=) Connection
Data
Prosy
Telnet
Rlogin
= 55H
Kex
TTY
11
Tunrnels
Bugs

W

B azic options for your PuT T seszion

Specify the dezstination vou want ko connect o

Host Hame [or IP address] Part
192.168.0.3 | |22 |
Connection type:

() Raw () Telmet (O Rlogin & 55H ) Senial

Load, zave or delete a stored session
Saved Seszionz

Default Settings Load

Save

ddfd

Delete

Cloze window on exit;

O dhwaps (I MNever (&) Only on clean exit

[ Open l [ LCancel

Figure 78 SSH Client Configuration of the “key” Authentication

appears, click <Browse> and choose the private file saved in the step 4.
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ﬂ PulTY Configuration

Cateqgary:
F.eyboard - Dptions contraling S5H authentication
EBell
Features [ | Bypass authentication entirely (S5H-2 only)
= Winiuw Authentication methodz
Earance
BEEavinur Atternpt authentication uzing Pageant
Tremakiim [ ] Atternpt TIS or CryptoCard auth [SSH-1]
S election Atternpt "keyboard-interactive auth [S5H-2]
oo I:Dh:'t!'lrs Authentication parameters
onnection
Data [ ] &llows agert forwarding
Prosy [] &llow attermpted changes of usemame in S5H-2
Telnet Private key file for authentication:
Rilogin C:hDocurments and Settings'Administratc
= 55H
Kex
Auth
TTY
11
Tunrnels
Bugs
Senal b
Open ][ Cancel

Figure 79 Choose the Key File

8. Click <Open> button; input the user name to enter the switch configuration interface, as

shown in Figure 80.
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= 192_168.0.2 — PuITY

login as: 444

SWITC HI

Figure 80 Login Interface of the SSH Public Key Authentication

5.12 SSL Configuration
5.12.1 Introduce

SSL (Secure Socket Layer) is a security protocol and provides the security link for the
TCP-based application layer protocol, such as HTTPS. SSL encrypts the network
connection at the transport layer and uses the symmetric encryption algorithm to guarantee
the data security, and uses the secret key authentication code to ensure the information
reliability. This protocol is widely used in Web browser, receiving and sending emails,
network fax, real time communication, and so on, providing an encryption protocol for the
security transmission in the network.

Once a switch enables SSL, users must use the secure link https, such as

https://192.168.0.2, to access the switch.
5.12.2 Web Configuration

1. Enable HTTPS protocol
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Click [Device Basic Configuration] — [SSH configuration] — [SSH Configuration] to enter the
SSL configuration page, as shown in Figure 81.

S5L Configuration

Apply

mgCH+YoPekt4Zkj2z5IRfmTWrycEsnpnOR+tGeghj kCe
Z26/3609191RvEDNIVI/i
xv2df0EFeMr00IkDAdTHAAIWgF kS 2 ZTAY 2 Qhdgenk THME
1joejgu¥=02DOT0T+wpH
irCbpESxAZLySCnPPg=——

[ >

<

rHEuDoebgp UAAXM4wIfepefZSNOEVTRECTIQCEEV j anplUw
vEZRMISby02oUk9takishk
PzPEfAfNPYABCIQIhAJXNQDWygwn,/ 1GnR1lcgY¥2yanZl+
SwivHGatLrcDnQHxLIiED
VRl1EGoBEESu+EWwICimM4BZGEoTkTiFdkgLJRIntT3al=

(>

£

Add

Figure 81 Enable HTTPS Protocol
Server state
Option: Enable/Disable
Default: Disable
Function: Enable or disable the SSL protocol.
Explanation: After enabling SSL, users must use the secure link https://ip address to access
the switch.
Certificate/Private key
Function: Input correct certificate and private key, then click <Add> button to import them to

switch.

Caution:
The default certificate and private key provided by the company have already been imported to

CAUTION

the switch. Users can enable SSL protocol directly and access the switch in HTTPS mode.

2. Input the username and password to successfully log into switch through HTTPS.
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5.13 File Transmission Service

File transmission service enables mutual file backup between the server and the client.
When a file on the server (or client) is changed, you can obtain the backup file from the client
(or server) through FTP/TFTP/SFTP.

The switch can serve as the client or server to upload and download files through

FTP/TFTP/SFTP.

Note:

MOTE

For SFTP service, this switch only support SFTP Client service, that means this switch just can

serve as client to upload and download files through SFTP.

5.13.1 TFTP Service

1. The switch works as the TFTP client.
» First, install TFTP server, as shown in Figure 82. In Current Directory, browse the file

storage path in use. Input the server IP address in Server interface.

"s Tftpd32 by Ph. Jounin

Current Directory | D:\wiMsoft_2000451COM3028GPT-TC + | Browse

Server interface |'IE|2.'I FA0.23 j Show Dir
Thp Server l Thp Elient] DHCP server] Swslog server] DM5 server] ik

pEer file: gtart time | progress

Settingz Help

Figure 82 TFTP Server Configuration
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» Click [Device Basic Configuration] — [File transmit] — [TFTP Service] — [TFTP client

service] to enter TFTP client configuration page, as shown in Figure 83.

TFTP client service

182, 168, 0. 23 |

|cunfig.txt |

|startup—cnnfig |

|binary VW

Upload to PC Download to Dewice

Figure 83 TFTP Client Service

Server IP address
Format: A.B.C.D
Description: Input the server IP address.
Local file name
Range: 1~100 characters
Description: Input the file name of the switch.
Server file name
Range: 1~100 characters
Description: Input the file name of the server.
Transmission type:
Configuration items: binary/ascii
Default: binary
Function: Select the file transmission standard.
Explanation: ascii means using ASCII standard to transmit file; binary means using binary
standard to transmit file.
Method: Click <Upload to PC> to upload the file from switch to server or <Download to
Device> to download file from server to switch.
» When file transmission succeeds, the following information appears on the Web

interface, as shown in Figure 84 and Figure 85.
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Begin to =end file. please wait. ..

File transfer comnplete.
Clo=e tftp client.

Figure 84 Successful File Upload through TFTP

Begin to receive file, plea=ze wait. ..

File transfer complete.

Fecv total 2087 bytes

Write "config.txt" to fi1le system 0.0 %
Write "config. t=t" to file sy=stem 100.0 %
Clo=e tftp client.

Figure 85 Successful File Download through TFTP

Caution:
» In the file transmission process, keeps the TFTP server running.

CAUTION

» Software version file is not a text file, and it must adopt the binary standard for transmission

2. The switch works as the TFTP server.
Click [Device Basic Configuration] — [File transmit] — [TFTP Service] — [TFTP server

service] to enter the TFTP server configuration page, as shown in Figure 86.

TFTP server service

| Open v|

20 |

E |

Figure 86 TFTP Server Service
Server state
Configuration items: Close/Open
Default: Close
Function: Enable/Disable the TFTP server function.

TFTP Timeout
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Range: 5~3600s

Default: 20s

Function: Configure the timeout of TFTP server connection.

TFTP Retransmit times

Range: 1~20

Default: 5

Function: Configure the retransmission times of TFTP server during timeout.

» Install TFTP client software, as shown in Figure 87. Input switch IP address in Host; select
the client file storage path in Local File; input the file name saved in switch in Remote File;

click <Get> to download file from switch to client; click <Put> to upload client file to switch.

" Tftpd32 by Ph- Jounin M=
Current Directory |E:HDncuments and Settingshuset L ﬂ Erowsze

Server interface | 192 168.1.23 j Show Dir

Tip Server  THp Client l DHCP server ] Syzlog server ] DMS server] Log viewer]
Host  |1921681.7 Port
Local File |E:'xD ocuments and Settingsh

Remate File |'3':'f'lfiEl-th
Block | Defaut -
=3 | Flau J

About I Settingz | Help

Figure 87 TFTP Client Configuration

Caution:

During file transmission, keep TFTP client software running.

5.13.2 FTP Service

1. The switch works as the FTP client.

» First, install FTP server. Click [Security] — [users/rights] to open the dialog box. Click

<new user> to create a new FTP user, as shown in Figure 88. Input username and
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password, for example, username: admin; password: 123. Click <OK>.

E1" Ho log file open — WFIPD

File Edit Yiew Logzing Messzages Security Help

Oser / Rights Security Dialog

User Mame: Iadmin ;I Dione |

Jzer ...

Mew Lser... | Delete | Change Pass... |

Haorne Directory: I ™ Resticted to home
Help | Rights >> |

Change Password

New Pazsword: Im I
C |

Werify Paszword: I“" il
Help |

For Help, press F1 |1 socket |I] UsEers | |NUM| ﬁ

Figure 88 Creating a New FTP User

» Input the file storage path in server in Home Directory, as shown in Figure 89.

<Done>.

E Ho log file open — WETPD

File Edit ¥iew Logzing Messages Security Help

User f Rights Security Dialog

Usger Mame: Iadmin ;I

Uszer ..

Mews User... | Delete | Change Pasz.. |

Hame Directary: IF:\test-versinn I Restricted to home
Help | Fights >> |

For Help, press F1 1 socket |0 users | |NUM| ﬁ
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Figure 89 File Storage Path
» Click [Device Basic Configuration] — [File transmit] — [FTP Service] — [FTP client

service] to enter FTP client configuration page, as shown in Figure 90.

FTP client service

|192. 168. 0. 23

|admin

|startup—cunfig

|
|
123 |
|
|

|cunfig.txt

|binary v|

Tpload to PC Download to Device

Figure 90 FTP Client Service

Server IP address

Format: A.B.C.D

Description: indicates the server IP address.
{User name, Password}

Range: {1~100 characters, 1~100 characters}
Description: indicates the username and password created on FTP server.
Local file name:

Range: 1~100 characters

Description: indicates the file name in switch.
Server file name

Range: 1~100 characters

Description: indicates the file name in server.
Transmission type:

Configuration items: binary/ascii

Default: binary

Function: Select the file transmission standard.
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Explanation: ascii means using ASCII standard to transmit file; binary means using binary
standard to transmit file.

Method: Click <Upload to PC> to upload the file from switch to server. Click <Download to
Device> to download file from server to switch.

» When file transmission succeeds, the following information appears on the Web interface,

as shown in Figure 91 and Figure 92.

220 WFTPD 2.0 =ervice (by Texas Inperial Software) ready for new user
331 Give me your password. please

230 Logged in successiully

200 Type i= Imnage (Binarv)

200 PORT command olay

150 "D ~WHSOFT_2000~5SIC0OM3023GPT-TO014-BUILD-1.1.16.1
~oconfig.txt” file ready to receive in IMAGE ~ B =zend file. ..
Send file ok

inary mnode

226 Tran=fer finished successfullvy.

Cloze ftp client.

Figure 91 Successful File Upload through FTP

220 WEFTPD 2.0 =ervice (by Texa=s Imperial Software) ready for new user
331 Giwe me your passwvord, please

230 Logged in succe=sfully

200 Type is Image (Binarv)

200 PORT command olay

150 "C:~config.t=t" file ready to send (2087 bytez) in IMAGE ~ Binarv mode
Fecw total 2087 bytes

226 Tran=fer finished succe=ssfully.

Write "config.txt" to file =system 0.0 X

Write "config.t=t" to file swstem 100.0 X%

Clo=ze ftp client.

Figure 92 Successful File Download through FTP

Caution:
> In the file transmission process, keep FTP server software running.

» Software version file is not a text file, and it must adopt the binary standard for transmission.

2. The switch works as an FTP server.
» Click [Device Basic Configuration] — [File transmit] — [FTP Service] — [FTP server

service] to enter FTP server configuration page, as shown in Figure 93.
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FTP Server Service

| Cloze |Z|
600 |

Figure 93 TFTP Server Service

FTP Server state

Options: Close/open

Default: close

Function: Enable or disable the FTP server function.

FTP Timeout

Range: 5~3600s

Default: 600s

Function: Configure the timeout of FTP server connection.

Description:

If no data is transmitted between the FTP server and client within the timeout, the connection
between them is disconnected.

» Configure the username and password used for logging in to the FTP server, as shown in

Figure 94.

FTP user name and password setting
|ad.min |

|123 |

| Flain text v|

Figure 94 FTP Server User Name and Password Configuration

{Username, Password}

Range: {1~16 characters, 1~8 characters}

Default: {admin, 123}

Function: Configure the username and password used for logging in to the FTP server.

Description: When the switch works as an FTP server, it can be connected to multiple FTP
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clients at the same time.

State

Options: Plain text/Encrypted text

Default: Plain text

Function: Select the password display mode.

» Click [Start] — [Run] in the Windows OS. The Run dialog box is displayed. Input "cmd"

and press Enter. The following page is displayed.

cv C:AWINDOWSAsystem32icmd.exe

Microsoft Windows XP [Uersion 5.1.26001
(C> Copyright 1985-2801 Microsoft Corp.

C:\Documents and Settings\dministrator>

Figure 95 CLI
» The file transmission path can be changed. Log in to the FTP server, as shown in Figure

96.
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AWINDOWS\system32icmd.exe

Microsoft Windows XP [Uersion 5.1.26601]
(C> Copyright 1985-2801 Microsoft Corp.

C:\Documents and SettingsMdministrator>d:

D:\>¥tp 192.168.8.2
Connected to 192.168.0.2

228 welcome your using ftp server...
User (192.168.08.2:<(noned):

Figure 96 FTP Server Connection
» Use the configured user name "admin" and password "123" to log in to the FTP server, as

shown in Figure 97.

SAWINDOWSAsystem32vemd. exe

Microsoft Windows RP [Version 5.1.260801
({C> Copyright 1985-2801 Microsoft Corp.

IC=“Documents and Settings“Administrator>d:

D:=~2>ftp 192.168.8.2

Connected to 192 168.8.2

220 welcome your using ftp server...
llcer € 192168 _BA_2:(nonel):admin

331 User name okavy.need password
Password:

2380 User logged in,.proceed

Ftp>

Figure 97 Logging in to the FTP Server
» Use the "get" command to download the file to the designated path on client, as shown in

Figure 98. Input the "get" command and press Enter. Input the name of file on switch to be
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downloaded in Remote file and the file name saved in client in Local file.

MW INDOWSAsystem32vemd.exe

Microsoft Windows XP [Uersion 5.1.2688]
(C> Copyright 1985-2881 Microseoft Corp.

C:“Documents and Settings™Administrator>d:

D:~>ftp 192 .168.6.2

Connected to 192.168.8.2

2280 welcome your using ftp server...
User ¢ 192.168.8.2:¢none>>: admin
331 User name okay.need password
Password:

238 User logged in.proceed
ftp>iget

Remote file startup—config

Local file config-txt

208 PORT Command successtul

158 ASCII type in transfer file
226 transfer complete.

Figure 98 Downloading File from Switch to Client
» Use the "put" command to upload the file in the designated path in the client to the server,
as shown in Figure 99. Run the "put" command and press Enter. Input the file name in

switch in Remote file and the name of file in the client to be uploaded in Local File.

WINDOWSAsystem32vcmd.exe

Microsoft Windows XP [Version 5.1.2688]
({GC> Copyright 1985-280801 Microsoft Corp.

C=“Documents and Settings“Administrator>d:

D:s>ftp 192.168_0.2

Connected to 192.168.8.2

228 welcome your using ftp server...
User ¢ 192 _168_.08.2:<nonel>: admin

331 Uszer name okavy.need passuword
Paszword:

238 User logged in.proceed
ftp> put

Local file config.-txt

Remote file.config.-txt

208 PORT Command Successful
158 ASCII type in transfer file
226 transfer complete.

Figure 99 Uploading File from Client to Switch
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5.13.3 SFTP Service

The switch works as the SFTP client.

» First, install TFTP server and add an SFTP user, as shown in Figure 100, Enter the user

and password, for example, admin and 123. Set the port number to 22. Enter the path for

saving the firmware version file in Root path.

ser: Iadmir] Start

Fazsword: I""" Optians
Part; I22 About

oot path: IF:"JiIe zerershaene

4

Connectionz:

addrezz/|P | cohhected (& |

Figure 100 Adding an SFTP User
» Click [Device Basic Configuration] — [File transmit] — [SFTP Service] — [SFTP client
service] to enter SFTP client configuration page, as shown in Figure 90.

SFTP Client Service

192.168.0.50

admin

123

running-canfig

config_txt

Upload to Server Download to Device

Figure 101 SFTP Client Service

Server IP address

Format: A.B.C.D

Description: Configure the IP address of the SFTP server.
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{ User name, Password }

Range: { 1~99 characters, 1~99 characters }

Description: Input the user name and password created on SFTP server.

Local file name:

Range: 1~99characters

Description: indicates the file name in switch.

Server file name

Range: 1~99 characters

Description: indicates the file name in server.

Method: Click <Upload to Server> to upload the file from switch to server. Click <Download
to Device> to download file from server to switch.

» When file transmission succeeds, the following information appears on the Web interface,

as shown in Figure 102and Figure 103.
N 3 L

pload file "config.txt" =tart, file =size 1518 bytes.

pload "config.txt"™ 100.0 %
File transfer finished, total 1518 bytes=.

Figure 102 Successful File Upload through SFTP

Download f£ile "config.txt™ start, f£ile =zize 1518 bytes=.

Download "config.txt"™ 100.0 %
Download "config.txt"™ 100.0 %
File transfer finished , total 1518 bytes.

Write "runconfig2.txt"™ 0.0 %
Write "runconfig2.txt"™ 100.0 %
write to flash success

Figure 103 Successful File Download through SFTP

Caution:
» In the file transmission process, keep SFTP server software running.

CAUTION
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5.14 MAC Address Configuration
5.14.1 Introduction

When forwarding a packet, the switch searches for the forwarding port in the MAC address
table based on the destination MAC address of the packet.

A MAC address can be either static or dynamic.

A static MAC address is configured by a user. It has the highest priority (not overridden by
dynamic MAC addresses) and is permanently valid.

Dynamic MAC addresses are learned by the switch in data forwarding. They are valid only
for a certain period. The switch periodically updates its MAC address table. When receiving
a data frame to be forwarded, the switch learns the source MAC address of the frame,
establishes a mapping with the receiving port, and queries the forwarding port in the MAC
address table based on the destination MAC address of the frame. If a match is found, the
switch forwards the data frame from the corresponding port. If no match is found, the switch
broadcasts the frame in its broadcast domain.

Aging time starts from when a dynamic MAC address is added to the MAC address table. If
no port receives a frame with the MAC address within one to two times the aging time, the
switch deletes the entry of the MAC address from the dynamic forwarding address table.
Static MAC addresses do not involve the concept of aging time.

The switch supports a maximum of 1024 static unicast entries.
5.14.2 Web Configuration

1. Configure MAC binding
Click [Device Basic Configuration] — [MAC address table configuration] — [MAC bind

Configuration] to enter MAC binding configuration page, as shown in Figure 104.

MAC bind Configuration
MALC bind state Enable b
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Figure 104 MAC Bind Configuration
MAC bind state
Option: Enable/Disable
Default: Disable
Function: Enable or disable MAC binding function. When enable is selected, for a packet
whose source MAC address and VLAN ID are consistent with the MAC address and VLAN
ID of a static unicast MAC address entry, the switch checks whether the inlet port is
consistent with the port of this static unicast MAC address entry. If yes, the switch receives
and forwards the packet. If no, the switch discards the packet. When disable is selected, the
preceding check is not performed.
2. Add a static unicast MAC address.
Click [Device Basic Configuration] — [MAC address configuration] — [Unicast address
configuration] to enter unicast MAC address configuration page, as shown in Figure 105.

Unicast MAC operation

EC-DE-12-34-56-73
1 "
static w
1/2 W

Add

Figure 105 Adding a Static FDB Entry
MAC address
Format: HH-HH-HH-HH-HH-HH (H is a hexadecimal number)
Function: Configure the unicast MAC address. The lowest bit in the first byte is O.
VLAN ID
Options: all created VLAN IDs
Default: VLAN1
Configuration type
Options: static/blackhole

Default: static
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Function: Select the type of the MAC address entry.

Description: Static means establishing mapping between the designated MAC address and
port number or VLAN ID.

Blackhole is to drop the packet whose source MAC address or destination MAC address is
the designated MAC address.

Port list

Options: all switch ports

Function: Select ports to forward the packets with this destination MAC address. The
selected ports must be in the specified VLAN.

3. Delete a unicast address.

Click [Device Basic Configuration] — [MAC address configuration] — [Delete unicast

address] to enter the configuration page, as shown in Figure 106.

Delete unicast address

1 w

Static A

11 v

Remove

Figure 106 Deleting a Unicast MAC Address

Select the criterion for deleting the unicast address. If multiple criteria are selected, their
relationship is logical "And".

4. Configure MAC address aging time.

Click [Device Basic Configuration] — [MAC address configuration] — [MAC address aging

time setting] to enter the aging time configuration page, as shown in Figure 107.

IMAC address aging time setting { 0 to disable the aging function)
“ 300 |
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Figure 107 MAC Address Aging Time Configuration
Aging time
Range: 10~100000s
Default: 300s
Function: Set the aging time for the dynamic MAC address entry.
Description: When aging time is set to 0, aging is prohibited. In this case, the address
dynamically learned does not age with time.
5. Query unicast MAC addresses.
Click [Device Basic Configuration] — [MAC address configuration] — [MAC address query]

to enter the unicast MAC address query page, as shown in Figure 108.

Unicast address query

1 w
Static w
1M v

Figure 108 Unicast MAC Address Query

Select the criterion for unicast MAC address query. If multiple criteria are selected, their
relationship is logical "And". For example: If you query the unicast address of port Ethernet

1/1, the following page is displayed.

Read mac address table. . ..

Vlan Mac Addres=s Type Creator Ports
1 00-00-00-00-00-01 STATIC TUser Ethernetl-1
1 00-00-00-00-00-04 STATIC TUser Ethernetl-1

Figure 109 Unicast MAC Address List
6. View unicast address entries.
Click [Device Basic Configuration] — [MAC address configuration] — [Show mac-address
table] to enter the unicast MAC address query page. All dynamic and static entries are

displayed, as shown in Figure 110.

96



KYLAND

Device Basic Configuration

Read mac address table. . ..

Vlan Hac Addres= Type Creator Ports

1 00-00-00-00-00-01 STATIC TUser Ethernetl-1
1 00-00-00-00-00-03 STATIC TUser {blackhole)
1 00-00-00-00-00-04 STATIC TUser Ethernetl-1
1 00-00-00-98-00-54 DYNAMIC Hardwarse Etherneto- 2
1 00-00-00-98-00-61 DYNAMIC Hardwarse Ethernett2
1 00-00-00-98-01-07 DYNAMIC Hardwarse Ethernett-2
1 00-00-11-11-23-43 DYNAMIC Hardwarse Ethernett-2
1 00-00-aa—aa-01-42 D¥HAMIC Hardware Ethernett-2
1 00-00-aa—aa—-87-76 D¥HAMIC Hardware Ethernett-2
1 00-00-bb-bb-98-21 DYNAMIC Hardwarse Ethernett-2
1 00-00-coc—cc—00-94 DYNAMIC Hardwarse Ethernett- 2
1 00-01-02-03-04-05 DYNAMIC Hardwarse Ethernett-2
1 00-08-11-22-33-44 DYNAMIC Hardwarse Ethernett- 2
1 00-0c-29-32-£f3-a%9 DYNAMIC Hardwarse Ethernstbs 2
1 00-13-20-a%-aa—-£0 DYNAMIC Hardware Ethernetts 2
1 00-17-31-7f-6d-88 DYNAMIC Hardwarse Ethernet6s2
1 00-19-db-7?4-59-db DYNAMIC Hardware Ethernet6-2
1 00-19-db-74-59-£2 DYNAMIC Hardwarse Etherneto- 2
1 00-19-=0-07-1b-37 DYNAMIC Hardwarse Ethernett2
1 00-19-e0-1b-f1-40 D¥HAMIC Hardware Ethernett-2
1 00-1a-92-74-fe—8a D¥HAMIC Hardware Ethernett-2
1 00-1a-92-d6—e7-7f D¥HAMIC Hardware Ethernett-2
1 00-1b—-fc—-2a—-£f5-10 D¥HAMIC Hardware Ethernett-2

Figure 110 Unicast Address Query

5.15 Basic Configuration Maintenance and Debugging Information

When configuring the switch, you may need to check the correctness of various

configurations to ensure normal running; or when certain anomalies occur, you may need to

locate the fault. In these cases, you can perform the following operations to view system

configurations and running status.

1. Ping operation.

Click [Device Basic Configuration] — [Basic configuration debug] — [Ping and Traceroute] to

enter ping operation page, as shown in Figure 111.

Ping

|192. 168. 1.2

| Switch

Figure 111 Ping Operation

IP address

Format: A.B.C.D

Description: Input the IP address of the remote device.
Hostname

Range: 1~30 characters
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Function: If the mapping between the remote host and IP address has been set, just input
the remote host name and conduct Ping operation.

Description: The switch sends ICMP request packets to the remote device to detect the
communication between the switch and remote device.

2. Configure Traceroute operation, as shown in Figure 112.

Traceroute
|192. 168. 1.2

|1.'.".ITI.

|
|
10 |
|1nn |

Figure 112 Traceroute Operation

IP address

Format: A.B.C.D

Description: Input the IP address of the remote device.

Hostname

Range: 1~30 characters

Function: If the mapping between the remote host and IP address has been set, you need to
input only the remote host name to conduct Traceroute operation.

Hops

Options: 1~255

Function: Test the number of gateways that the packets pass through from the sending
device to the destination device.

Timeout

Options: 100~10000ms

Function: Configure the timeout. If the sending device does not receive the response packet
from the receiving device within this time, it is considered that the communication fails.

3. View system date and time.

This series switches support RTC. Even the power is cut off, timekeeping continues.
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Click [Device Basic Configuration] — [Basic configuration debug] — [show clock] to enter

clock information page, as shown in Figure 113.

Current time FRI JAHN 02 20:17:26 1970
Current timezone CEMT 00:00
DST =state Di=zable

DST{MH-DD-HH) Begin :0-0-0 End:0-0-0

Figure 113 Clock Information
4. View the file information in Flash.
Click [Device Basic Configuration] — [Basic configuration debug] — [show flash] to enter

flash information page, as shown in Figure 114.

Size(byte) Last Hodifwy File Hane

1259 2014-06-16 13:33:26 =tartup—config

4906700 2014-06-11 14:10:24 IEMSZ2030-VF004 D4 bin

4412996 2014-04-01 13:42:00 IEMS2030-VFOO04 D4-Build-1.2.46.B4.1.1 bin
4833918 2014-06-11 13:30:42 IEMS2030VFO04 D3-Build-1.2.24 .1 .bin

54251 2014-04-01 13:42:36 <?700_iem=s2000t_28g_hwv_w2_3.ocen

4760743 2014-04-15 15:06:36 SICOM3I000GPT-FOO10-Build-1.2.26.B3.5.2 bin
4814072 2014-06-13 09:22:48 SICOMI000GPT-FOO11.P01-Build-1.2.38.B6.5.2. bin *= &
1084 2014-04-15 15:39:28 =tartup—configpvlan

4908958 2014-05-05 15:46:58 IEMSZ2030-VF004.D3 bin

54918 2014-05-05 15:48:08 <7700_iems3000t_28g_hwv_w2_3.cen

Total : 30316544
Frese : 1556480

* : =tartup—file specified by user.
# . current startup—-file.

Figure 114 Flash Information
5. View configuration information, that is, the parameters after modification.
Click [Device Basic Configuration] — [Basic configuration debug] — [show running-config] to

enter operation configuration page, as shown in Figure 115.
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Current configuration:

| hostname SICOM3I0ZAGPT

| port—group 1 load-balance src—mac
| telnet—u=er admin password 0 123

|

Vlan 1

wlan 1
|

?lan 2

wlan 2
|

?lan 3

wlan 3
I

interface Ethernet?.-1
rate—suppression bandwidth kbp= 100000
rate—-suppression dlf

port—group 1 mode on
|

Interface Etherneti. 2
rate—suppression bandwidth kbps 500000
rate—suppression dlf
port—group 1 mode on

Figure 115 Configuration Information

6. View port information.

Click [Device Basic Configuration] — [Basic configuration debug] — [show switchport

interface] to enter port information page, as shown in Figure 116.

Reset

Ethernetl-1

Type Tniversal

Mode :Trunlk

Fort VID 2

Trunk allowed Vlan With TAG:
1

Trunk allowed Vlan With UHTAG:
2

Figure 116 Port Information
Type
Description: the VLAN type.
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Mode

Description: the port mode.

Port VID

Description: the port PVID

Trunk allowed Vlan With TAG

Description: Indicates VLANS for the selected Trunk port as tag.

Trunk allowed Vlan With UNTAG

Description: Indicates VLANSs for the selected trunk port as untag.

7. View the TCP connection status.

Click [Device Basic Configuration] — [Basic configuration debug] — [show tcp] to enter TCP

connection information page, as shown in Figure 117.

Infarmation Display

LocaliAddres= LocalPort Foreigniddress ForeignFPort State
2.1.1.1 a0 2.1.1.23 1486 ESTABLISH
2.1.1.1 a0 2.1.1.23 1485 TIHEWAIT
2.1.1.1 a0 2.1.1.23 1484 TIMEWAIT
2.1.1.1 a0 2.1.1.23 1483 TIHEWAIT
2.1.1.1 a0 2.1.1.23 1482 TIMEWAIT
2.1.1.1 a0 2.1.1.23 1481 TIHEWATIT
2.1.1.1 a0 2.1.1.23 1480 TIMEWAIT
2.1.1.1 a0 2.1.1.23 1479 TIHEWATIT
2.1.1.1 a0 2.1.1.23 1478 TIMEWAIT
n.0.0.0 a0 o.0.o0.0 1] LISTEH
n.0.0.0 23 n.0.0.0 a LISTEH

Figure 117 TCP Connection
Local Address
Description: indicates the local address of TCP connection.
Local Port
Description: indicates the local port number of TCP connection.
Foreign Address
Description: indicates the address in the other end of TCP connection.
Foreign Port
Description: indicates the port number in the other end of TCP connection.
State

Description: indicates the current status of TCP connection.
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8. View the UDP connection status.
Click [Device Basic Configuration] — [Basic configuration debug] — [show udp] to enter

UDP connection information page, as shown in Figure 118.

Localiddress LocalPort ForeignAddress ForeignPort State
0.0.0.0 1] o.0.0.0 0 (null)

Figure 118 UDP Connection Information
Local Address
Description: indicates the local address of UDP connection.
Local Port
Description: indicates the local port number of UDP connection.
Foreign Address
Description: indicates the IP address in the other end of UDP connection.
Foreign Port
Description: indicates the port number in the other end of UDP connection.
State
Description: indicates the current status of UDP connection.
9. View the information of login users.
Click [Device Basic Configuration] — [Basic configuration debug] — [show login] to enter

login user information page, as shown in Figure 119.

Ho. Hame Lewvel Login Authen IFP Addres= Time{min)
1 144 guest ==h lozal 192 .168.0.184 1]
2 333 gquest ==zh lozal 192 .1e2.0.184 2
3 222 =ystemn telnet lozal 192 .168.0.1584 2
4 111 quest telnet lozal 192 .1628.0.184 3
5 admin admnin weh local 192 .168.0.184 3
f 111 quest cohzole  local —_— 3

Figure 119 Login Users
10. View SFP module information
Click [Device Basic Configuration]—[Basic configuration debug]—[show transceiver

information] to enter SFP module information page, as shown in Figure 120.
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Vendor name : OEWLY
Wendor FN :OF3405DT
Vendor rev :

Wendor SH 21507310011

Translen (MediaType) :550m (MMF_&2FP5TM_OM1)
550m (MMF_S50TUM_OMZ)
DDMI :Int Calibrate

Figure 120 SFP Module Information

The DDMI for SFP module without digital diagnosis is N/A.
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6. Device Advanced Configuration

6.1 ARP Configuration
6.1.1 Introduction

The Address Resolution Protocol resolves the mapping between IP addresses and MAC
addresses by the address request and response mechanism. The switch can learn the
mapping between IP addresses and MAC addresses of other hosts on the same network
segment. It also supports static ARP entries for specifying mapping between IP addresses
and MAC addresses. Dynamic ARP entries periodically age out, ensuring consistency
between ARP entries and actual applications.

This series switches provide not only Layer 2 switching function, but also the ARP function
for resolving the IP addresses of other hosts on the same network segment, enabling the

communication between the NMS and managed hosts.
6.1.2 Explanation

ARP entries fall into dynamic and static ones.

Dynamic entries are generated and maintained based on the exchange of ARP packets.
Dynamic entries can age out, be updated by a new ARP packet, or be overwritten by a static
ARP entry.

Static entries are manually configured and maintained. They never age out or are
overwritten by dynamic ARP entries.

The switch supports up to 512 ARP entries (256 static ones at most).When the number of

ARP entries is larger than 512, new entries automatically overwrite old dynamic ones.
6.1.3 Proxy ARP

If an ARP request is sent from a host to another host which is in the same network segment
but on a different physical network, the gateway in direct connection with the source host

and with proxy ARP function can respond to this request message. This process is called

104



KYLAND Device Advanced Configuration

proxy ARP.

The proxy ARP process is as follows:

1. A source host sends an ARP request to another host on a different physical network.

2. The proxy ARP function on this VLAN interface has been enabled on the gateway in direct
connection with the source host. If a normal route to the destination host exists, the gateway
replies its own MAC address for the destination host.

3. The IP packets sent from the source host to the destination host are sent to the device
with proxy ARP enabled.

4. The gateway carries out normal IP routing and forwarding for packets.

5. The IP packets to be sent to the destination host finally reach the destination host via

network.

m Caution:
No proxy is performed for the ARP requests matching default routing.

CauTIiOM

6.1.4 Web Configuration

1. Add or delete a static ARP entry.
Click [Device Advanced Configuration] — [ARP configuration] — [ARP configuration] to

enter the ARP configuration page, as shown in Figure 121.

ARP configuration

192.168.0.23
00-00-00-00-00-01

Add hd
Wlan1 W
23 v

Figure 121 Configuring a Static ARP Entry
IP address
Format: A.B.C.D

Function: Configure the IP address of the static ARP entry.
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MAC address

Format: HH-HH-HH-HH-HH-HH (H is a hexadecimal number)
Function: Configure the MAC address of the static ARP entry.
Operation type

Options: Add/Del

Default: Add

Function: Add or delete an ARP entry.

L3 interface

Options: all created Layer-3 VLAN interfaces

Default: VLAN1

Function: Select the Layer-3 VLAN interface for the current ARP entry.
Ethernet Port

Options: all ports in the designated VLAN

Function: Select the egress corresponding to the current ARP entry.

Caution:

» The IP address bound to a static ARP entry cannot be the IP address of the switch.
» Different IP addresses can be bound to one MAC address.

» InaVLAN, an ARP entry can correspond to only one forwarding port.

» Generally, the switch automatically learns ARP entries without administrator intervention.

2. View ARP addresses entry.
Click [Device Advanced Configuration] — [ARP configuration] — [Show ARP] to enter the

ARP configuration page, as shown in Figure 122.
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ARP list
192.168.0.120| 90-b1-1c-23-71-12]  Wlan1 243 dynamic
192.168.0.23 | 00-00-00-00-00-01]  Wlan 23 static
192 165.0.199| 70-T1-bc-95-cc-22|  Wlan1 2{3 dynamic
192.168.0.192| 78-2h-ch-2c-6b-37|  Wlan1 203 dynamic
192 166.0.7 |[00-00-00-00-19-39]  Wlan1 273 dynamic
192.1668.0 223(00-1e-cd-11-01-b1|  Vlan1 203 dynamic
192 165.0.2 |00-00-00-00-00-02]  Wlan1 213 dynamic
192.168.0 253 12-23-bd-c3-44-55|  Wlan1 243 dynamic
192 165.0.1 |00-00-bb-bb-34-19]  Vlan1 213 dynamic
192.1658.0.154 | 44-37-e6-80-6e-90|  Wlan1 213 dynamic
192 165.0.9 | 40-16-Hf3-85-de Ylan 243 dynamic
Refresh
Figure 122 ARP List
ARP list

Portfolio: {IP address, MAC address, L3 interface, Ethernet port, Type}

Function: View ARP entries.

Description: ARP list shows all ARP entries corresponding to LinkUp ports, including static

entries and dynamic entries.

3. Clear ARP cache.

Click [Device Advanced Configuration] — [ARP configuration] — [Clear ARP cache] to clear

ARP cache, as shown in Figure 123.

Clear ARP cache

Figure 123 Clearing ARP Cache

Click <Apply> to clear dynamic ARP entries in cache.

4. Enable proxy ARP

Click [Device Advanced Configuration] — [ARP configuration] — [Proxy ARP configuration]

to configure proxy ARP, as shown in Figure 124.
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Enable Proxy ARP
WVlan2

Figure 124 Configure Proxy ARP

VLAN interface

Function: Select the 3-layer VLAN interface to be enabled proxy ARP.
6.1.5 Typical Configuration Example

As shown in Figure 125, PC1, PC2 and PC3 are hosts in the same network segment,

belonging to different subnets VLAN1, VLAN2 and VLAN4 respectively.

PCA
1892 168.0.11/22

WLANT: 192.168.0. 2724

WLAMNDT: 192 1682 2024
SWITCH1

SWITCHZ
WLANG: 192.168.2.4/24

VLAMZ; WT.WEH 1.2/24 WVLAN4 192 168.3.4/24

pC2 FC3
192 1681, 3022 192 168 3.3/22

Figure 125 Proxy ARP Configuration Example

PC1 broadcasts ARP requests, requesting for the MAC addresses of PC2 