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Preface

The manual describes the access modes and software features of KPS2204

programmable protocol converter, as well as the Web configuration methods.

The manual is applicable to the following firmware version:

kps-firmware-1.4.7.bin

Content Structure

The manual contains the following contents:

Chapter

Description

1. Product Introduction

» Overview

» Product models

» Software features

2. Device Access

3. Start Page

> Product overview

» System summary

4. Serial Data Port Setup

Serial data port and network port configuration

5. Ethernet Network Setup

> Ethernet port configuration (IP address, subnet mask,
gateway, and local DNS)
» Network protocols (SSH, SSL, LLDP, and SNTP)

» Save Setting/Cancel Changes

6. Administration

» Device management (login user name and password;
device name, contact, and address; RTC, RESET, and
LOAD DEFAULT parameters)

» Factory defaults

» Device control

» Save Setting/Cancel Changes

7. Upgrade

Upgrade through FTP
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8. Status

» Transmission statistics

Level measurement

Auto Refresh

Statistic Refresh

9. Typical

Examples

Configuration Virtual Serial Port mode
TCP Server——TCP Client mode

UDP«——UDP mode

YV V ¥V V|V V V

Device<——Device Mode

Conven

tions in the manual

1. Text format conventions

Format

Explanation

<>

The content in < > is button name. For example, click <Apply> button.

[]

The content in [ ] is window name or menu name. For example, click [File]

menu item.

{}

The content in { } is a portfolio. For example, {Send To, Port, Description}
means Send To, Port, and Description are a portfolio and they can be

configured and displayed together.

Multi-level menus are separated by “>”. For example, Start — All Programs
— Accessories. Click [Start] menu, click the sub menu [All programs], then

click the submenu [Accessories].

Use / to separate two or more options, and select one from all options. For

example “Addition/Deduction” means addition or deduction.

It means a range. For example, “1~255" means the range from 1 to 255.

2. Symbol conventions

Symbol Explanation

The matters need attention during the operation and configuration,

Caution and it is supplement to the operation description

NOTE Note

Necessary explanations to the operation description
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a The matters that call for special attention. Incorrect operation might

wmwe Warning | cause data loss or damage to devices

Product Documentation

The documentation of KPS2204 includes the following documents:

Document Description

KPS2204 Programmable Protocol Describes the appearance, structure, hardware
Converter Hardware Installation Manual | specifications, and mounting and dismounting
methods of KPS2204.

KPS2204 Programmable  Protocol | Describes the software functions, configuration
Converter Web Operation Manual methods, and configuration steps of KPS2204.

Document Obtainment

You can obtain the documents from:
> CD or manual delivered with the device

» Kyland website: www.kyland.cn
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1 Product Introduction

1.1 Overview

KPS2204 includes a series of programmable protocol servers designed by

Kyland for serial device networks. It integrates Ethernet and serial data

transmission, realizing direct conversion between the serial port protocol and

Ethernet protocol.

1.2 Product Models

The series devices provide the following models to suit customers' different

needs, as shown in Table 1.

Table 1 Product Models

Level Detection

100M RJ45 | RS232/422/485 Programmable

Model .
Port Serial Data Port Push Switch Terminal

KPS2204-2T-4D

-232/422/485-wit 2 4 1 1

h switch

KPS2204-2T-4D

-232/422/485-wit 2 4 -- -

hout switch

1.3 Software Features

This series devices support the following software features:

» Device management: software upgrade through FTP

» Network management: management through Telnet and Web, LLDP

» Transmission protocols: TCP and UDP

> Network security: SSH and SSL

» Synchronization protocol: SNTP
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» Data transmission: TCP Server, TCP Client, and UDP mode, as well as
Multi-connect mode
» Serial port parameters:
Baud rate: 50~230400
Data bits used: 5, 6, 7. 8
Stop bits used: 1, 2
RS232/RS485/RS422 mode
Parity
Flow control by software

Inter-frame interval setting
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2 Device Access

You can access the device in either of the following ways:

» Telnet

» Web browser

The manual describes access through the Web browser.

Before login, you need to make sure that the PC can communicate with the

device properly.

Note:

| 1
NOTE Firefox or IE8.0 or a later version is recommended for the best access result.

1. Enter "http://IP address" in the address box of the browser. The login dialog
box is displayed, as shown in Figure 1. Enter user name "root" and password

"123". Click <OK>.

Connect to 192.168.0.3

Web Server Authentication

Lser narne: | £ root w |

Passwiord; | (11} |

[¥|Remember my password!

[ 0K l [ Zancel

Figure 1 Web Login

M Note:

wote  The device provides two network ports. Both ports are equipped with IP

addresses. The default IP address of E1 is 192.168.0.3, and that of E2 is

6



KPS2204 Programmable Protocol Converter Web Operation Manual_V1.0

192.168.1.3.To connect the device to a PC through a specified port, you need
to enter the IP address of the port. If you do not know the IP address of the
network port in use, see section 5.1.2 Network Port IP Address Query to view

the IP address.

2. The Web Ul of the device is displayed. The navigation tab menu is on the

top of the page, as shown in the red circle in Figure 2.

SyStEm Summary

Figure 2 Web Ul
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3 Start Page

The Start Page consists of two parts: Product Overview and System Summatry.

3.1 Product Overview

Product Overview covers the hardware installation modes, port numbers, port
standards, and software management and compiling of the device, as shown

in Figure 3.

Product Overview
Kyland Port Server(KPS) series port server has powerful management function supports CLI, Telnet, WEB and management saftware based on SHMP,

KPS port server supparts Din-Rail or Wall Mounting installation. On the front panel, it has 1 10/100Base-TX R145 ports and each port can have its own IP address, KPS port server also
support 4 serial ports with necessary port protection circuit, and each port can support R3232, R5422 and R5485 which can be set in software.

The KPS port server platfrom is embedded platform based on ARM. the compling of the code should be in cross compiler environments, that means using a compling software on x86 PC
platfrom to complie the program which can be run on ARM platfrom. The port server has bee integrated with part of the applications and services, such as port forwarding program
channeld, web service instance httpd, ldp sending service, snip dient program, ssh remote access program, ssl and https, snmp etc, And these functions can be optional during the
second time development,

Figure 3 Product Overview

3.2 System Summary

System Summary covers the model, hardware version, SN, software version,
compiled time, Bootloader version, IP address, MAC address, description,

contact, and location of the device, as shown in Figure 4.

System Summary

Hardware & Software System
Model KPS2204A IF Address 192,168.0.3
Hardware Version Version 1,1 MAC Address 00:e0:cd:00:00:01
Serial Number K244012010001
Description
Software Version Version 1.4.7 Contact
Location
Compiled Time 2012-02-06 09:40:40
Bootloader Version KPS-Boot 1.1.3

Figure 4 System Summary
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4 Serial Data Port Setup

4.1 Overview

Serial data port is also called serial port. A serial port sends data bit by bit
along a simple communication line. Bidirectional communication requires only
a pair of transmission cables, greatly reducing costs. Based on electrical
standards and protocols, the serial ports of the device can work in RS232,

RS422, and RS485 modes.

4.2 Web Configuration

1. Select a serial port ID, as shown in Figure 5.

Serial Data Port ID: | D1 " stop

Figure 5 Selecting a Serial Port ID
Serial Data Port ID
Options: D1/D2/D3/D4
Function: Select the specific serial port. D1, D2, D3, and D4 indicate the four
serial ports (S1, S2, S3, and S4) on the front panel respectively.
Start/Stop
Default: Start
Function: Start/Stop data transmission on the serial port.
Description: If the button is grey, the corresponding function is already enabled.
If the button is blue, the function is disabled. As shown in Figure 5, data
transmission is already started on serial port 1.

2. Set parameters for the specified serial port.
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Serial Data Port Settings

Baud Rate 2600 w
Data Bits Used 8 w
Parity Mone b
Stop Bits Used i W
Flow Contral Mane w
Serial Mode R5232 w
Maximum Intercharacter Delay a

Figure 6 Setting Parameters for the Serial Port
Baud Rate
Options: 230400, 115200, 57600, 38400, 19200, 9600, 4800, 2400, 1800,
1200, 600, 300, 200, 150, 134, 110, 75, and 50
Default: 9600
Function: Set the baud rate of the serial port.
Description: Baud rate is the number of bits transmitted per second. It is an
indicator of communication speed.
Data Bits Used
Options: 5, 6, 7, and 8
Default: 8
Function: Set the data bits of the serial port.
Description: The parameter is an indicator of the actual data bits in
communication.
Parity
Options: None, Even, Odd, Space, and Mark
Default: None
Function: Set the parity mode of the serial port.
Description: Parity is an error check mode for serial port communication. A
check bit is transmitted besides the data bits to make the transmitted bits meet
related standard. If the transmitted bits does not meet related standard, error

code occurs. None: indicates that transmitted data is not checked. Even:

10
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indicates that a check bit is set to make transmitted data contain an even
number of "1". Odd: indicates a check bit is set to make transmitted data
contain an odd number of "1". Space: indicates that the check bit is always set
to 0. Mark: indicates that the check bit is always set to 1.

Stop Bits Used

Options: 1 and 2

Default: 1

Function: Set the stop bit of the serial port.

Description: The stop bit is the last bit of a single packet indicating the
transmission end. It also serves for clock synchronization.

Flow Control

Options: None/Software

Default: None

Function: Configure the traffic control of the serial port.

Description: Flow control adds specific signal to the serial port to stop or
recover data transmission on the serial port, achieving traffic control on the
port. None: indicates no traffic control. Software indicates that traffic control is
implemented on the serial port through software.

Serial Mode

Options: RS232/RS485/RS422

Default: RS232

Function: Configure the serial port mode.

Maximum Intercharacter Delay

Options: 0~2500ms

Default: 0

Function: Set the maximum inter-frame interval.

Description: KPS2204 identifies a complete data frame based on inter-frame
intervals. To be specific, if no data is received within the specified interval,
KPS2204 considers the previous data frame as complete and forwards the

frame at one time.
11
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3. Set parameters for the network port.

» Configure the device to work in TCP server mode.

Metwork Port Settings

Protocol Type TCP =
Server/Client Server >
Service IP Address [ Port Mumber 5201

Figure 7 Setting Parameters for the Network Port (TCP Server)
Protocol Type
Options: TCP/UDP
Default: TCP
Function: Select the transmission protocol for the device.
Server/Client
Options: Server/Client
Default: Server
Function: Configure the device as the TCP server or client.
Service IP Address/Port Number
Options: --/1024~65000
Default: --/9201 (serial port 1), --/9202 (serial port 2), --/9203 (serial port 3),
--/19204 (serial port 4)

Function: Set the TCP port number of the TCP server.

Caution:

Before setting Service IP Address/Port Number, you need to configure the

device as the TCP server, as shown in Figure 7.

»Configure the device to work in TCP client mode.

12
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Metwark Port Settings

Protocol Type TCP it
Server/Client Client hd
Remote Mode Send To Port Description

Figure 8 Setting Parameters for the Network Port (TCP Client)
Protocol Type
Options: TCP/UDP
Default: TCP
Function: Select the transmission protocol for the device.
Server/Client
Options: Server/Client
Default: Server
Function: Configure the device as the TCP server or client.
Remote Node
Send To
Function: Set the IP address of the remote TCP server.
Port
Range: 1024~65000
Function: Set the TCP port number of the remote TCP server.
Description

Function: Describe the remote TCP server.

Caution:

If multiple remote TCP servers are configured, the Description parameter of

each entry must be unique. Otherwise, the configuration fails.

After setting these parameters, click m to add the entry.

13
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Caution:

Before setting Remote Node, you need to configure the device as the TCP

client, as shown in Figure 8.

» Configure the device to work in UDP mode.

Metwork Port Settings

Protocol Type LDP L
Service IP Address f Port Mumber 2201
Remote Mode send To Port Description

Figure 9 Setting UDP Parameters
Protocol Type
Options: TCP/UDP
Default: UDP
Function: Select the transmission protocol for the device.

Port Number

Default: --/9201 (serial port 1), --/9202 (serial port 2), --/9203 (serial port 3),

--/9204 (serial port 4)

Function: Configure the UDP port number.

Remote Node

Send To

Function: Set the IP address of the remote UDP host.
Port

Range: 1024~65000

Fuction: Set the port number of the remote UDP host.
Description

Function: Describe the remote UDP host.

Caution:

If multiple remote TCP servers are configured, the Description parameter of

each entry must be unique. Otherwise, the configuration fails.

14
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After setting these parameters, click m to add the entry.

Caution:

Before setting Remote Node, you need to configure the device to work in UDP

mode, as shown in Figure 9.

Keep alive Time ]

Figure 10 Setting the Keepalive Time
Keep alive Time
Range: 0~300s
Default: 0
Function: Set the keepalive time for a connection. If no data is transmitted
within the keepalive time, the connection is automatically disconnected. The
default, O, indicates that the connection is not disconnected even if no data is
transmitted.
4. Automatically obtain the parameter settings of the current serial port and

network port.

Auto Get Settings |:|

Figure 11 Automatically Obtaining the Parameter Settings of Ports
Function: Enable or disable the function of automatically obtaining the
parameter settings of the current serial port and network port.
Description: After the function is enabled, you do not need to refresh the
interface to obtain the parameter settings of the serial port and network port.

Configuration method: Click the check box. The icon indicates the function

is enabled.

Caution:

When setting the parameters of the serial port and network port, you need to

15
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disable the Auto Get Settings function. Otherwise, the interface will automatically

refresh itself, resulting in parameter setting failures.

5. Apply Setting/Cancel Changes

Figure 12 Apply Setting
Function: Save and apply the parameter settings of the current serial port and

network port.
Cancel Changes

Figure 13 Cancel Changes
Function: Cancel the parameter settings of the serial port and network port to

restore previous settings.

Caution:

If you click Cancel Changes after you have clicked Apply Setting, the previous
settings cannot be restored. Therefore, make sure that all parameter settings are

correct before you click Apply Setting.

16
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5 Ethernet Network Setup
5.1 Ethernet Port Setup

511 Overview

KPS2204 provide two Ethernet ports, E1 and E2, corresponding to different
network adapters. You can set different IP addresses for the two ports. The IP

address of E1 is the primary IP address of the device.
5.1.2 Network Port IP Address Query

You can view the IP address in use by the finder.exe software.
1. Download finder.exe in the [Software Download] folder to the PC.
2. Connect the PC to the device with network cable and ensure they can

communicate with each other properly.

finder. exe
@ Stellaris Board .
3. Double-click fems et You can view the IP address (in the red box)

of the network port in use (connected to the PC) and the primary IP address (in

the purple box) of the device, as shown in Figure 14.

17
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W Stellari=(R) Board Finder

Available Stellaris Boards

IP Address | MAC Address

ClientlP | Application

[EZTEETE |

[192.165 0 3] A

Exit

Figure 14 Network Port IP Address Query

5.1.3 Web Configuration

You can set IP addresses for network ports of the device through the Web UI.

1. Configuration of E1
Ethernet Address
Local IP Address
Subnet Mask
Gateway
Local DMS

Local MAC Address

192.168.0.3

255.255.255.0

192.168.0.1

192.168.0.1

Figure 15 Configuration of E1

Default setting
Local IP Address: 192.168.0.3
Subnet Mask: 255.255.255.0

18
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Gateway: 192.168.0.1

Local DNS: 192.168.0.1

Local MAC Address: 00:e0:cd:00:00:01
2. Configuration of E2

ethl Address
Local IP Address 192.168.1.3
Subnet Mask 255,255,255.0

Local MAC Address

Figure 16 Configuration of E2
Default setting
Local IP Address: 192.168.1.3
Subnet Mask: 255.255.255.0
Local MAC Address: 00:1e:cd:00:00:11

Caution:

The IP address of E1 and that of E2 cannot be on the same network segment.

5.2 Network Protocols

5.2.1 SSH Daemon

5.2.1.1 Overview
Secure Shell (SSH) is a network protocol for secure remote login. SSH
encrypts transmitted data to prevent information disclosure. In this case, you

can configure the device through the CLI.

5.2.1.2 Web Configuration

55H Daemon (Secure Shell Daemon)

S5H Server Disable LT

Figure 17 SSH Server Configuration

SSH Server

19
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Options: Disable/Enable

Function: Enable/Disable SSH server.

5.2.1.3 Typical Configuration Example
It is required that the PC (SSH client) connects to KPS2204 (SSH server), as

shown in Figure 18.

KPS52204

SS5H client

192.168.0.1

192.168.0.3
Figure 18 SSH Configuration Example

1. Establish the connection between the PC and KPS2204. Open PuTTY.exe.
Enter the IP address of SSH server, namely, 192.168.0.3, and set port number

to 22, as shown in Figure 19.

20
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,l_ﬂ PuTTY Configuration

Cateqgary:

= Sezsion Bazic options for pour PuT T sezsion

L.-:ugglng Specify the destination you want to connect to
= Terminal

Hoszt Mame [or [P addressz) Bot
¥.eyboard
Bl 1192.168.03 |22 |

Features Connection type:
(= e indiow (O Baw (O Telnet (O Rlogn & 55H ) Senial
Appearance

Behaviour
ekt Saved Sessionz

Load, zave or delete a stored session

Selection | |

Colours
[=- Connection
Diata
Frosy
Telnet Delete
Rlogin
S55H
Senal

Default Settings Load

Save

il

Claze window on exit:
O Always O Mever () Only on clean exit

o [ oo

Figure 19 PuTTY Configuration

2. Click <Open>. The following dialog box is displayed. Click <Yes>.

PuTTY Security Alert §|

The server's host key is not cached in the regiskry, You
! 5 have no guarantee that the server is the computer you

Ehink, it is.

The server's rsaz key fingerprint is:

ssh-rea 1040 20:49:83:80:b7:48:90:74:03:43:d8: 3d:29:56:02:5d

If wou trust this host, bik Yes ko add the key ko

PuTT%'s cache and carry on connecking.

If wou wankt ko carry on connecting jusk once, wikhout

adding the ke ko the cache, hit Mo,

If wou do nok krust this host, hit Cancel to abandaon the

canneckion,

Yes H Mo ]| Cancel |

Figure 20 PuTTY Security Alert
3. Enter user name "root" and password "123". The configuration interface of

the device is displayed, as shown in Figure 21.

21
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£ 192. 168. 0.3 — PuITIY
log

em Jroot] # I

Figure 21 SSH Remote Login Interface

5.2.2 SSL Protocol

5.2.2.1 Overview
Secure Sockets Layer (SSL) is a security protocol. It provides secure links for
TCP-based application layer protocols, for example, HTTPS.SSL encrypts
transmitted data with public and private keys. The public key is known to all,
and the private key is known only by the receiver.SSL establishes a secure
network connection between the server and client, ensuring the reliability of
data transmission.SSL is widely used in Web browsing, email sending and
receiving, network fax, and real-time communication for secure transmission.
After SSL is enabled on the device, you must use secure link protocol HTTPS

(for example, https://192.168.0.3) to log in to the device.

Caution:

When using HTTPS to access the device, ensure that SSL3.0 is in use. (You
can select SSL3.0 by clicking [Tools}> [Internet Option s] — [Advanced] —

[Security] in the Web browser.)

22
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5.2.2.2 Web Configuration

S5L Protocol (Secure Sockets Layer)

S50 | Disable LT

Figure 22 SSL Configuration
SSL
Options: Disable/Enable
Default: Disable
Function: Disable/Enable SSL.

5.2.2.3 Typical Configuration Example

1. In the IE Web browser, enter "https://IP Address". The warning page is

displayed. Click "Continue to this website", as shown in Figure 23.

(= Certificate Error: Navigation Blocked - Windows Internet Explorer E“Elrgl
e = |B] hips/ 19216803/ M) (42 ¢| [AY Liveszard ||
= i T 1 ) — b
1. Favorkes . & Certificate Errar: Mavigation Elocked . | ﬁ] * & [ m= - Page - Safety = Tools= 'ﬁ"

|.,@ There is a problem with this website's security certificate.

[he seaunty certificate presented by this website was not Issued by 3 trusted certmcate authority
The seourity certificate presented by this website has expired or is not yet valid,
The security certificate presentec by this website was issued for a different website's address,

Secunty certiicate problemns may indicate an attempt tofool you orintercept any data you send to
server,

We recommend that you close this webpage and do not continue to this website.
@' Click here to dose this webpage,
f!;@' Cantinue to this website inot recommended).

i® More information

|A
| %

9 Inkernet 3 EAO T

Figure 23 HTTPS Access Interface
2. Enter user name "root" and password "123". In this way, you can access the

device through HTTPS successfully.

23
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5.2.3 LLDP

5.2.3.1 Overview

The Link Layer Discovery Protocol (LLDP) provides a standard link layer
discovery mechanism. It encapsulates device information such as the
capability, management address, device identifier, and interface identifier in a
Link Layer Discovery Protocol Data Unit (LLDPDU), and advertises the
LLDPDU to its directly connected neighbors. Upon receiving the LLDPDU, the
neighbors save these information to MIB for query and link status check by the

NMS.

5.2.3.2 Web Configuration

LLDP Protocal (Link Layer Discovery Protocal)

LLDP Protocol Enable w

Figure 24 LLDP Configuration
LLDP Protocol
Options: Disable/Enable
Default: Enable
Function: Enable/Disable LLSP.

5.24 SNTP

5.2.4.1 Overview

The Simple Network Time Protocol (SNTP) synchronizes time between server
and client by means of requests and reponses. The device, as the client,
synchronizes time from the server based on the messages sent from the

server.

24
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5.2.4.2 Web Configuration

SMTP Protocal (Simple Metwark Timing Protocal)

SMTP Client Enable w
Remate server 192.168.0.217

Synchronous &l

Last SYMC 04/21/2012 08:03:36 (Active)

Figure 25 SNTP Configuration
SNTP Client
Options: Disable/Enable
Default: Disable
Function: Enable/Disable SNTP.
Remote server
Function: Set the IP address of the SNTP server. The client synchronizes time
from the server based on the messages sent by the server.
Synchronous
Range: 60~86400s
Function: Configure the interval for sending synchronization requests from the
SNTP client to the server.
Last SYNC

Function: Display the time of last synchronization.

5.3 Save Setting/Cancel Changes

Figure 26 Save Setting

Function: Save the current settings of Ethernet parameters.
Cancel Changes
Figure 27 Cancel Changes
Function: Cancel the current settings of Ethernet parameters to restore
previous settings.
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Caution:

If you click Cancel Changes after you have clicked Save Setting, the previous
settings cannot be restored. Therefore, make sure that all parameter settings are

correct before you click Save Setting.
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6 Administration
6.1 Device Management

1. User name and password setting

Web User Manager
User Mame root

IJser Password (112

Figure 28 Setting the User Name and Password
User Name
Range: 3~32 characters
Default: root
Function: Configure the user name for device login.
User Password
Range: 3~32 characters
Default: 123

Function: Configure the password for device login.

Caution:

The user name and password are used only in Web login. If you change the user

name and password, those for Telnet login are not affected.

2. Device information configuration

System
Description KP52204
Contact KYLAMD
Location Chongxin Mansion Building

Figure 29 Configuring Device Information
Description

Range: 0~32 characters
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Function: Describe the name or usage of the device.

Contact

Range: 0~32 characters

Function: Describe the contact of the device.

Location

Range: 0~32 characters

Function: Describe the location of the device.

3. RTC configuration

Real Time Clock (RTC) is a computer clock (usually an integrated circuit)

indicating the current time. The RTC is used in event records and log entries.

Real Time Clock
Time zone GMT W

Set the Real Time dock 2012/04/23-06:38

Figure 30 Configuring the RTC
Time zone
Options: GMT/GMT+8:00
Default: GMT
Function: Select the local time zone.
Set the Real Time clock
Function: Set the local RTC.
Configuration method:

> Select time in the time selection box, as shown in Figure 31.
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Area 1(Year)

whk |5un Mon Tue Wed Thu Fri Sat

13|[T 2 3 & &5 6

& 9 10 11 1213 14
5 16 17 18 1920 21

16| 22| 23| 24 25 26 27 23

e ————— Area 3(Date)

Select date

Area 4(Hour, Minute)

Figure 31 Time Selection
» Select the year, month, and date in area 1, area 2, and area 3
respectively.
» Set the hour and minute in area 4. You can add 1 to the number by
clicking it and deduct 1 from the number by clicking it and pressing
Shift at the same time.

4. RESET and LOAD DEFAULT

RESET

Timeout in Seconds 5
Disable Button ]
LOAD DEFAULT

Timeout in Seconds 5
Disable Button ]

Figure 32 RESET/LOAD DEFAULT

RESET

Timeout in Seconds

Range: 3~10s

Function: Set the time for pressing and holding the RESET button to reset the
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device.

Usage: The RESET button controls the RST button on the top panel. If the time
is set to 5 seconds, a user needs to press and hold the RST button on the top
panel for five seconds to reset the device.

Disable Button

Function: Enable/Disable the RESET button.

Usage: Click O, The icon indicates the button is disabled.

LOAD DEFAULT

Timeout in Seconds

Range: 3~10s

Function: Set the time for pressing and holding the LOAD DEFAULT button to
restore default settings.

Usage: The LOAD DEFAULT button controls the DEF button on the top panel.
If the time is set to 5 seconds, a user needs to press and hold the DEF button
on the top panel for five seconds to restore default settings.

Disable Button

Function: Enable/Disable the LOAD DEFAULT button.

Usage: Click O, The icon indicates the button is disabled.

6.2 Factory Defaults

Restore Factory Defaults

Figure 33 Restore Factory Defaults
Function: Restore the factory default settings of the device.
Description: The button is used to restore factory default settings immediately,
covering the serial port and network port parameters, IP addresses, user name,

and password.

6.3 Device Control

Reboot Device
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Figure 34 Reboot Device
Function: Restart the device.

Description: The button is used to restart the device.

. Warning:

P —

warnine  Before clicking the button, make sure that you have saved all required

settings.

6.4 Save Setting/Cancel Changes

Save Setting

Figure 35 Save Setting

Function: Save the settings in the current page.

Cancel Changes

Figure 36 Cancel Changes

Function: Cancel the settings in the current page to restore previous settings.

Caution:

If you click Cancel Changes after you have clicked Save Setting, the previous
settings cannot be restored. Therefore, make sure that all parameter settings are

correct before you click Save Setting.
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7 Upgrade

Firmware upgrades require an FTP server.

Install WFTPD software on your PC. The PC will serve as the FTP server.
Before upgrades, ensure that the PC can communicate with the device
properly.

1. Connect the PC to the device and ensure they can communicate with each
other properly.

2. Click [Security] — [users/rights]. The "User/Rights Security Dialog" dialog
box is displayed. Click <New User> to add a new FTP user, as shown in Figure
37. Enter the user name and password, for example, "admin" and "123". Click

<OK>.

El"Ho log file open — WFTPD

File Edit Yiew Leogzing Meszagzes Security Help

Oser / Rights Security Dialog

Uszer Mame: Iadmin LI Dohe |

ser ...

Mew User... | Delete | Change Pasz... |

Home Directony: I [ Restricted to home

Heb_| [ |

MNew Pazzward: I’"m

[ |
Werify Pazzword: I’“"1 anee

Help

(X]

Pl

For Help, press F1 |1 socket |I] USErs | |NUM| ﬁ

Figure 37 Adding an FTP User
3. Enter the path for saving the upgrade file in Home Directory, as shown in

Figure 38. Click <Done>.
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E" Ho log file open — ¥FIFD

File Edit ¥iew Logzing Messzages Security Help

Ozer / Rights Security Dialog

User Mame: Iadmin ;I

zer ...

Mew User... | Delete l Change Pazz... |

Home Directony: IF;\text-\fe[siun I Restricted to home
Help | Rights »> |

For Help, press F1 |1 socket |I] USErs | |NUM| ﬁ

Figure 38 Changing the File Path
4. Figure 39 shows the firmware upgrade page. Enter the IP address of the

FTP server, user name, password, and firmware file name. Click <Upgrade>.

Upgrade
Ttem | Firmware v
Server [P 152, 168.0.217 |
User Name \adin |
User Passiord eae |
File Mame kps-firmuiare-1,4,7.bin |

WARNING

Uparading firmware may take a few minutes.
Do not turn off the power or press the reset button!

Figure 39 Upgrading Firmware through FTP

a -' Warning:

warnine > The file name must have an extension; otherwise the upgrade may fail.

» The Web Ul involves a bottom-layer BootROM. Therefore, you need to
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contact Kyland representatives before firmware upgrade to ensure that the

firmware version match the BootROM version.

5. Wait for the upgrade to complete, as shown in Figure 40.

Figure 40 Waiting...
6. After the upgrade is completed successfully, the following page is displayed.
Click <REBOOT> to restart the device. Then click the Start Page tab in the

navigation menu to view the version after upgrade.

Success

Figure 41 Successfully Upgrading Firmware

Warning:

warnmine > During software upgrade, keep the FTP server software in operation.
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» After the upgrade is completed successfully, you need to restart the device

to make the new version take effect.

» If the upgrade fails, do not restart the device. If you restart the device, you

may lose the version file and the device may fail to start.
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8 Status

8.1 Transmission Statistics

8.1.1 Overview

Transmission Statistics is used to collect the bytes of data sent and received
by Ethernet port and serial ports. You can know the transmission status of a

port by querying the statistics.

8.1.2 Web Configuration

Serial Statistics

Total Data In: a
Total Data Out: a
Parity Errors: 0
Framing Errors: i)

Owerrun Errors:

0
Figure 42 Transmission Statistics of a Serial Port

Total Data In

Function: Collect the number of bytes received by the serial port.

Total Data Out

Function: Collect the number of bytes sent by the serial port.

Parity Errors

Function: Collect the number of parity errors of the serial port.

Framing Errors

Function: Collect the number of framing errors of the serial port.

Overrun Errors

Function: Collect the number of overrun errors of the serial port.

Network Statistics
Packet Transmitted Bytes: i}

Packet Received Bytes: i}

Figure 43 Transmission Statistics of a Network Port
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Packet Transmitted Bytes
Function: Collect the number of bytes sent by the network port.
Packet Received Bytes

Function: Collect the number of bytes received by the network port.

reset

Figure 44 Reset

Function: Clear the current statistics.

8.2 Level Measurement

Levell Level2
up up
<- nothing -» <- nothing -»
Figure 45 Level Measurement
Function: Detect the input level of the level detection terminal on the top panel.
Level 1 indicates the level input of DI-1. Level 2 indicates the level input of

DI-2.

8.3 Auto Refresh

Auto Refresh [

Figure 46 Auto Refresh
Function: Automatically refresh the statistics and level measurement status in

the current interface, so that the interface always displays the latest data.

Configuration method: Click the check box. The M icon indicates the

function is enabled.

8.4 Statistic Refresh

Statistic Refresh

Figure 47 Statistic Refresh

Function: Manually refresh the statistics and level measurement status in the
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current interface to obtain the latest data.
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9 Typical Configuration Examples

9.1 Virtual Serial Port Mode

You can access KPS2204 from a PC through Virtual Serial Port Manager
(VSPM) software.

As shown in Figure 48, connect the network port of the PC to that of KPS2204,
and the serial port of KPS2204 to a serial device. Install VSPM on the PC.
VSPM works in client mode, and KPS2204 works as the TCP server. In this

way, the PC can communicate with the serial device.

TCP Server
VSPM Client '
“ - Serial
Port Serial Device
Network Port

KPS2204
Figure 48 Using Virtual Serial Port

Detailed steps are as follows:

1. Set the IP address of KPS2204 to the default, 192.168.0.3. Connect S2 to

the serial device. Set the parameters on KPS2204 as follows:

» Serial Data Port ID: D2

» Protocol Type: TCP

» Server/Client: Server

» Port Number: 9202 (default). You can set the port number to a value
ranging from 1024 to 65000.

» Keep the default settings for the other parameters unless otherwise

required, as shown in Figure 49.
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Serial Data Port ID: | D2 |

Serial Data Port Settings

Baud Rate | =800 |

Data Bits Used E v (5,6,7,8)

Parity [ None v| (Mone, Even, Odd, Space, Mark)
Stop Bits Used [z v (1, 2)

Flow Contral | none v (None, Software, Hardware)
Serizl Made [Rs232 | (R5232, RS485, R5422)
Maximum Intercharacter Delay [o | (0 ~ 2500) milisecand

MNetwark Port Settings

Protocal Type |TCP A | {TCP, UDF)
Server/Client |Server V| (server, dient)
Service IP Address / Part Number [pnoio | [s202 |

Keep alive Time |0 | {0 ~ 300) second

Auto Get Settings D

Figure 49 Setting Parameters for Ports
2. Install the VSPM on the PC.

> Double-click *#¥SMM2. exe gnd follow the instructions to install the VSPM.

VSEMEEE R
=

» Double-click to start the VSPM. Upon the initial startup, the

following dialog box will be displayed.

¥YOEE NODE

Select WSPM work mode
(*)35SPM run as Client support Server D evice

(3WSPM run as Server.support Client Device
{IWSPM run as Clientsupport E10 Server Device
{1WSPM run as Server,support EIO Client Device
{3 UDP broadcast

V' 0K

Figure 50 Selecting the Working Mode of the VSPM

» Select the first or second option. If KPS2204 serves as the server, select
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the first option to make VSPM work in client mode. If KPS2204 serves as
the client, select the second option to make VSPM work in server mode. In
this example, KPS2204 serves as the server. Therefore, select the first

option. Click <OK> to enter the interface of the VSPM client.

% ¥irtual Serial-—-¥5PH run as Client, support Server Device ¥Yer2.82

Manager Config Minimize YSPM  About Exit
Wirtual ... Femote Server IF and PORT State COM-:Metwork[Bute] | Metwork->COM[Byte] | Last State Mote
Al | b4
i Standard Mode
[

Figure 51 Interface of VSPM Working in Client Mode
» Click [Manager] — [New Virtual COM]. The following page is displayed. Set
parameters for the virtual serial port. Set Serial Port to COM22, Remote
Server IP Address to 192.168.0.3, Remote Server Listening Port Number
to 9202 (same as the TCP port number of KPS2204), as shown in Figure
52.

¥airtual Serial Info W|
TCRAR wirtual serial param |

Serial: | COM22 v

Remote Server P; | 192 166.0.3 v

Femate Server PORT: | 9202 =]
Map mode:

Nate: | |

7

Figure 52 Setting Parameters for the Virtual Serial Port

» Click <OK>. The following figure is displayed.
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* EllEO-—-VSPEE{TECLient#isll, FHServerdisli®4E Ver2. 82

EHEORGEEE ®"E BMMEER *T Bd
EHHEN | imEServer Ml RIRO BTN BO-FE (FH) | FE-E0ET BE—iRERME FiE
comez 192, 168, 0. 3:9202 M, 0,801 i] 0 IR TCR/ IPIERE

<
Tt (bR ) FHERREA Sl http:/fwww kingtwawin com  BOMRE S Cal-tus™ & HAFFXE-@GIER. FiEEd

Figure 53 Information about the Virtual Serial Port
3. After VSPM s installed on the PC, the serial port of KPS2204 can be
mapped to the virtual serial port of the local PC. You can use the virtual serial
port just like the serial port of the PC. All the software or communication

modules on the serial device can be used without any change.

9.2 TCP Server——TCP Client Mode

You can write programs as required if the programming supports TCP Server
or TCP Client. In this way, you can also enable the communication between a
PC and a serial device.

Connect the network port of the PC to that of KPS2204, and the serial port of
KPS2204 to a serial device. If the PC works as the TCP server, you need to
configure KPS2204 as the TCP client. If the PC works as the TCP client, you

need to configure KPS2204 as the TCP server.

TCP Server
TCP Client '
....... , Serial
¥ Pot __ ISerial Device
8
il
192.168.0.1 Network Port
KPS2204

Figure 54 TCP Server«——TCP Client 1
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1. When KPS2204 works as the TCP server, the TCP port of KPS2204 is in

listening state and waits for the TCP client running on the PC to connect to the

local port. The mode is applicable to networks on which KPS2204 is passively

connected.

Connect S2 of KPS2204 to the serial device. Set the parameters on KPS2204

as follows:

» Serial Data Port ID: D2

» Protocol Type: TCP

» Server/Client: Server

» Port Number: 9202 (default). You can set the port number to a value
ranging from 1024 to 65000.

> Keep the default settings for the other parameters unless otherwise
required, as shown in Figure 55.

Serial Dats Port ID: | D2 v/

Serial Data Port Settings

Baud Rate | 5600 v

Data Bits Used E v| (5,8, 7,8

Parity | MNone v | {MNone, Even, Odd, Space, Mark)
Stop Bits Used (2 v (1, 2)

Flow Control | Mone i | (Mone, Software, Hardware)
Serial Mods |rs232 v (RS232, R5435, R5422)
Maximum Intercharacter Delay |0 | {0 ~ 2500) millisecond

MNetwork Port Settings

Frotacol Type |Tcp v {TCP, UDF)
ServerClient |Server V| (server, dient)
Service TP Address | Port Number [poioe | [s202 |

Keep slive Time [o | (0 ~ 300) second

Auto Get Settings [

Figure 55 Configuring KPS2204 as TCP Server
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TCP Server TCP Client
TCP Port Number: 6020 "

Serial Device

N.etwcrrk Port
KPS2204

192.168.0.1

Figure 56 TCP Server<——TCP Client 2

2. As shown in Figure 56, KPS2204 in TCP client mode proactively connects to
the TCP port of the TCP server. Therefore, the network address and TCP port
number, to which KPS2204 will connect to, need to be configured.
The TCP port number of the TCP server on the PC is 6020. The IP address of
the PC is 192.168.0.1. Connect S2 of KPS2204 to the serial device. Set
parameters on KPS2204 as follows:

Serial Data Port ID: D2

Protocol Type: TCP

Server/Client: Client

Port: 6020

>

>

>

» Send To: 192.168.0.1
>

» Description: Description of the PC running TCP server
>

Keep the default settings for the other parameters unless otherwise

required, as shown in Figure 57.
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Serial Data Port ID: | D2 |
Serial Data Port Settings
Baud Rate | 2600 w |
Data Bits Used 8 v | 5, 6,7, 8)
Parity |None V| lone, Even, Odd, Space, Mark
Stop Bits Used (1 v | 2
Flow Contral | Mone b | lone, Software, Hardware
Serial Mode | R5232 “ |
Maximum Intercharacter Delay |0 |
Metwork Port Settings
Protocol Type |TCP ~ | (TCP, UDF)
Server/Client | Client ~ | (server, die
Remote MNode Send To Port Description
192, 168.0.1 6020 PC
| | [ | =
Keep alive Time |0 | 0 ~ 300) second

Auto Get Settings D

Figure 57 Configuring KPS2204 as TCP Client

9.3 UDP«——UDP Mode

You can write programs to support the UDP mode. When KPS2204 works in
UDP mode, packet sending and receiving are connectionless-oriented.
Therefore, a connection is not required to realize point-to-point,
point-to-multi-point, or multicast communication between two devices.

As shown in Figure 58, connect the network port of PC1 and that of PC2 to the
switch, and the switch to the network port of KPS2204. Then connect S2 of
KPS2204 to the serial device to enable point-to-multi-point communication,
that is, communication between PC1 and serial device, between PC2 and

serial device.
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UDP Port Number: 7021

192.168.0.3
UDP Mode

g Serial Device

' KPS2204
Switch

Figure 58 UDP«——UDP

For PC1, the UDP port number is 7021, and the IP address is 192.168.0.1.For
PC2, the UDP port number is 7022, and the IP address is 192.168.0.2.Connect
S2 of KPS2204 to the serial device. Set the parameters on KPS2204 as
follows:
» Serial Data Port ID: D2
» Protocol Type: UDP
» Port Number: UDP port number of the local KPS2204
» Establish entries of remote nodes PC1 and PC2.

Entry of PC1

Send To: 192.168.0.1

Port: 7021

Description: Description of PC1

Entry of PC2

Send To: 192.168.0.2

Port: 7022

Description: Description of PC2
> Keep the default settings for the other parameters unless otherwise

required, as shown in Figure 59.
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Serial Data Port [D: | D2 v|

Serial Data Port Settings

Baud Rate | 2600 w |
Data Bits Used E v (5,6, 7, 8)
Parity | Mane Vl {Mone, Even, Odd, Space, Mark)
Stop Bits Used [1 v (1,2
Flow Control | Mone w |
Serial Mode | R5232 v |
Maximum Intercharacter Delay |0 | {0 ~ 2500) milisecond
Netwark Part Settings
Protocal Type | DR vl (TCP, UDF)
Service IP Address / Port Number [ioioio | [a202 |
Remote Mode Send To Port Description
192,168.0.2 m2 P2
182,168.0.1 7021 PC1
| | [ | B
Keep alive Time |0 | (0 ~ 300) second

Auto Get Settings D

Figure 59 Configuring KPS2204 to Work in UDP Mode

9.4 Device——Device Mode

TCP Server TCP Client

Serial
Port 1

Serial Device 1 Serial Device 2

Network Port

KPS2204-1 KPS2204-2
192.168.0.3 192.168.0.4

Figure 60 KPS2204-1——KPS2204-2
As shown in Figure 60, connect serial device 1 to serial port 1 of KPS2204-1,
serial device 2 to serial port 2 of KPS2204-2, and the network port of
KPS2204-1 to that of KPS2204-2.Because KPS2204-1 communicates with

KPS2204-2 through Ethernet ports, the connection allows communication
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between distant serial devices.

The IP address of KPS2204-1 is 192.168.0.3, and that of KPS2204-2 is

192.168.0.4. Configure KPS2204-1 to work in TCP server mode, and

KPS2204-2 to work in TCP client mode. Detailed steps are as follows:

Configuration on KPS2204-1:

» Serial Data Port ID: D1

» Protocol Type: TCP

» Server/Client: Server

» Port Number: 9201 (default). You can set the port number to a value
ranging from 1024 to 65000.

» Keep the default settings for the other parameters unless otherwise

required, as shown in Figure 61.

Serial Data Port Setup

Serial Data Port ID: | D1 v stop

Serial Data Port Settings

Baud Rate | 3800 |

Data Bits Used E ~| (5,6, 7, 8)

Parity | MNone Vl (More, Even, Odd, Space, Mark)

Stop Bits Used E ~|

Flow Control | MNaone vl (Mone, Software, Hardware)

Serial Mode |Rs232 v| (R5232, R5485, R5422)

Maximum Intercharacter Delay |0 | (0 ~ 2500) milisecond
Network Port Settings

Protocol Type |TCP Vl (TCP, UDP)

Server/Client | Server vl erver, clis

Service [P Address / Port Number [pio.oio REEE

keep alive Time |0 | econd

Auto Get Settings |:|

Figure 61 Configuring KPS2204-1 as TCP Server
Configuration on KPS2204-2:
» Serial Data Port ID: D2

» Protocol Type: TCP
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» Server/Client: Client

» Send To: 192.168.0.3 (IP address of KPS2204-1)

» Port: 9201 (same as the TCP port number of KPS2204-1)

» Description: Description of KPS2204-1

» Keep the default settings for the other parameters unless otherwise

required, as shown in Figure 62.

Serial Data Port Setup

Serial Data Port 1D: | D2

Serial Data Port Settings

Baud Rate | 9500 w |
Diata Bits Used E v| (s,6,7,8)
Parity |None hd | (Mone, Even, Odd, Space, Mark)
Stop Eits Used [1 v| (1, 2)
Flow Control |None A4 | (Mone, Software, Hardware)
Serial Mode | RS232 v | (R5232, R5485, R5422)
Maximum Intercharacter Delay |l.'.'l | (0 ~ 2500) milisecond
Metwork Port Settings
Protocol Type |TCP A4 | (TCP, UDP)
Server/Client |Client A4 | (server, dient)
Remote Mode Send To Port Description
192,168.0.3 5201 KP52204-1
| | [ | B
Keep alive Time |0 | (0 ~ 300) second

Auto Get Settings [
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Appendix: Acronyms

Acronym Full Spelling

FTP File Transfer Protocol

LLDP Link Layer Discovery Protocol
RTC Real Time Clock

SSH Secure Shell

SSL Secure Sockets Layer

SNTP Simple Network Time Protocol
TCP Transmission Control Protocol
UDP User Datagram Protocol
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