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Preface 

KIEN5000/6000 is high-performance industrial Ethernet switches designed and 

developed by KYLAND for industrial applications. It may operate in harsh industrial 

environments because they employ high-performance switch engines, solid, fanless 

and ribbed case with efficient heat dissipation surface, protections against 

overcurrent and overvoltage of power input, EMC protections, and excellent 

protection performance of RJ45 ports. The redundant network, redundant power 

supply and management function ensures more reliability for the system 

operation. 

This manual contains the information on the operation of network management 

software of KIEN5000/6000 for the user’s reference, which are organized as 

follows: 

Chapter1: Proudect overview and features of KIEN5000/6000. 

Chapter2: Operation of console management. 

Chapter3: Console interface commands. 

Chapter4: Operation of WEB management. 

 

This manual is used along with KIEN5000 industrial Ethernet switch user manual 

or KIEN6000 industrial Ethernet switch user manual. 

 

 

 

 

 

 

 

All product specifications are subject to change without notice. 

Please visit our website or contact our sales representative 

directly to have the update details. 



 

 

Safety Notices 

These products have good and reliable performance in designed use range. But 

man-made damages to the switch shall be avoided.  

 ̧ Read this Manual thoroughly and keep it well for future reference. 

 ̧ Do not place the switch at where is close to water source or dampness. 

 ̧ Place power cables at where cannot be touched and do not place any stuff on 

power cables.  

 ̧ Do not tie or wrap power cables to prevent fire. 

 ̧ Fasten power connectors and connectors of other units tightly and check 

them often. 

In the following cases, please power off immediately and contact us. 

1. water into the switch; 

2. the switch is damaged due to falling or cases are broken;  

3. the switch has abnormal operations or its performance completely 

changes; 

4. the switch gives off odor, smoke or noise. 

 ̧ Please keep the switch clean. If necessary, wipe it with soft cotton cloth. 

 ̧ Do not repair it by yourself except for clear instruction in this Manual. 

 



 

Warning Marks: 

This Manual uses following two kinds of conspicuous warning marks to 

remind users in operating: 

 

 

Warning: please give enough attention to the remarks following the 

mark. Inappropriate operations may cause severe damages to the 

switch and operators. 

 Attention: pay attention to the remarks following the mark. 
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1 Product Overview 

1.1 Product Overview 

KIEN5000/6000 is high-performance industrial Ethernet switches designed and 

developed by KYLAND for industrial applications. KIEN5000/6000 may operate in 

harsh industrial environments because they employ high-performance switch 

engines, solid, fanless and ribbed case with efficient heat dissipation surface, 

protections against overcurrent and overvoltage of power input, EMC protections, 

and excellent protection performance of Ethernet ports. The redundant network, 

redundant power supply and management function ensures more reliability for the 

system operation. 

KIEN5000/6000 can be installed either by DIN rail or wall mounting. 

1.2 Product Features 

High-performance Industrial Ethernet Switch 

1. 10/100Base-T/TX Ethernet ports, adaptive, full/half duplex, auto MDI/MDI-X 

connection 

2. 100Base-FX fiber ports, single mode/multimode, full duplex, redundant 

3. High speed redundant ring with recovery time < 100ms 

4. Chinese & English management supports Telnet, SNMP protocol, compliant 

with networking regulations, able to be managed and monitored by third part 

software. 

5. Supports VLAN to control broadcasting domain and segment flow, port 

aggravation, port mirroring, port priority, IGMP etc. 

6. Alarm relay output for power supply and port link. 

7. Broadcast storm control 

Powerful Management Function  

1. It can be managed in web browser by entering IP address. 

2. It can be logged in by telnet or hyper terminal. 
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3. Port aggravation, port mirroring, VLAN, port priority and IGMP can be 

configured in the management. 

Industrial Power 

1. Industrial power input of DC24V̂ DC18V͘36V ,̃ 12VDĈ 9͘18VDC̃̆48VDC

̂36͘72VDC̃̆110VDĈ 66͘154VDC̃̆220VAĈ 165͘265VAC̃̆220VDĈ 220͘

370VDC̃are also available. 

2. Reliable protection for EMC and against over-current/over-voltage. 

3. Redundant power input 

Rugged Design  

1. Ribbed heat-removal design (fanless); operation at -40Ņ to +75Ņ 

2. Solid IP40 housing 

3.  Easy DIN-Rail mounting or optional wall-mounting 

1.3 Package Checklist 

̋. Packing list 

Kyland KIEN6000 Switch                               1  

3-core DC power terminal block                          2  

2-core alarm output terminal block                        1  

User Manual                                           1  

Management User’s Manual                              1 

Customer Service Guide                                  1  

̌. Unpacking check  

Before opening the carton, place it stably, pay attention to the direction of the 

packing carton, and ensure its right side is facing upward, so as to prevent 

KIEN6000 from falling apart after opening the case. If a hard object is used to 

unclench the case, do not overly extend the hard object into the carton to avoid 

damage of the equipments inside.  

After opening the carton, check the quantity of KIEN6000 according to the 

packing list, and check the appearance quality of KIEN6000. 
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  Warning:   

For the built-in precise parts of equipments, please handle with care and avoid 

strenuous vibration to avoid affecting the performances of equipments. 
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2 Console Management 

2.1 Log in  

2.1.1 Log in RS232 Console Port 

Use the hyper terminal in the WINDOWS system to log in the console management software, the 

user can view, configure and manage the system. If there is no terminal, the user can install it in 

the WINDOWS. After finishing installation, access the RS232 console software as follows: 

1̈ Connect the RS232 console port of KIEN5000 or KIEN6000 to the serial port of computer 

through console cable.  

2̈ In the WINDOWS, start hyper terminal as shown in Fig 2-1: 

 

Fig 2-1 Log in console management 

3̈ It is prompted to enter the new link name like “COMMON1” as shown in Fig 2-2:  
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Fig 2-2 Establish link 

4̈ Select serial port and click on the “Apply” button as shown in Fig 2-3: 

 

Fig 2-3 Select Serial Port 

5̈ Configure port “COM1” as follows: baud rate: 9600bps; data bit: 8; Parity 

check: none; stop bit: 1; flow control: disabled as shown in Fig 2-4. Click on 

the “Apply” button to have the user interface. 
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Fig 2-4 Cofigure serial port 

6̈ In the user interface, entering the default user name “admin” and password 

“123” and pressing the enter key, the user will be presented with the main 

menu. 

 

Fig 2-5 User interface 

7̈ The main menu is shown as Fig 2-6. In the main menu, operation is done by 

the key on the keyboard, the commands are shown as Table 2-1: 
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Table 2-1 Commands 

Key Function 

<Tab>̔ to switch to next sub-menu 

<Backspace>̔ to switch to the previous sub-menu 

<Enter>̔ To select the desired sub-menu 

<Space>̔ to make configuration changes 

<Ctrl>+A̔ to apply the current item 

 

Fig 2-6  Main Menu 

2.1.2 Using Telnet 

The user can also use the Telnet to log in the console management software. It is 

required to use cross-over or straight-through cable to attach the RJ45 port of the 

switch to the RJ45 port of one PC. To access as follows: 

1. In the page of “RUN” in Windows, enter “telnet 192.168.0.2” and click on 

“apply” button as shown in Fig 2-7: 

 

Fig 2-7 Run Telnet commands 
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2. Enter user name-admin and password-123 and press the enter key to access 

the main menu of Telnet console management as shown in Fig 2-8: 

 

Fig 2-8 Log in to Telnet console 

3. The main menu is as follows, after entering into the main menu, all 

operations can be done by the keys on keyboards and the corresponding key 

and functions are identical to the ones of RS232 console. 

 

Fig 2-9  Main menu of Telnet consle 
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2.2 Console Management 

The user can log in to the console via RS232 port and Telnet. After logging in 

successfully, the main menu will be displayed as shown in Fig 2-6 and Fig 2-9. The 

operations and functions of the two consoles are exactly identical. The following 

instructions for each sub-menu are suitable for both consoles. 

 

  Attention̔ 

The default IP address of KIEN5000/6000 is 192.168.0.2, which can be found in 

the coding label on the device. 

The two console management can not be done simutanously. 

The port 9 and 10 in the management are the configurations for other models. 

The user can forget them when the device does not have the settings. 

2.2.1 Status & Statistics 

Select the data item-“Status & Statistics” and press the enter key to enter the menu 

as shown in the Fig 2-10. There are three sub-menus including “Port Status” “Port 

statistics” and “System info” in the menu, the user can select the desired data item 

with the Tab or Backspace key and press the enter key to enter the sub-menu. 

When the cursor is on the main menu item, pressing the enter key will return you 

to the main menu. The details on the three sub-menus of “Status & Statistics” are as 

follows: 
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Fig 2-10 Menu “Status & Statistics” 

1. Port Status 

Enter the page of port status as shown in Fig 2-11, which displays the status of 

each port: 

 

Fig 2-11 Port status 

Table 2-2 Port status display 

Item Description 

Type To display the port type 

Eable To display whether the port is enable or not 

Status To display if the port is linked or not linked 

Mode To display the port rate and duplex mode 

Flow control To display whether the flow control is enabled or not 

2. Port Statistics 

As shown in Fig 2-12, the page displays the communication state of the device. 
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Fig 2-12 Port Statistics 

3. System Info 

As shown in Fig 2-13, the page displays the information on the hardware and 

software of the device. 

 

Fig 2-13 System info 

2.2.2 Switch static configurations 

In the main menu, select the data item by the cursor key and press the enter key to 

enter into the sub-menu as shown Fig 2-14. The menu “switch static 

configurations” contains seven sub-menus: “management configuration””port 

aggregation/ alarm”, “port mirroring”, “VLAN configuration” “priority 
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configuration”, “MAC address configuration”, and “other configuration” etc. The 

user can select the item with the Tab key and Backspace key. Press the enter key 

when select the item, and the user can enter into the desired sub-menu. When the 

cursor is on the main menu item, pressing the enter key will return you to the 

main menu. The details on the seven sub-menus ofare as follows: 

 

Fig 2-14 Switch static configurations 

2.2.2.1 Management Configuration 

In the menu “switch static configuration”, select the data item “management 

configuration” with cursor key and press the enter key to enter the sub-menus 

including “device info” “IP configuration” “Changing user name’ “Changing 

password” and “MAC configuration”. 
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Fig 2-15 Management configuration 

1̈ Device info 

From the page as shown in Fig 2-16, the user can configure the device 

information including device name, device specs, device location, device 

description etc. 

 

Fig 2-16 Device info 

2̈ IP Configuration 

From the page as shown in Fig 2-16, the user can configure the IP including 

IP address, subnet mask, gateway etc. 
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Fig 2-17 IP configuration 

3̈ Changing user name 

This page is used to change administration user name. 

 

Fig 2-18 Changing user name 

4̈ Changing password 

The page is used to change the administration password. 

 

Fig 2-19 Changing password 

5̈ MAC configuration 



 

 
- 16-  

From the page as shown in Fig 2-16, the user can configure the MAC 

address of the switch, but it is not recommended to make such a 

configuration much in order not to cause conflict among the switch 

networks. 

 

Fig 2-20 MAC configuration 

2.2.2.2 Port aggregation/alarm 

In the menu “switch static configuration”, select the data item “Port aggregation/ 

alarm” with cursor key and press the enter key to enter the sub-menu as shown in 

Fig 2-21. 
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Fig 2-21 Port aggregation/alarm 

The page is used to modify each port’s status and configure the aggregation group. 

The user can switch to other data item with the space key. The descriptions of each 

configuration are as shown in Table 2-3. 

 

Table 2-3 Port aggregation/alarm configuration 

Item Descriptions 

Enable To enable or disable the port 

Auto-negotiation  To enable or disable the auto-negotiation function of each port 

Port rate/duplex 
To set the port rate as 10Mbps or 100Mbps, duplex as half or full 

duplex 

Flow control To enable or disable flow control function 

Group 
To configure the aggregation group. There are total 4 groups that 

can be configured.  

Alarm To enable or disable the alarm function of the port 

2.2.2.3 Port Mirroring 

In the menu “switch static configuration”, select the data item “Port mirroring” with 

cursor key and press the enter key to enter the sub-menu as shown in Fig 2-22. 

 

Fig 2-22 Port Mirroring 
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Port mirroring is a method to monitor the network traffic. The traffic of each port 

can be monitored by the notified port. The out/in traffic will be copied to 

mirroring port. The descriptions of each configuration are as shown in Table 2-4: 

Table 2-4 the configurations of port mirroring 

Item Descritpions 

Mirroring To enable or disable the port mirroring 

Mirroring port The port used to monitor the communication of all ports. 

Actions 

Ports to be monitored. The flow of all monitored ports is copied to the 

sniffer port. You can select up to 7 monitored ports in the switch. From the 

Action item, you can make choice to monitor the receiving frame, 

transmitting frame or both. 

2.2.2.4 VLAN configuration 

In the menu “switch static configuration”, select the data item “VLAN configuration” 

with cursor key and press the enter key to enter the sub-menu as shown in Fig 

2-23. There are three sub-menus including “VLAN configuration” “Create VLAN” 

and “Edit/delete VLAN”. 

 

Fig 2-23 VLAN configuration  

̋. Port VLAN Configuration 
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The page is used to configure the VLAN parameters of each port including 

VLAN ID and ingress rules. The descriptions of the items are shown in Table 

2-5: 

 

 

Fig 2-24 Port VLAN configuration 

Table 2-5 VLAN Item Descriptions 

Item Descriptions 

VLAN type  
Press the space key to select the ways to create VLANS based on port, 802.1Q 

with GVRP and 802.1Q without GVRP. 

PVID 

To specify the VLAN ID associated with untagged frames on the port. Ex: if 

the default PVID of port 3 is 100, all untagged frames on port 3 are 

associated with VLAN100. The default PVID of all ports is 1. When the user 

want to configure the devices which don’t support tag and add them to 

VLAN, this feature is used. Only one untagged VLAN is permitted for eaxh 

port. 

Ingress rule 

1 (if frame is 

not a 

member ) 

This rule is corresponding to the ingress rule 1 of web management: only 

forward the frames with the appropriate VID to the port. With the space key, 

the user chooses to forward or drop the frames that have no appropriate 

VID. 

Ingress rule 

2 (if frame is 

This rule is corresponding to the ingress rule 1 of web management: drop 

the untagged frames. With the space key, the user chooses to forward or 
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untagged) drop the untagged frames. 

̌. Create VLAN 

From this page, the user can create VLAN and add tagged/untagged 

members to it. The specific descriptions of each item are shown in Table 

2-6: 

Table 2-6 Descriptions of VLAN Item 

Item Descriptions 

VLAN 

Name 

Enter new VLAN name 

VLAN ID Enter VID(2-4094), the default value is 1. 

VLAN 

Protocol 

Press the space key to select protocol. 

Members 

Press the space key to select VLAN members including 3 types: 

Tagged: the port is tagged member. 

Untagged: the port is untagged member. 

None: the port is not the member of the VLAN. 

 

Fig 2-25 Add VLAN group 

̍. Edit/delete VLAN  

From this page, the user can edit or delete the VLAN. 
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Fig 2-26 Edit/delete VLAN 

1̃ Select the desired VLAN and press the enter key. 

2̃ The user can change the VLAN protocol, set the member port as tagged 

or untagged or delete the member port in VLAN group. 

3̃ Click on the “Save” button and press the enter key to save all 

configurations. 

 

Fig 2-27 Edit VLAN 

  Attention̔  

VLAN name and VLAN ID can not be changed. The default VLAN can not be 



 

 
- 22-  

deleted. 

2.2.2.5 Priority Configuration 

In the menu “switch static configuration”, select the data item “Priority 

configuration” with cursor key and press the enter key to enter the sub-menu as 

shown in Fig 2-28. 

 

Fig 2-28 Priority configuration 

In this page, there are priority classes from 0 to 7 mapping to high to low priority 

queue. It is used ot specify the weighting algorithm for transmitting different 

priorities frames.  

2.2.2.6 MAC Address Configuration 

In the menu “switch static configuration”, select the data item “MAC address 

configuration” with cursor key and press the enter key to enter the sub-menu as 

shown in Fig 2-29. 
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Fig 2-29 MAC Address Configuration 

̋. Static MAC Address 

From this page, the user can add/modify/delete the static MAC address. 

 

Fig 2-30 Configuring static MAC address 

When a static MAC address is added, no matter whether the physical device is 

connected to the switch or not, the address will be kept in the switch’s 

address table. The switch does not need to learn the MAC address of the device 

again when the networking device is restart after power off or disconnection. 
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1̃ Add static MAC address 

a. Select “Add”, and “Edit”, and press the enter key to add static MAC 
address. 

b. Enter the MAC address, whose frames will be always forwarded by 
the switch’s port regardless of the networking status. 

c. Enter the port number. 

d. If the IEEE802.1Q VLAN is set in the switch, the static MAC address 
must be associated with the unique VLAN. Enter the VID appropriate 
to the MAC address. 

e. < Ctrl + A > will return you to the main menu, click on the “Save” and 
press the enter key to save all configurations. 

 

Fig 2-31 Add static MAC address 

2̃ Edit static MAC address 

a. Select “Edit” and press the enter key to modify the static MAC 
address. 

b. Select the desired MAC address and press the enter key. 

c. Select “Edit” and press the enter key to be able ot modify the all 
items. 

d. < Ctrl + A > will return you to the main menu, click on the “Save” and 
press the enter key to save all configurations. 

3̃ Delete static MAC address 

a. Select “Delete” to delete static MAC address. 

b. Select the desired MAC address and press the enter key. 

c. Click on the “Save” and press the enter key to save all configurations. 
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Fig 2-32 Edit/delete static MAC address 

̌. MAC Address Filtering 

By MAC address filtering, he switch can discard the undesired frames. The 

filtered frames are based on the destination addresses. The user can 

add/modify/delete MAC address from the page. 

 

Fig 2-33 MAC address filtering 

1̃ Add filtered MAC address 

a. Select “Add” Ą “Edit” and press the enter key to add MAC address. 
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b. Enter the MAC address to be filtered. 

c. Enter the VID associated with the MAC address if there is 

IEEE802.1Q VLAN in the switch. 

d. < Ctrl + A > will rerurn you to the main menu and select “Save” to 

save all the confiurations. 

 

Fig 2-34 Add filtered MAC address  

2̃ Edit Add filtered MAC address 

a. Select “Edit” and press the enter key. 

b. Select the desired MAC address and press the enter key. 

c. Select “Edit” and press enter to modify all items. 

d. < Ctrl + A > will rerurn you to the main menu and select “Save” to 

save all the confiurations. 
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Fig 2-35 Edit Add filtered MAC addresses 

3̃ Delete filter MAC address 

a. Select “Delete” and press the enter key. 

b. Select the desired MAC address and press the enter key. 

c. Select “Save” and press the enter key to save all the confiurations. 

 

2.2.2.7 Other Configurations 

In the menu “switch static configuration”, select the data item “Other 

configurations” with cursor key and press the enter key to enter the sub-menu as 

shown in Fig 2-36. There are four sub-menus including “Port security” “MAC 

address aging time” “Broadcasting storm filtering” “max bridge transmission 

latency”. 
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Fig 2-36 other configurations 

̋. Port Security 

If the security feature is enabled, the port is not allowed to learn address. 

Only the received frames with the static MAC address exiting in the table can 

be forwarded normally. The user can disable the port to learn any new MAC 

address and define the MAC address table that can use the port from the 

menu of “Static MAC address”, so as to prevent the access of illegal terminal 

devices. 

 

 

Fig 2-37 Port Security 
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̌. MAC Address Aging Time 

The feature is used to specify the time to keep the inactive MAC address in 

the switch. The valid range of the time is 300-765 seconds. The default 

value is 300s. 

 

Fig 2-38 MAC Aging 

̍. Broadcasting Storm Filtering 

This feature is used for the configurations of broadcasting storm control. 

Select “Edit” and press the enter key to configure the filtering mode. Press 

the space key to select the value. The valid values contain 5%̆10%̆15%̆

20%̆25% and close. 
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Fig 2-39 Broadcasting Storm Filtering 

̎. Max Bridge Transmission Latency 

The item and the configuration are shown in Fig 2-7: 

 

Fig 2-40 Max Bridge Transmission Latency 

Fig 2-7 Max Bridge Transmission Latency 

Item Descriptions 

Max Bridge 

Transmission Latency 

The queuing time of frames in the switch. If enabled, the 

frame whose queuing time exceeds the limit will be dropped. 

Enable the latency 

To enable to disable the limit of queuing time of low-priority 

frames. If the queuing time exceeds the limit, the low-priority 

frames will be transmitted. 

Max Latency Time 
The queuing time of the low-priority frames in the switch. The 

default latency time 255ms. The valid range is 0-255ms. 

2.2.3 Protocol Configurations 

In the main menu, select the data item by the cursor key and press the enter key to 

enter into the sub-menu as shown Fig 2-41. The menu “Protocol Configurations” 

contains four sub-menus: “STP” “SNMP”, “GVRP”, “LACP” etc. The user can select 

the item with the Tab key and Backspace key. Press the enter key when select the 

item, and the user can enter into the desired sub-menu. When the cursor is on the 
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main menu item, pressing the enter key will return you to the main menu. The 

details on the four sub-menus ofare as follows: 

 

Fig 2-41 Protocol Configurations 

2.2.3.1 STP 

There are three sub-menus in this menu including “STP States” “System 

Configurations” and “Port Parameters”. 

  Attention̔  

KIEN5000/KIEN6000 support for DT-Ring, the redundancy technology patented 

by Kyland. It is not recommended to use STP except for the application together 

with other models of Kyland. 
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Fig 2-42 STP 

̋. STP State 

The page is used to enable or disable the Spanning Tree feature. Press the 

space key to enable or disable the feature. 

 

Fig 2-43 STP State 

̌. System Configurations 

As shown in Fig 2-44, the bridge STP parameters are displayed in the left of 

the page. The user can set new STP parameters in the right. For the 

descriptions of the parameters, the user can refer to chapter 4. 
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Fig 2-44 STP System Configurations 

̍. Port Parameters 

The parameters of each port are shown in Table 2-8: 

 

Fig 2-45 Port Parameters 

Table 2-8 Port Parameters 

Item Descriptions 

Port Status To display the Spanning tree state of each port 

Path Cost 

The path cost of designed port. The port with the lowest path cost is 

used to forward data. The value range of the path cost is 1~ 65535. The 

default values of IEEE802.1D specifications are 10Mb/s = 50-600̕

100Mb/s = 10-60̕1000Mb/s = 3-10. To change the values, the switch 

must be reset firstly. 
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Priority 

By this value, the port can be set as root port. The value range is 0 ~ 255, 

the default value is 128. The smaller value, the higher priority. To change 

the value, the switch must be reset firstly. 

2.2.3.2 SNMP 

This menu is used to define the administration device as administrator and enter 

the SNMP community name. The user can also define a name for the switch. There 

are three sub-menus including “System Configurations” “Group strings” and “Trap 

manager” as shown in Fig 2-46. 

 

Fig 2-46 SNMP 

̋. System Configurations 

The descriptions are shown in Table 2-9: 

Table 2-9 System Configurations 

Item Descriptions 

System Name To enter the switch name  

System Contact To enter the installation position of the switch 

System Location 
To enter the user name or group name to which the 

switch belongs 
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Fig 2-47 SNMP System Configurations 

̌. Group Strings 

This page is used to configure the group strings. 

 

Fig 2-48 SNMP Group Strings 

Select “Add” or “Edit” as shown in Fig 2-49, and select “Edit” again to add or 

edit the strings. The descriptions of each item are shown in Table 2-10. 

Table 2-10 Add or Edit the Strings 

Item Descriptions 

Group 

name 
To enter the name of the group string 



 

 
- 36-  

Write 

Access 

Restricted, read only, enable the request to display the MIB oboject 

information 

Unrestricted, read-write, enable the request to display the MIB oboject 

information and configure the MIB object 

 

Fig 2-49 Add or edit SNMP group strings 

̍. Trap Manager 

The trap manager is the station to receive the traps. The trap is generated by 

the alarm system of the switch. If no trap manager is defined, there will be no 

trap sent. Enter IP address and group name, and a new trap manager will be 

created. 
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Fig 2-50 SNMP trap manager 

Select “Add” or “Edit” as shown in Fig 2-51, and select “Edit” again to add or 

edit the trap manager. 

 

Fig 2-51 Add or edit trap manager 

2.2.3.3 GVRP 

This page is used to enable or disable the GVRP ̂GARP VLAN Registration 

Protocol̃feature. 

The description of GVRP is shown in Table 4-5: 
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Fig 2-52 GVRP 

2.2.3.4 LACP 

The menu contains three sub-menus including “Configuring LACP” “LACP activity” 

and “LACP state” as shown in Fig 2-53. 

 

Fig 2-53 LACP 

̋. Configuring LACP 
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Fig 2-54 Configuring LACP  

The descriptions of each item are shown in Table 2-11: 

  Attention:  

Before configuring LACP, configure the trunking group in the 

port/trunking/alarm firstly. 

Table 2-11 LACP Descriptions 

Item Descriptions 

Group To display the group ID 

LACP 
To press the space key to enable and disable the LACP features. If 

enabled, the group is LACP satic trunking group. 

LACP Port 

Number 

The max number of aggregated ports. If it is static LACP trunking 

group, the extra port is used as backup for the failure. If it is local 

static trunking group, the port number must be identical to the 

trunk ports. 

̌. LACP Activity 
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Fig 2-55 LACP Activity 

Select “Edit” and press the enter key, and press the space key to edit the 

properties of each port. The passive end: the ports won’t send the LACP 

frames automatically, will the port respond only after it receives frames from 

the corresponding switch. The active end: the ports will send the LACP frames 

automatically. 

̍. LACP State 

If the user configures the trunking group, the information can be viewed in 

this page as shown in Fig 2-56: 
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Fig 2-56 LACP State 

2.2.4 Resetting the Switch 

In the main menu, select the “Resetting the Switch” and press the enter key to 

enter the sub-menu as shown in Fig 2-57. It contains two sub-menus: “Default 

Configurations” and “Reset”. The user can select the data item with the Tab or 

Backspace key on the keyboard. When the cursor is on the desired item, press the 

enter key to enter to the page. 
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Fig 2-57 Resetting the Switch 

To select “Default Configurations” to reset the switch configuration to its factory 

default. The detailed defaults are shown in Table 4-11: 

To select “Reset” to reset the switch. 

2.2.5 Command Line 

To switch the command from menu mode to command line, the details can be 

refered in Chapter 3: Console Interface Commands 

 

Fig 2-58 Command Line 

2.3 1K Xmodem Updating Software 

The user can update the software by 1K Xmodem protocol in console management. 

1K Xmodem runs only in the mode of 57600bps, so can the user download the 

software only when it is set as 57600bps in console. 

In the following two situations, the user can update the software by 1K Xmodem 

protocol: 

̋. From the console management interface, press the “shift + x” key within 5 

secdons after the system is powered on. 

̌. If it is detected that the check fails during the period of system command, it 

will automatically enter the “1K Xmodem receiving mode”. 

After having entered the “1K Xmodem receiving mode”, the user can change the 

baud rate into 57600bps from the console end and select “send”, enter the lolcation 

where the updated file will be located, and select “1K Xmodem”, click on the “send” 

button to update the software. After finishing updating, the switch needs to be reset. 

Don’t forget to change the baud rate back to 9600bps. 
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Fig 2-59 1K Xmodem Updating Software 
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3 Console Interface Command 

3.1 Commands of System Configuration 

Command Descriptions 

show ip 
To display the IP address, subnet mask and gateway of 

the switch 

config ip To configure the IP address of the switch 

config subnet To configure the subnet mask address of the switch 

config gateway To configure the gateway address of the switch 

show mac To display the MAC address 

show version To display the software version no. 

show console To display the console info 

config default To load the defaults 

reboot To reset the switch 

3.2 Configuring the Switch-Advanced Configurations 

Command Descriptions 

Age-out Time  

Enable fdbage 
To enable the feature of MAC address auto 

aging time 

Disable fdbage 
To disable the feature of MAC address auto 

aging time 

Config fdbage<number> 
To configure the MAC address auto aging time. 

The valid value is 300~765 secs 

Show fdbage To display the aging time 

Broadcast Storm Filter  

Enable bsf[5|10|15|20|25] 
To enable or configure the feature of 

broadcasting storm filter, ex: enable bsf 10 

Disable bsf 
To disable the feature of broadcasting storm 

filter 

Show bsf 
To display the configuration of broadcasting 

storm filter 
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Priority Queue Service  

Config 

qos[fcfs|wrr|strict]<hw:1~7>

<lw:1~7> 

To configure the feature of priority queue 

service. The following options can be 

specified: 

Fcfs: first come first service 

Wrr: weighting round robin 

Strict: higher priority frames are transmitted 

before lower priority frames. 

<hw>: high weighting priority, the valid value 

is 1-7. only effective in WRR. 

Ex:Config qos fcfs 

Config qos wrr 5 1 

 

Enable qdlyb<1~255> 

To enable lower queue latency threshold value. 

The valid value is 1~255ms. Ex: enable qdlyb 

200 

Disable qdlyb 
To disable the feature o low queue latency 

threshold value. 

Show qos To display the queue configurations. 

Config qospolicy<high level 

list> 

To conifugure the policy of QoS. The priority 

of 0-7 can be mapped to higher or lower 

queues 

<high level list>: belong to higher priority 

with effective values from 0 to 7 

Ex:config qospolicy 0~3 

3.3 Commands of Port Control 

Command Descriptions 

Show portstatus <portlist> 

To display the port or ports status 

<portlist>: port number. Ex: show portstatus 

1-10 

show portstatus 1,3,5 

Show statistics <portlist> 
To display the port or ports statistics 

Ex: show statistics 1-10 
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show statistics 1,3,5 

Config ports <portlist> state 

[off|on] 

To modify the configurations of ports status. 

<portlist>: port number 

state off: to disable the port. 

state on: to enable the port. 

Ex: config ports 1-5 state off 

Config ports <portlist> auto 

[off|on] 

To enable to disable the feature of port 

auto-negotiation. 

<portlist>: port number. 

auto off: to disable auto negotiation. 

auto on: to enable auto negotiation. 

Ex: config ports 1-5 auto off 

Config ports <portlist> ability 

[10full|10half|100full|100half] 

To configure port rate and duplex mode. 

<portlist>: port number. 

Ex: config ports 6̆7 ability 10full 

Config ports <portlist> fctl 

[on|off] 

To enable or disable flow control feature. 

<portlist>: port number. 

Ex: config ports 1-5 fctl off 

3.4 Commands of Link Aggregation 

Commands Descriptions 

add trkgrp <groupid> lacp 

[on|off] workports 

<number> ports <portlist> 

To create trunk. 

<groupid>: support 4 groups. 

lacp [on|off]̔on——the group is LACP static 

trunking. 

            Off——the group is LACP  local 

trunking. 

<number>: to assign the working port of the 

trunking group. If it is static LACP trunking group, 

the extra port is used as backup for the failure. If it 

is local static trunking group, the port number 

must be identical to the trunk ports. 

<portlist>:to assign one or more ports to the 

trunking group. 
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Ex: add trkgrp 1 lacp on workports 2 ports 1-4  

or 

add trkgrp 1 lacp off workports 4 ports 1-4 

config trksyspri <number> 

To configure the LACP priority number of the 

switch.  

<number>: the valid values are 1~65535Ȃ 

show trkgrp To display the info of trunking group 

show trkgrpcfg To display configuration of trunking group. 

enable lacpstate <portlist> 
To configure the port as LACP passive or active 

port. 

disable lacpstate <portlist> To set active port as passive port. 

show lacpstate 
To display if the port LACP status is passive or 

active. 

del trkgrp <groupid> 
To delete trunking group. 

<groupid>: trunking group ID(1-4) 

config trkgrp <groupid> 

workports <number> 

To configure the working port of the trunking 

group. Only for LACP static trunking group. 

<groupid>: the LACP static trunking group ID. 

<number>: the port number that can be 

aggregated simultaneously. 

enable lacp <groupid:1~4> To change local trunking to LACP trunking mode. 

disable lacp <groupid:1~4> To change LACP turnking to local trunking mode. 

add trkgrp <1~4> ports 

<portlist:1~8> 

To add port to the trunking group. 

del trkprt <portlist:1~8> 

trkgrp <1~4> 

To delete port from the trunking group. 

3.5 Commands of IGMP Snooping 

Commands Descriptions 

IGMP snooping 

enable igmp To enable IGMP feature. 

disable igmp To disable IGMP feature. 

show igmpstate 
To display whether IGMP feature is enabled or 

disabled. 
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Port Security 

enable security <portlist> 

To enable MAC address learning on one or more 

ports for port security. 

<portlist>:port number 

Ex: enable security 1,3 

disable security <portlist> 

To disable MAC address learning on one or more 

ports for port security. 

<portlist>:port number 

Ex: disable security 1,3 

Static MAC addresses 

add fdb <p> mac 

<mac_address> vid 

<number> port <number> 

To create static MAC address item 

Ex: add fdb p mac 001234567890 vid 1 port 1 

delete fdb <p> mac 

<mac_address> vid 

<number> port <number> 

To delete static MAC address table 

Ex: delete fdb p mac 001234567890 vid 1 port 1 

clear fdb p To clear all static MAC address table. 

show fdb p To display all static MAC address table. 

MAC Filtering 

add fdb <b> mac 

<mac_address> vid 

<number> 

To configure unwanted MAC address. The filtered 

frames are based on their destination addresses. 

Ex: add fdb b mac 001234567890 vid 1 port 1  

delete fdb <b> mac 

<mac_address> vid 

<number> 

To delete the MAC address the switch filters. 

Ex: delete fdb b mac 001234567890 vid 1 port 1 

clear fdb b To clear all filtered MAC addresses. 

show fdb b To display all filtered MAC addresses. 

3.6 Commands of VLAN  

Commands Descriptions 

add vlan <name> vid 

<number 1> protocol 

<number 2> ports 

<portlist> [tag|untag] 

To create VLAN group. 

<name>: the name assigned to the VLAN. The 

valid strings are 15 max. 

<number 1>: the VLAN ID assigned to the VLAN. 
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The valid values are 1~4094. 

<number 2>: to assign a protocol defined by the 

user. The valid values are 0~18. 

<portlist>: port number. 

Ex: add vlan v1 vid 2 protocol 0 ports 1,2 tag 

config vlan <name> 

protocol <number> 

To assign protocol to the VLAN 

<name>: the VLAN name. 

Ex: config vlan v1 protocol 5 

config vlan <name> addport 

<portlist> [tag|untag] 

To add one or more ports to the VLAN. The user 

can assign tagged or untagged port. 

Ex: config vlan v1 addport 3,4 tag 

config vlan <name> delport 

<portlist> 

To delete one or more ports from the VLAN. 

Ex: config vlan v1 delport 3,4  

Config vlan <name> tag 

<portlist> 

To configure the tagged port in the VLAN. 

Ex: config vlan v1 tag 1 

config vlan <name> untag 

<portlist> 

To configure the untagged port in the VLAN. 

Ex: config vlan v1 untag 2 

delete vlan <name> 
To delete the VLAN by name 

Ex: del vlan v1 

delete vlan vid <1~4094> 
To delete the VID by name 

Ex: del vlan vid 2 

show vlantbl <name> 
To display the VLAN information in the way of 

VLAN name. 

show vlantblindex To display al switchs’ names 

enable vlan gvrp 
To configure VLAN as port-based 802.1Q with 

GVRP. 

disable vlan gvrp 
To configure VLAN as port-based 802.1Q without 

GVRP. 

show vlanstate To display the VLAN status 

show prtcl vlantbl To display the protocol type of VLAN. 

config vlan pvid <1~4094> 

ports <portlist> 

To configure the PVID of each port. 
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3.7 Commands of Spanning Tree 

Commands Descriptions 

enable stp To enable spanning tree protocol 

disable stp To disable spanning tree protocol 

config stp hellotime 

<number> 

To configure the transmission time of spanning 

tree protocol information. 

<number>: valid values are 1~10 

config stp maxage 

<number> 

To configure the time that the gate bridge waits 

for before it does not receive message and 

attempt to re-configure. 

<number>: valid values are̐~ ̎̊ 

config stp fwdly <number> 

To configure the time that the port waits for 

before its status switches from learning and 

minitoring to forwarding. 

<number>: valid values̎~ ̍̊ 

config stp prioriy 

<number> 

To identify the value of root bridge. The bridge of 

the lowest number has the highest priority and 

will be the root bridge. To change this number, 

the user needs to reset the switch. 

<number>: valid values are̋~ ̐̏̏̍̏Ȃ 

show stp portstatus To display spanning tree status of each port 

show stpstate To display whether STP is enabled or disabled 

show stp info To display the STP configuration 

show stp rootbridge To display the STP root bridge information 

3.8 Commands of Port Sniffer 

Commands Descriptions 

enable 

sniffer 

<portid> rx 

<portlist> 

tx 

<portlist> 

To enable the feature of port sniffer and configure the 

monitored and sniffered ports. 

<portid>: to configure the analyzer port with valid values 

from 1 to 10  

<portlist>: to configure the port whose traffic will be 

monitored, the valid values are from 1-10. 

Ex: enable sniffer 10 rx 1-5 tx 4-9 or 
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enable sniffer 10 rx 1-5 tx 0 

disable 

sniffer 

To disable the feature of port sniffer 

show 

sniffer 

To display the configuration of port sniffer 

3.9 Table A 

Protocol Number Protocol Type 

0 None 

1 IP 

2 ARP 

3 Appletalk 

4 AppletalkAAPP 

5 Novell IPX 

6 Banyan VINES 

7 DECnet MOP 

8 DECnet DPR 

9 DECnet LAT 

10 DECnet LAVC 

11 IBM SNA 

12 X.75 Internet 

13 X.25 Layer3 

14 NetBIOS 

15 IOS Network Layer PDU 

16 Novell IPX(raw Ethernet) 

17 Spanning Tree Protocol BPDU 

18 Null SAP 
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4 WEB Management 

4.1 Log in 

The configuration, monitor and other networking management features can also 

be realized via web browser. The user can select IE browser, Netscape browser etc. 

The normal parameters for logging in can be found in the product label as shown 

in below. The user can view or modify the IP address via console. 

MAC address̔ 000060006000 

IP   address̔ 192.168.0.2 

Subnet mask̔  255.255.255.0 

Default gateway̔192.168.0.1 

  Attention̔  

To access console via web browser, the switch need to be connected from its RJ45 

port or by straight-through cable to the computer. 

The detault IP address: 192.168.0.2 

The default user name: admin̆and passoword:123. 

The user can access the web in the following way: 

̋. Start a web browser and enter the appropriate IP address, press the enter key 

to open the connection as shown in Fig 4-1: 

 

Fig 4-1 Start Web Management 

̌. Enter the appropriate user name and password in the presented page and 

click on the “Log in” button. 
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Fig 4-2 Log in to the Web interface  

The user may wait for some seconds when the web interface is downloaded 

into the computer. The main web page is as below: 

 

Fig 4-3 Main WEB page 

4.2 Port Status 

Click on the “Port Status” button in the main page to view all ports’ status as shown 

in Fig 4-4: 
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Fig 4-4 Port status 

The descriptions of the items are as shown in Table 4-1: 

Table 4-1 Items in port status 

Item Descriptions 

State To display the port status as open or closed, no link as close. 

Link State  “No link” means disconnected. “Link” means connected. 

Auto-negotiation Auto-negotiation mode. 

Port Rate 
Display 1000Mbps̆100Mbps or 10Mbps. Port 1~8 is 

10/100Mbps; Port 9~10 is 10/100/1000Mbps. 

Duplex Mode To display full or half duplex mode. 

Flow Control To display if the feature of flow control is enabled or disabled. 

Configuration To display the configuration state. 

Result To display the negotiation result. 

4.3 Port Statistics 

Click on the “Port Statistics” button in the menu to view all ports’ statistics as 

shown in Fig 4-5: 
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Fig 4-5 Port Statistics 

4.4 Administrator 

The features in this menu contain: configure and view IP address, configure switch, 

view the console port parameters, port control, port trunking, database filtering, 

configure VLAN, spanning tree and port sniffer (port mirroring), SNMP, security 

management etc as shown in Fig 4-6: 

 

Fig 4-6 Administrator 

4.4.1 Configure and View IP Address  

Click on the “IP address” in the menu of “administrator” to display the switch’s IP 

address, subnet mask, gateway address. The user can also enter new IP parameters 
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and click on the “Apply” button to set the IP. To make the new IP parameters 

effective, the switch must be reset firstly. 

 

Fig 4-7 Configure and View IP Address 

4.4.2 Configure Switch 

4.4.2.1 Basic Info 

Click on the “Configure switch” in the menu of “administrator” to display the basic 

information of the switch including the following items as shown in Table 4-2: 

Table 4-2 Basic Information 

Item Descriptions 

Description To display the switch type and name. 

MAC Address To display the unique hardware 

address(default) assigned by the manufactuer. 

Structure Version To display the structure version no. 

Hardware 

Version 

To display the hardware version no. 

Default 

configuration 

version 

To display the default version no in memory. 
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Fig 4-8 Basic Info 

4.4.2.2 Advanced Info 

Click on the “Advanced” in the menu to display the information of the switch 

including other configuration, priority weighting queue and protocols as shown in 

Fig 4-9:: 

 

Fig 4-9 Switch advanced info 

̋. Other configurations 

Table 4-3 Other configurations 

Item Descriptions 
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MAC address aging 

time 

The time to keep the inactive MAC address in the 

address table. The valid values are 300~765s, default is 

300s. 

Max bridge 

transmission 

latency limit 

The queuing time of the restricted frames. When this 

feature is enabled and the queuing time exceeds the 

limit, the frames will be dropped. The valid values are 

1s, 2s, 4s and close. Default is 1s. 

Broadcasting storm 

filtering 

When this feature is enabled and threshold value is set 

for the port, the broadcasting storm filter can be 

configured. The threshold value is the percentage of the 

broadcasting flow in the port bandwidth. When the 

threshold value is exceeded, the control is enabled. The 

valid values are 5% 1̆0% 1̆5% 2̆0% 2̆5% and close. 

̌. Priority Queue Service 

The configurations are as follows: 

Table 4-4 Priority queue configurations 

Item Descriptions 

First come first 

service 
First come first service. 

higher priority first 
All higher priority frames are transmitted before all 

lower priority frames. 

Weighting round 

robin 

To assign priority in the high priority queue. This item 

decides the quantity of high priority frames to be 

transmitted before low priority frames. Ex: 5 high 

priority:1 low priority means 1 frame of low priority is 

sent out before 5 frames of high priority sent out. 

Enable latency limit 

To limit the queuing time of the low priority frames. The 

max default is 255ms. If the queuing time of low priority 

frames exceeds the limit, they will be sent. The valid 

range is 1~255ms. Notes: before enabling latency limit, 

make sure the “max bridge transmission latency limit” is 

enabled. 

QoS policy: The priority 0-7 can be mapped to high or low queues. 
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High priority 

classes 

̍. Protocol Configuration 

The configurations are as follows: 

Table 4-5 Protocol Configuration 

Item Descriptions 

Enable spanning tree protocol Default is to close STP. 

̂IGMP̃Enable IGMP Enable IGMP feature. 

VLAN  

No VLAN mode VLAN is not enabled. 

Port-based 

VLAN 

VLAN based on port 

802.1Q 

GVRP-unaware 

Support for 802.1Q tagged, but no GVRP 

dynamic VLAN. 

802.1Q 

GVRP-aware 

Support for 802.1Q tagged and GVRP 

dynamic VLAN. 

GVRP̂GARP̃ 

GVRP allows the automatical VLAN 

configurations between switch and 

node. If the switch is connected to the 

GVRP-enabled device, it will be 

automatically added to the VLAN and 

transmits the GVRP request with VLAN. 

4.3 Console Port Info 

Click on the “Console Info” in the menu of “administrator” to display the basic 

information of the switch console serial port as shown in Fig 4-10: 
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Fig 4-10 Console port info 

4.4 Port Control 

Click on the “Port Control” in the menu of “administrator” to change any port’s 

status as shown in Fig 4-11: 

 

Fig 4-11 Port Control 

 

 Attention:  

When configuring “auto negotiation” or “duplex”, the port rate configuration must 

match with the real hardware configurations. 

4.4.5 Port Trunking 

Click on the “Port Trunking” in the menu of “administrator”. The trunking protocol 

offers a standard method to exchange information on one link between equivalent 

systems. The link of the link aggregation can be specified via this method, moved 

to the appropriate trunking group, and the transmission of the link is enabled in an 

orderly way. Anyhow, link aggregation can aggregate ports into one trunk. This 

feature can develop the bandwidth of the switch. It is required for port turnking. 

Refer to IEEE802.3ad for details. 
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4.4.5.1 Aggregator 

The aggregator is configured as follows: 

 

Fig 4-12 Aggregator 

Table 4-6 Aggregator 

Item Descriptions 

System 

Priority 

To specify the LACP value. The switch with the smallest value 

has the highest priority and is chosen as active LACP. 

Group ID 
The user can link aggregation for two or more ports, and select 

“Group ID”, and then click on the “Obtain” button. 

LACP 

If enabled, the group is LACP static trunking. If disabled, it is local 

static trunking group. All ports support for LACP dynamic 

trunking group. If the connected switch support for LACP too, 

the LACP dynamic trunking group will be created automatically. 

If LACP is enabled, it can be set as passive or active on each port. 

Attention: When link aggregation is being configured, the STP 

must be enabled, otherwise, the ring network is to form 

redundant link and may cause net storm. 

Working 

port 

The max ports that can be aggregated simultaneously, If it is 

static LACP trunking group, the extra port is used as backup for 

the failure. If it is local static trunking group, the port number 
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must be identical to the trunking port number. 

Add Add a port to trunking group. 

4.4.5.2 Trunking information 

Click on the “Trunking information” in the page, and the user can view the 

information after the LACP is configured as shown in Fig 4-13. 

 

Fig 4-13 Trunking info 

4.4.5.3 Activity 

Click on the “Activity” in the page, and select the “Active”, the port will send the 

LACP frames automatically. If the “Active” is not selected, the port won’t 

automatically send LACP frames and only respond after receiving the frames. 

For two or one active LACP port, dynamic LACP trunking can be done. For two 

passive LACP ports, the dynamic LACP trunking won’t be done because two ports 

are both waiting for the frames. When the user selects trunking port, the state is 

activiated automatically. 
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Fig 4-14 Aggregation Activity 

4.4.6 Database Filtering 

4.4.6.1 IGMP Snooping 

Click on the “Database filtering” in the menu of “administrator”.  The switch 

support IP multicasting, the IGMP can be enabled from the page of “Advanced” in 

the “Configure switch”. From this page, the IGMP snooping information can be 

viewed such as multicasting group, VID and member port. The IP multicasting 

address is from 224.0.0.0 to 239.255.255.255. 

 

Fig 4-15 IGMP Snooping 

IGMP is the internal protocol in the IP stack. IP mamages the multicating 

communication via the switch, router or computer supporting IGMP. If IGMP is 

enabled, the port can detect the IGMP query frames and report frames, and 

mamages the IP multicasting traffic via switch. There are three basic IGMP 

messages: 1. Query, it is the message sent by querier router or switch and requests 
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all hosts in the multicasting group to send reponse. 2. Report, it is the message sent 

by the host to the querier and used to identify the member. 3. Leave, it  is 

message sent by host to the querier to specify the host has left the multicasting 

group. 

4.4.6.2 Static MAC Address 

Click on the “Static MAC address”: 

 

Fig 4-16 Static MAC address 

When a static MAC address is added, no matter whether the physical device is 

connected to the switch, the address will be kept in the address table of the switch. 

When the switch is reset after power off or disconnection, the switch won’t need 

to re-learn the MAC address. To add the address as follows: 

̋. Enter the address, whose traffic will be forwarded by switch regarless of its 

activity. 

̌. Enter a port number. 

̍. If a VLAN (based on port or IEEE802.1Q), the static address shall be 

associated with the unique VLAN. Enter the VLAN name. 

̎. Click on the “Add” button. 
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4.4.6.3 Port Security 

In the security mode, the port will be locked and forbidden to learn address. Only 

the received frames, whose addresses have been in the address table, can be 

forwarded normally. The user can forbid the port to learn any new MAC address 

and from the page of “Static MAC address”define the address table that can use the 

secure port.  

 

Fig 4-17  Port security 

4.4.6.4 MAC Filtering 

With the feature of MAC address filtering, the switch can drop its undesired frames. 

The frames are based on destination address. 

 

Fig 4-18 MAC Filtering 
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4.4.7 VLAN 

VLAN is a logical network to restrict broadcasting segment. It can sepertate 

information and only the VLAN member can receive the message from another 

member. Logically, To create VLAN via switch is to connect a group of networking 

devices to another new switch. Actually, all networking devices are still physically 

connected to one switch. 

In default configuration, VLAN is enabled and all ports belong to the default VLAN, 

whose VID is 1. 

̋. Port-based VLAN(IEEE802.1Q) 

Port-based VLAN is compliant with IEEE802.1Q regulation. It is possible to 

create VLAN for the switches from different manufacturers. It employs the tag 

technology. The tag contains VID specifying VLAN number. 

̌. Protocol-based VLAN 

To make the end device send frames to different VLANs, the device either adds 

VLAN tag to the frames or is connected to the gate bridge of an identifiable 

VLAN, the bridge can not only be based on the default PVID but also on other frames 

information like protocol, so as to classify VLAN ID. 

 

Fig 4-19 VLAN  
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4.4.7.1 Basic Info 

 Attention̔  

Before configuring VLAN, the VLAN mode must be select in the page of 

“Advanced”. 

To create GVRP aware or unware 802.1Q and add tagged member port: 

1. Click on the “Administrator” from the main menu and select “VLAN”. 

2. Click on the “Add”. 

3. Enter a name for the new VLAN. 

4. Enter a VID between 2-4094, default is 1. 

5. The “Protocol VLAN” can be set as “None”. 

6. Select added port and click on the “Add”. 

7. Click on the “Next” and select “Tag” in the list. 

8. Click on the “Apply”. 

 4.4.7.2 Port VID 

Click on the “Port VID” to configure the VID. 
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Fig 4-20 Port VID 

To configure the VLAN ID for all untagged frames of the port. For example, if the 

default PVID of port 2 is 3, all untagged frames of port 2 belong to VLAN3. All ports’ 

default PVID is 1. When the user wants to change the device that does not support 

for tag and add it to VLAN, this feature can be applied. Each port can only have only 

untagged VLAN. 

Õ Ingress Filter 

If the port belongs to the VLAN, the frames that belong to the VLAN will be 

forwarded. There are two ingress rules: 

Ingress rule 1: only forward the frames whose VID is appropriate to the 

port’s. 

Ingress rule 2 : drop the untagged frames. 

 4.4.7.3 Advanced Info 

The user can configure the VLAN in two ways: dividing the VLAN on one switch 

and on different switches in ring network. It is easy to divide VLAN on one switch, 

and three VLAN modes can be applied, only to assign different VID to the port. 

The user needs to apply 802.1Q GVRP-awere or GVRP-unware VLAN when dividing 

VLAN on ring network with different switches. To form a VLAN as the following 

figure, to do as follows: 
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Fig 4-21 VLAN diagram in ring network 

1̈ Log in to the WEB management interface of switch KIEN1, select VLAN mode 

in the page of “Advanced”: 802.1Q GVRP-aware or 802.1Q GVRP-unaware. 

2̈ Configure VLAN1, containing port 4 and 8, VID is 2, tagged. 

3̈ Configure VLAN2, containing port 4 and 8, VID is 3, tagged. 

4̈ As described in 4.4.7.2, in the page of “Port VID”, configure port 6 PVID as 3, 

port 7 PVID as 2. 

5̈ Log in to the WEB management interface of switch KIEN2, select VLAN mode 

in the page of “Advanced”: 802.1Q GVRP-aware or 802.1Q GVRP-unaware. 

6̈ Configure VLAN1, containing port 4 and 8, VID is 2, tagged. 

7̈ Configure VLAN2, containing port 4 and 8, VID is 3, tagged. 



 

 
- 67-  

8̈ As described in 4.4.7.2, in the page of “Port VID”, configure port 6 PVID as 2, 

port 7 PVID as 3. 

4.4.8 Spanning Tree  

STP is a standard method ̂ IEEE 802.1D t̃o prevent loop in the switching network. 

The purpose of activiating STP is to ensure only one path exists between any two 

nodes. The user can enable and activiate the STP in the advanced page of “switch 

configuation”. 

̋. To view the information on root bridge as shown Fig 4-22. 

 

Fig 4-22 Root bridge information 

̌. To view information on spanning tree as shown in FIG 4-23. 

 

Fig 4-23 STP port status 

̍. Configure new parameters of STP and click on the “Apply” button. 
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Fig 4-24 Configure STP parameters 

Each item is described as follows: 

Table 4-7 STP Parameters 

Item Descriptions 

Priority 

To identify the value of root bridge. The bridge of the 

smallest value has the highest priority and is chosed as the 

root. The entered value must be 1~65535. To change this 

value, the switch must be reset firstly. 

Max age 

The waiting time of bridge to re-configure before it has 

not receive message of spanning tree. The entered value 

must be 6~40. 

HELLO time 
The seconds of time interval to transmit the spanning tree 

messages. The entered value must be 1~10. 

Forward delay 

time 

The waiting time of the port to switch from learning to 

forwarding, the entered value is 4~30. 

̎. The following parameter can be configured for each port, click on the “Apply” 

button to apply. 
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Fig 4-25 Configure STP port parameters 

Each item is described as follows: 

Table 4-8 STP Port Parameters 

Item  Descriptions 

Priority 

To set the port as root port by configuring this value with 

range from 0 to 255, the default is 128. The smaller value, the 

higher priority. To change this value, the switch must reset 

firstly. 

Path cost 

Path cost of specified port. The switch identidy which port is 

used as forwarding port according to this value. The port of 

the smallest value acts as forwarding port, the range is from 1 

to 65535. The defaults in IEEE 802.1D is 10Mb/s = 50-600̕

100Mb/s = 10-60 1̕000Mb/s = 3-10. To change this value, the 

switch must reset firstly. 

4.4.9 Port Sniffer (Port Mirroring) 

Port sniffer is a method to monitor the network traffic. The port traffic can be 

monitored by the designated port. All traffic received or transmitted will be copied 

to the mirror port. 

 

Fig 4-26 Port Sniffer 
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Each item is described as follows: 

Table 4-9 Port Sniffer  

Item  Descriptions 

Roving analyzer Enable or disable the sniffer feature. 

Analyzer port 

The port used to view all communication of all 

monitoring port. The user can connect the sniffer port 

to a LAN analyzer or netxray. 

Monitored port 

The monitored ports. All traffic of this port will be 

copied onto sniffer port. To disable this feature, the user 

must select “no monitored port”. 

Monitor Rx The receiving frames of monitored port. 

Monitor Tx The transmitting frames of monitored port. 

4.4.10 SNMP 

If the MIB is installed correctly in the management end, any SNMP-running 

management can manage the switch. SNMP is a protocol to control the 

transmission between manager and agent. SNMP V1 is supported. 

This page is used to define host pc as trap manager and enter the SNMP group 

name. The user can also define a name, location and contact for the switch. 

Table 4-10 SNMP Parameters 

Item Descriptions 

Name Enter the switch name. 

Location 
Enter the switch 

location 

Contact Enter the group name 
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Fig 4-27 SNMP 

The group name can be used as a password in the following way: 

Item Description 

Read only 
Enable the request with this name to display the MIB 

information. 

Read write 
Enable the request with this name to display and configure the 

MIB information. 

The trap manager is the host station to receive traps, which is generated by the 

switch. If trap manager is not defined, trap won’t be issued. Entering IP address and 

group name can create an trap manager. 

4.4.11 Secuirty Management 

The users can the administration user name and password. The default is: 

User name: admin 

Password: 123 
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Fig 4-28 Security Management 

4.5 Updating TFTP Software 

Do as follows to update the software and reset remote switch. 

1. Install and run TFTP Turbo98 or other TFTP Server. 

2. From the website: www.kyland.cn or contact the manufacturer to have the 

newest software version and copy it to TFTP Turbo98. 

3. Select “TFTP updating” in the web management interface. 

4. Enter the host IP address of the host PC on which the TFTP server is running. 

5. Click on the “Apply” button and download new image.bin file and select 

“update software” in the web interface. 

 

Fig 4-29 TFTP software updating 

4.6 Backing up  

4.6.1 TFTP Restoring Configuration 

To make TFTP restoring confiugraiton, the user also needs to run TFTP Turbo98 or 

other TFTP server software. Set the TFTP server address by this page. In this page, 

the user can restore the configuration, but before that, the backup mirroring must 

be in the TFTP server, the default is flash.dat, and then the switch can download the 

backup mirror. 

http://www.kyland.cn/
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Fig 4-30 TFTP Restoring 

 

  Attention:  

The backup file name can be max 11 English characters plus .dat or 5 Chinese 

character plus .dat. 

4.6.2 TFTP Backup Configurations 

Configure TFTP server address and file name. The user can also save the EEPROM 

value and enter the page of TFTP restoring configuration to restore EEPROM value. 

 

Fig 4-31 TFTP backup configuration 

4.7 Restoring System 

In the page as follows, click on the “Restore” button to restore all default 

configurations. All default values are shown in Table 4-11: 

 

Fig 4-32 Restoring Page 
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Table 4-11  Default Parameters 

Property Sizêbytẽ Default Remarks 

System 

Data version 1 0x09  

Identity value 1 0x73  

Mac address 6 0x000060006000  

IP address 4 192.168.0.2  

Subnet mask 4 255.255.255.0  

Gateway address 4 192.168.0.1  

Administrator name 10 admin  

Administrator password 10 123  

Super user name 10 superuser  

Super password 10 wio  

Configuraiton Main version 1 0x0C  

Configuraiton Sub version 1 0x00  

Software main version 1 0x00  

Software sub version 1 0x37  

TFTP server IP̔

192.168.0.1 

4 0xC0A80001  

System description string 32 “IEN 6+2L 

SWITCH” 

 

System name string 32 “IEN 6+2L 

SWITCH” 

 

System location string 32 “6F 531”  

System content string 32 “6+2 L”  

TRUNK 

LACP priority 2 1  

LACP key value 2 60000  

LACP trunking port number 1 8  

LACP activity 1 0 Passive 

LACP port enabled 1 1 Yes 

LACP enabled 1 1 Yes 

local trunking enabled 1 0 No 

STP 
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STP enabled 1 1 Enabled 

STP priority 2 0x8000  

Max STP aging time 1 15  

STP Hello time  1 3  

STP forwarding delay 2 5  

STP port priority 1 128  

STP port path cost 2 10  

STP port enabled 1 1 Yes 

VLAN/GVRP 

VALN port VID 2 1  

VALN ingress rule 1 1 1 Enabled 

VALN ingress rule 2 1 0 Disabled  

802.1Q GVR-aware VALN 1 1  

Default VLAN item name 14 “default”  

Default VLAN item VID 2 0x01  

Default VALN item̔

protocol id = 0 

1 0 No 

Default VALN member  2 0x3ff All 

Default VLAN item tagged 

rule 

1 0 Untagged 

IGMP 

IGMP enabled 1 1  

Port Control 

Port enabled 1  0x01 Enabled 

Auto-negotiation 1 0x01 Enabled 

Mega port capability 3 0x18 100M full 

duplex 

Gega port capability 3 0x1C 1000M 

full 

duplex 

Flow control 1 0x01 Enabled 

Security 1 0 Closed 

Forward 

MAC table aging enabled 1 1 Enabled 
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MAC table aging time 4 300s  

QoS mode 1 WRR  

QoS policy 1 0xF0  

WRR high priority 

weighting 

1 2  

WRRlow priority weighting 1 1  

Broadcasting strom filter 1 Close  

Transmission latency time 

limit 

1 1s  

Low priority queue latency 

limit 

1 1 Enabled  

Low priority queue latency 

time limit 

1 255ms  

Sniffer  0 Disabled 

Analyzer port ID  0  

Rx̔ Monitor port shielded  0  

Tx̔ port shielded  0  

SNMP 

Switch name 128 None  

Switch location 128 None   

Switch contact 128 None   

Switch obtain group 128 Public  

SNMP trap IP 16 None   

SNMP trap group 128 None   

4.8 Rebooting 

Click on the “reboot” button in the page as shown in Fig 4-33 to reboot the switch. 

 

Fig 4-33 Reboot
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