SICOM3000 Presentation

8+2G Port Gigabit Managed
Industrial Ethernet Switch




SICOM3000

-Power input:

24VDC (18-36VDC),

48VDC (36-72VDC),

¢ dual redundant power inputs;
110VAC/110VDC (85-165VAC/66-154VDC),
220VAC/220VDC(132-300VAC/176-400VDC),
.single power input

LED: Power SquIies

®
LED: Working Status

—@ Console Port
Optional Dual Gigabit Fiber Ports

» Pluggable optic SFP ¢
» LC or SC connector
» Distance up to 80km

Dual 100BaseFX Ports
» 100FX Single Mode
» 100FX Multi Mode

» LC/ST/SC Connector

Or Dual 10/100BaseTX Ports
@

Casing: Ribbed aluminum case (Fanless)
Protection class: IP40

Installation: DIN-Rail or wall mounting
Operating Temperature: -40 to 85° C
Humidity: 0-95% (non condensing)

Up to 8 10/100Base-TX Ports

—
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KOS(Kyland Operating System) Features

e Quality of Service (IEEE 802.1p)

* VLAN (IEEE 802.1Q)

* Link Aggregation (802.3ad)

* IGMP Snooping

* SNMP (Simple Network Management Protocol)
e SCADA and Industrial Automation

* Broadcast Storm Filtering

* Loss of Link Management

* Port Mirroring

e Port Configuration and Status

e Event Logging and Alarms

e HTML Web Browser and Telnet User Interfaces
* Configuration via ASCII Text File

 Command Line Interface (CLI)




Cyber Security

Passwords - Multi-level user passwords secures switch against
unauthorized configuration

SSH / SSL - Extends capability of password protection to add
128-bit encryption of passwords and data as they cross the
network

Enable/Disable Ports - Capability to disable ports so that
traffic can not pass

802.1Q VLAN - Provides the ability to logically segregate traffic
between predefined ports on switches

MAC Based Port Security - The ability to secure ports on a
switch so only specific Devices / MAC addresses can
communicate via that port

SNMPv3 - encrypted authentication access security and data
encryption (CBC-DES with 56-bit encryption key)




EMI & Environmental Approvals

e |EC61000-4-2 (ESD): #=8KV contact discharge, = 15KV air
discharge

* |EC61000-4-3 (RS): 10V/M (80-1000MH?z)

e |EC61000-4-4 (EFT): =4KV power line, ==2KV data line

* |EC61000-4-5 (Surge): power line 24KV CM/ =2KV DM,
data line 2KV

* 1EC61000-4-6 (CS): 3V (10KHZ-150KHZ), 10V (150KHz-
80MHz)

* |EC61000-4-8 (Power frequency magnetic field): 100A/m
cont. 1000A/m, 1s to 3s

* |EC61000-4-12/18 (Damped oscillatory wave): 2.5KV CM,
1KV DM

* |EC61000-4-10 (Damped oscillatory): 30A/m

* |EC61000-4-16 (Common mode conduct): 30V cont. 300V,
1s

* FCC CFR47 Part 15/EN55022: Class A&B

* |EC61000-6-2 (Industrial Standards), IEC61850-
3(Substations), IEEE1613 (Electric Power Substations),

EN50155, EN50121-4 (Railway Applications)




Redundant Software Supported

*Two firmware are
supported, one is
active while the
other is inactive.

*This redundant
firmware design
offers high reliability
and enable easy
software upgrades.




SNTP

El‘ Advanced Configuratio . SNTP
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---- “4/Qos Configuration
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%5 LLDP Show

=@ Alarm

. %y Alarm Show

~ SNTP (Simple Network Time Protocol) , an effective way
to provide time synchronization with a precision of 1 to
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SNMPv3

..... %|MAC Aging Time =]
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----- “uAlarm Show USER TABLE
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----- %4 SNMP

----- “4/V3 User Table

----- “a/V3 Access Table
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vvvvv “4/V3 Group Table
=@ RMON
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SSH/SSL

e )
s SNMP . SSH Server Configure

'''' “4/V3 User Table

""" Y4/ V3 Access Table

'''' “4/V3 Context Table

"""" “4/V3 Group Table
----- “4/RMON Statistics

----- “4/RMON History

““““ “4/RMON Alarm

----- “4/RMON Event

= Log List

~¥y Enable Log

""" “4/RunLog

""" “4/ RunlogUploaded
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= SSH

""" “4/SSH Server Confii

%4 SSH User Managg

----- 4/ SSH Key Configur
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DT-Ring

Recovery time<50ms

Master

Redundant
Managed Switch

server

DT-Ring/DT-Ring+/RSTP

100M/1G FIBER REDUNDANT RING NETWORK

Hot standby link




DT-Ring+
Tangent Ring

Master Master

Redundant Redundant
Managed Stch —. Managed Switch

DT-Ring+

100M/1G FIBER REDUNDANT RING

100M/1G FIBER REDUNDANT RING




Comparision of STP, RSTP, K-RSTP, DT-Ring and DT-Ring+ with Proprietary Solutions

Protocol

STP
RSTP(802.1w)

HiPER Ring

Turbo Ring

S-Ring
RS-Ring

RapidRingmw

RSTP(802.1D-
2004)

eRSTPm
K-RSTP

DT-Ring

DT-Ring+

Vendor Can be used in Max Bridge Topology Single ring link failover time (for different
multi-vendor Diameter number of switches)
environment
10 15 20

IEEE Standard  Yes 40 Any >30s

IEEE Standard  Yes 40 Any Several Seconds

Hirschmann No Virtually Ring 200-500ms, independent of number of
Unlimited .

switches

Moxa No Virtually Ring <200ms <250ms <300ms
Unlimited

GarrettCom No N/A Ring <250ms

GarrettCom No N/A Ring <100ms

Contemporary No 50 Ring <300ms

Controls

IEEE Standard  Yes 40 Any <50ms <75ms <100ms

RuggedCom Yes 160 Any <50ms <75ms <100ms

Kyland Yes 38 Any <60ms <150ms <300ms

Kyland No Virtually Ring <35ms <40ms <50ms
Unlimited

Kyland No Virtually Ring <40ms <45ms <50ms
Unlimited ﬂ
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Powerful Kyvision Management Software
Customized Desigh on Demand
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IPv6

Herewith Kyland declares that our
full SICOM series will be compliant
with IPv6 within the year of 2010.

Before our SICOM series fully

Statement of Compliance

Herewith Kyland declares that our full SICOM series will be

compliant with IPv6 within the year of 2010, Before our SICOM

series f:llv supports IPvG,I:(yIahnd is a:ailahle to offér a I:ard\:/ar: S u p po rts I PV6, Kyl a n d is ava i Ia b | e
updated wversion for all the orders requesting for |Pv
compliance. And while firmware supporting IPv6 is ready, to Offer a ha rdwa re updated

customers only need to update the software of SICOM devices

version for all the orders

to support IPv6 without replacing hardware.

requesting for IPv6 compliance.

And while firmware supporting
Z"g%f,/gffi _ IPv6 is ready, customers only need
Manage of Product Department to update the software of SICOM
devices to support IPv6 without

replacing hardware.

Kyland, Technology Co, Ltd.
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KEMA: |[EC61850, I[EEE1613

REPORT OF PERFORMANCE 08-1441
oBJECT Etnemet Sutteh
TYPE SICOM3024P SERIALNo.  Seechapter 1

MANUFACTURER

CLIENT

TESTED BY

DATES OF TESTS

TEST PROGRAMME

SUMMARY AND
CONCLUSION

Uaux : 220 VAC; 220 VDC

Kyfand Technoiogy Co. Ltd.
Eeljing, China

Kytand Technoiogy Co. Ltd.
Eeljing, China

KEMA HIGH-VOLTAGE LABORATORY
Amhem, the Netheriands

27 Octoder untll 25 November 2008

Selected tests in accordance with IEC 61350-3 (2002-01) and
IEEE 1613 {2003) (see page 2).

The tesis were passed

This Report of Performance applies only o the object tested. The respansnllry for conformity of any
object having the same designations with that de rests wi the Manufacturer.

This report consists of 50

pages In total.

© Cogyright: Osly of Bils report s e

osedecton bman KM Quectnite copliato o POl fosidt o datihad saisies oF
I3 port may Se svallable a5d have the status “Tor information crly”.

n--—‘.aaau-a-umd-n.u et ta he Oely vald versicn.

KEMA Neds) V.

»

P,
KEMA T4D Testing Services
Managing Director

Amhem, 3 Fedruary 2003

Kyland SICOM3000 series,
SICOM3024P series and other
SICOM series are using the same
switching chip solution and CPU
management system design. All the
technical features associated with
IEC61850 standard such as the
features for harsh environments,
features for electro magnetic
compatibility, and features for
communication are all the same.




CEPRI: IEC61850-3 compliance

S [
v CNAS L1592

Serial No.: 2010126

POWER INDUSTRY QUALITY INSPECTION & TEST CENTER
OF ELECTRIC POWER EQUIPMENT AND INSTRUMENT, CEPRI

Test Report

(Station & RTU) No.2010126

Sample(s) Name: Industriat Ethernet Switch

Sample(s) Type: SICOM3000

Manufacturer:  KYLAND Technology Co., Ltd

Client:

Test type:

KYLAND Technology Co., Ltd

Type test

August 13,2010

Address: No. 13, Xiaoying East Rd. Qinglve, Beijing, China

Zip:
Telz

Fax: 010~

100192
010-62

Website:  www.eprisgec com.on

CEPRI:
China Electric Power Research Institute
http://www.epri.sgcc.com.ch/en/

Chinese authority for testing on the devices
for power utilities.

SICOM3000 has passed CEPRI’s tests for full
compliant with IEC61850.

You may download CEPRI test report here:
http://www.kyland.cn/admin/uploadfile/20

100817102551552.pdf



http://www.epri.sgcc.com.cn/en/
http://www.epri.sgcc.com.cn/en/
http://www.kyland.cn/admin/uploadfile/20100817102551552.pdf
http://www.kyland.cn/admin/uploadfile/20100817102551552.pdf

UL, UL508

Underwriters
the standard in safety Lahoratonis
508
File E314265 Vol 1 Issued: 2007-08-19
Revised:

FOLLOW-UP SERVICE PROCEDURE
(TYPE R)

PROGRAMMABLE CONTROLLERS
(NRAQ, NRAQ7)

Manufacturer: BEIJING KYLAND TELECOM TECHNOLOGY CO
(100098-040) LTD

SF OFFICE BLDG TRANSPORT

CENTER OF XISANQI

HAIDIAN DISTRICT

BEIJING 100096 CHINA

Applicant: SAME AS MANUFACTURER
(100098-040)

Listee: SAME AS MANUFACTURER
{100098-040)

This Procedure authorizes the above manufacturer to use the marking specified by
Underwriters Laboratories Inc.(UL), or any authorized licensee of UL, only on products
covered by this Procedure, in accordance with the applicable UL Services Agreement.

The prescribed Mark or Marking shall be used only at the above manufacturing location on such
products which comply with this Procedure and any other applicable requirements.

contains ion for the use of the above named Manufacturer and
representatives of Underwriters Laboratories Inc. and is not to be used for any other
purpose. It is lent to the Manufacturer with the understanding that it is not to be copied,
either wholly or in part, and that it will be to iters I ies Inc. (UL)
or any authorized licensee of UL, upon request.

This and any revision, is the property of Underwriters Laboratories
Inc.(UL) and the authorized licensee of UL and is not transferable.

Underwriters Laboratories Inc.

N lon A

Stephen Hewson William R. Carney
Senior Vice President Director
Global Follow-Up Service Operations North American Certification Program

UL Factory Tes
Each Quarter

KYLaAND




Successful Application

Areva 230/34.5KV Power Substation in Costa Rica
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Highlights

e User’s reference offered
hREvA by Areva Colombia for
o applying SICOM3000 in

e their power projects.

Que la compafiia DIGITAL ADVANCE OF AMERICA CORP, es proveedor de nuestra
compania en el rubro de SWITCH INDUSTRIALES KILAND SICOM 3000

Los swilch suministrados cumplen con la calidad y normas de fabricacion exigidas
por nuestra empresa y los plazos de entrega se han dentro de los
establecidos contractualmente.

En del ahonos i los switch SICOM 3000 para las
Subutacaoas Tegar, Zona Franca y Booquedeacuerd con nuestras ordenes de
compra No. OCJASEC—OSZ)'OO\IASE

se fima a del i a los 16 dias deol mes

Lap
de]deD




Successful Application

SCADA System of Xinjiang Dabancheng Wind Power Plant

%’ﬁ%)ﬂ.i]i‘ﬁf Photo By GA2 2 %
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http://www.xiangshu.com/htm_data/281/0709/704983.html

Successful Application

The Control System of Wind Power

()

SICOM3000 SICOM3000

KIEN1005 ;KIEN1DOS
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of|: of|; of|: ol|:
Electric Measure i Electric Measure | | | i Electric Measure © | i Electric Measure |
ntrol +Ground Control fo1 i 4 Ground Control L A ntrol 3
RTU 3 N
1 1
Turbine Head | {12 T;.lrhlne Head =K R Tii_urhune Head | : : - © Turbine Head| || 1O
Control Turbine 1 i i Turbine 2 Control I © Gontrol I




Highlights

e We won this wind power project located in Xinjiang province,
which is extremely cold in the winter. Our customer requires
that our products could boot under -40° C. Only Kyland

products can meet this requirement and win this 1000 pieces
big project.




Successful Application

Substation & Environment Monitoring System of Highway Surat of India




Successful Application

Substation & Environment Monitoring System of Highway Surat of India

SICOM3000

100M Fiber (single model)




Highlights

e There are more than 200 units of our SICOM3016,
SICOM3000 and KIEN2000 applied in Surat Highway
Monitoring System.

e Qur switches are working under very harsh environment with

high temperature (+70° C under the sunlight) and high
humidity.




Successful Application

Shenzhen D

tribution Network Automation
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Shenzhen Distribution Network Automation
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User’s Reference 1
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Project: Nanjing 2# Subway SCADA and
Substation System

Product: SICOM3024, SICOM3000

Content:
Nanjing Rixin Electric Company Ltd.

Kyland SICOM3024 and SICOM3000
performs perfect in the Electric SCADA
and Substation System of Nanjing 2#
Subway Phase | project, and they fully
meet our requirements.




User’s Reference 2

Project: Jiangsu Province Xuzhou
B 2 {8 S B Electric Power Distribution Network
BAralfHALHEHEARAERAABMMN T g PrOdUCt: SICOM3OOO
WK HH #4%&, BE. SICOM3000-2S . %
BERENEE TV RSB RGO AL RS, AT )
VEE AR VRS Sy T SN N ; Content:
OB K, ﬁlﬂkujﬁﬂ‘ﬁ%ﬁnﬁ’z}ﬂﬁfﬁﬁ .
IL 0500 BB 3 45 o 3 Ok T B A § Sifang&Huaneng Power System
% B 0 T A P R E & B0 sk ERERE . ) Cont |C IId
ontrol Co. )
BB % 8 % 7640 F B0 5 35 AT R B . R § !
WHELZDHREFRFARAAMKER.
g Kyland SICOM3000-2S supports high

reliability, wide temperature range, fast
recovery ring, and its good performance
enable it a best choice for harsh
environment.

2006 4£ 6 A 20 H




User’s Reference 3
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Project: Wuzi HighwayTunnel
Monitoring System

Product: SICOM3000

Content:
Shanxi Hantang Computer Co., Ltd.

Kyland SICOM3000 offers solid
performance under industrial harsh
environments and fully meet our
requirements for reliability.




Other Successful Applications of
SICOM3000

Colombia Radio Communication System

United States Electric Power Distribution System
Brazil Electric Power Distribution System
Thailand Dam Monitoring System

Russia Transportation Project




Thanks for your attention.
www.kyland.cn




